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! ]
hands, it is the task of law, policy, technical controls, institutional safeguards, afid agency culnfre
to limit its use. The wider the aperture for front-end collection, the more impogtant these back
cnd protections become. - ’

L)

(S#SPREE) XKEYSCORE has a wide aperture, so it is appropriate that it mc']udcs significant’
back-cend protections. Most notably: .

»®

L ]

s (SHRFE) Analysts arc prohibited from running U.S.-person qucn'esi'n XKEYSCORE,
subject to very narmow cxceptions. Analysts can run U.S.-person quencs only with a
probable-causc order from the FISA Court, consent, or approval from the Attomey
General ? ..

o (&MREE) All XKEYSCORE queries are subject to robust, technglqgically advanced
logging and auditing, which our report describes in detail. As part’of this system:

o EAREE) Analysts must provide detailed, non-formulaie justifications for each

ll!l-u-za-nln
R R R e e e T e

query. .o
o (SYREE) Each query is logged; these logs include the.analyst s justification ant
various other telltale details about the query. . . .

o (S7SHREE) NSA’s auditing system uscs ms to help identify querics

that may be insufficiently tailored or non-complianf. Human auditors familiar .

with the analyst’s mission then review every query’dcemed to posc a risk of .
noncompliance. ; :.

o (SHSEREE) Under NSA rules, queries based on broad criteria must be tailoreél to
avoid retuming information that is not foreign in-;eiligcncc 3 .

o (&4REL) If an analyst’s query returns information about an Amencan, NSA policies l;npt
how that information can be used, retained, and dlssemmated 4 . :
SHSIHREER) The auditing architecture, described in Part IILB.1 of our report, is noteworthy. : .
The system cnables meaningful scrutiny, in close to real time, and appears to be much more -
effective and comprchensive than the post hoc site visits and manual spot checks on which sdime
other agencies rcly. . : :

¢SANF) Our Board reviews large-scale collection programs across IC and non-1C agencies. It-1s
noteworthy that while NSA has developed sophisticated technical capabilities to log queries, .to-
record query justifications, | . 1
and to organize queries for efficient review by human auditors, systcms in use at other agencies
arc less advanced. As Recommendation 6 from the Board’s rcport cnvisions, NSA’s audit  *

2 (U) See Parts II1.D.3 and IV.A. .
§ ; 18 § 1 (]

ame TN BN Y

_ “SELECTION TERMS that have resulted or are
rcasonably likely to resull i ine of communtcations {0 or from such persons or entities shall be
designed 1o defeat, 1o the greatest extent practicable under the circumstances, the INTERCEPTION of those
communications which do not contain FOREIGN INTELLIGENCE.”).

! See, e.g., DoDM 5240.1 and Classified Annex; USSID-18,

2
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program can offer a useful example (and perhaps some technical solutions) to other IC elements
seeking to ensure effective oversight of their personnel’s access to large, sensitive datasets.

(U) Of course, the adequacy of the controls we have identified depends on how cffectively and
thoroughly they are implemented, and on vigorous monitoring. The Board will monitor the
implementation of the recommendations in this report and remain alert to significant changes in
how XKEYSCORE is deployed going forward.
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colleague Travis LeBlanc and I recommend that NSA addltlonally take.afﬁrmatlve st&ps
to deprioritize U.S. person information. . '_

(S78FREE) For discussion purposes, one might divide the* mformatlon available fe'r
collection and analysis into three categories: foreign 1nte'lﬁgence (FI), U.S. person -
information (USPI), and everything else (Other). NSA wants to collect and analyze FI
and does not want to collect or analyze USP or Otheér information. Forjnformation tljat
falls clearly into one category or another, NSA-knows what to do and has systems in *.
place to ensure compliance. . : . -".

* - [ ut

But much information.cannot be categorized so cl'earlv, | | '1
IIfP 'Th i Here NSA does what it can, based on the informatidn

available. This is inherently a balancing decision process based on the likelihood of t],),e
information being in each category. .

"

(SrSE-RFE) Our recommendation calls on NSA to include‘ in this decision process nbt
only the likelihood that information is FI, but also the likelihood that it is USP -
information versus Other information. In other words, if ihformation is two percent -
likely to be FI, it should matter whether the other ninety-tight percent of likelihood fhlls
into the USP category or the Other category. Y .

(&7#5%+REE) Reasonable people can disagree about hgw much weight to place on the;
goal of collecting and using FI versus the goal of avmdmg incidental or non-targeted « -
collection and use of USPL. But surely the answer cannot be that the presence of USPI -
has no bearing at all on whether collection is lawful and wise. Surely the presence of t:he
smallest iota of FI, in an ocean of USPI, cannot be dlsposmve .

(FS/7SHRERY .

-

but NSA should in any case have
technical and administrative measures In place to deprioritize USPI relative to
superfluous foreign information, as well as a careful legal-and policy rationale
supporting those measures.
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(U) Statement of Board Member Janie Nitze

(U/HPEEO) | am pleascd to join in full the Board’s report on XKEYSCBRE and, like my
collcagues, offer my gratitude to the staff members whose hard woﬂc cn'ablcd us to bring the

project to complction. Sl e

* ¥

(SYREE) [ also join the Chairman’s separate statcment, winch TeVicavs 'thc utility of
XKEYSCORE and the important back-cnd safcguards that ailow the tgol 'to operatc within well- |
established lcgal and policy constraints. 1 writc scpaa @tc]y t0'n0tc-my gorcems with two of the .

minority rccommendations. . . Do

EFSHSEANE) Minority Recommendation 2. The full text.of min_o:rity rgcon'}mendation 2 reads: .
XKEYSCORE analysts shqufd be rc_qhircd tg' tag ar tal%c other .
rcasonable measurcs to identify kngwn or belicved+U.S.- person .
data| W N 1 In other words, if

the analyst knows or-believes tha-t date] - .
| ]contams USP data, they should so tag it

(U) Respectfully, 1 decling to join the recommendation £r the following reasons.

CFSASEHNE) As an initial matter, the recommendation does not use terms defined and routinety
used by the intelligence community, but instead refers’to “known or believed U.S. person data.
That leaves the breath of the recommendation uncertain. Does the term “U.S. person data” cover *
only information where a U.S. person is a communicant? Or does it also include information
about U.S. persons? Or docs it go so far as to refer.to data created by U S. persons, which a

plain reading of the term “U.S. person data” would suggest?

-

(FSHERNE) Although each potential meaning of the term changes the recommendation’s
operational impact, a few general observations can be made. First, requiring analysts to “tag or
take reasonable measures to identify known or _l';elieved U.S. person data” injects uncertaint

| After all, what is an analyst to do if he is pretiy
suire, but not certain, that information is “U.S. person data™? Is he to tag the information
regardiess of his uncertainty (thereby introducing potential errors into the dataset)? Or is he to
ignore the tagging requirement unless he’s sure (which may not often be the case)? Oris the
analyst to research the question, perhaps poke around various datasets and see what he can find
about the communicant or information in question? Of course such research would seemingly be
to the detriment of U.S. person privacy, as it could well entail analysts learning more about a
U.S. person or his information than in the absenee of the tagging requircment. Moreover, some
research surely would be barred by policy and legal documents that seek to protect USPI —
introducing a compliance trap and yet more confusion into what an analyst is to do.
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procedures that implement privacy protections specific to USPI. Requiring the agency nof fo
collect — and therefore not to be able to view or analyze — potentially valuable foreign
intelligence information because it contains some (unspecified and unviewed) USPI would harm
the agency’s ability to conduct its mission within its lawful bounds. Before agrecing to a
recommendation with the potential for such a sweeping effect, I would want to better understand
its rationale, its operational impact, and whether any upside would outweigh the potentially vast
cost of reworking the agency’s extant technology for link collection.
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reasonable in one program or activity and unreasonab{e in other contexts. On thqse points and othens
the former Board’s report unfertunately reads'more like a book repprt summarv bf the XKEYSCORE .._

program than an independent oversight qnalysus grappilng with key t 'toncems in t|"IIS evolwng >
technological and legal landscape. p .’ . . .

*
» T . -

(U) Second, the Board had the opportumty to engage in ewdence—bqsed policy making; however, it
concluded a report lacking anarysls of the efficacy, costs, and beneﬁts of XKEYSCORE?

(FSyfatf7e® Third, the Boérd failed to adequately |nvest!gate the compilance program in place for . ::
XKEYSCORE. Unforturmtely, it appears as if NSA had not'ppepared a wWritten ana!ys:s‘of the legality of *

XKEYSCORE until prompted by the PCLOB.X® Unsurprlsm\gly, there was no mandatory-XKEYSCORE tra'Irnr'Ig
for NSA analyst& nor did the former Board majority-agree to follow up on any of th of -

comphance-lncldents that were reported to us. The NSA reported, far example, that in 2019, there
were KKEYSCORE compliance incidents and that hese werg deemed to cbnstitute .

..u-;.-:

“Questiocnable Intelligence Activities”-a I;g'r;n used by the Departmerit of Defense to signify thatan * °
action may have resulted in illegal survsillance or improper review of £.S. person communications.* But
the Board refused to inquire into an_y'c;fthese compliance incidents orDU.S. pefson XKEYSCORE =« -
gueries before issuing this repor:c.“ : !

(U/ e Fourth, | joined fellow Board Member Ed Felten in offering three additighal
recommendations for the réport.“ These important recommendations involve

and the affirmative de-prioritization of U.S. person informatior. = These are three
important recommendations that should have been adopted by the fult Board.

(U) Fifth, the former majority has also failed its mission to inform the public about dur work. Our
authorization statute directs us to make our reports, including our reports to Congrpss, “available to the
public to the greatest extent that is consistent with the protection of classified information and

»

.
PRrIVACY AND CIvIL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT SURVEILLANCE PROGRAM DPERATED PURSUANT TO
SECTION 702 OF THE FOREIGN INTELUGENCE SURVEILLANCE ACT 7-8 (2014). See alsa Davip Kris AND J.-DouGLAS WiLSON;

NATIONAL SECURITY INVESTIGATIONS AND PROSFCUTIONS § 3:2 (3rd. ed. 2019). : .
? {(#8) The report mentions NSA’s various evaluative judgements on items such a but asks no
questions on metrics, when and why and no

discussion of data or variables. See NSA Deep Dive at 16. The lack of eff-icacy is in stark contrast to previous reports
issued by PCLOB, See PRivacy AND Civit LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT'S USE OF THE CALL DETAIL
RecoRrDs PROGRAM UNDER THE USA FREEDOM AcT 63 {2020). See a/so PRivacy AND CiviL LIBERTIES OVERSIGHT BOARD, REPORT
ON THE GOVERNMENT'S USE OF THE CALL DETAIL RECORDS PROGRAM UNDER THE USA FREEDOM AcT 2020 13 (2014); PRivAcY
AND CIVIL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT SURVEILLANCE PROGRAM OPERATED PURSUANT TO SECTION
702 oOF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT 158 (2014).

10 (1) See (GAiNE) Nat'l Security Agency, Legal Analysis of XKEYSCORE, lan. 20, 2016 at 5 (“NSA Legal Analysis”}.

1 {14} NSA Deep Dive at 35.

2 {13} Questionable Intelligence Activities {QJA) defined as “any intelligence or intelligence-related activity when
there is reason to believe such activity is unlawfui or contrary to an E.O., Presidentiaf Directive, IC directive, or
applicable DOD palicy governing the activity.” Department of Defense, DOD Directive 5148.13: Inteiligence
Oversight 16 {“DOD Directive 5148.13").

1% {UJ) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive; Phone Cali re; XKEYSCORE
Dec. 14, 2020,

14 (U} NSA Deep Dive at 50-51,

15 {U} NSA Deep Dive at 50-51.
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compliance approach to the risks of “incidental” collection that relles upon ats-b‘ack—end mmlmlza&m,
processes to address overcollection: “Any incidental U.S, person mformatlon wﬂl be handled con;ﬁ!tent
with the Classified Annex to the Department of Defense Manual 5’240 01.7% .T hls however, mlsseﬁthe

point. .
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(St} The enhanced risk to the privacy of U.S. persons w'hose cnmmunlcatlons may be
intercepted |nC|denta|-Iy are not just greater when
but also when NSA
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2 (U) Phone Call re: XKEYSCORE Dec. 14, 2020.

24 (U} PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive; Department of Defense,

M | 5240.01, Procedures Governing the Conduct of intelligence Activities {2016}, .

»
c w w e w wENmTW N LR

" (U} Phone Call re: XKEYSCORE Dec. 14, 2020.
% (U) NSA Deep Dive at 13-15.

# (U) NSA Deep Dive at 13-15,

30 (U} NSA Deep Dive at 13,
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:
Lot et o .
bbbyt ThE NSA and former Board mEIjOFEt\/ d;sregard the risks assouatecj with :
nd the associated hargrtto the privacy angcivil liberties of U.S. per_*sons as being .
indistinguishable from the risks'and harms associate'd with | I. As txplained above, |
disagree. In my view, the jrtability to address copc.erns around *
| ) Jare serious deficiencies with the report. The Board"

should have worked with NSA to analyze the likelihood of collecting U.S. persen information at

| frecommended that the agency document whenever an analyst or other persennel

becomes reasonably aware that U.S. person information is collected and/or analyzed from any
collection site, and established appropriate minimization procedures before this data ever gets ingested

into XKEYSCORE.

“*=1The NSA’s legal analysis and former Member Aditya Bamzai’s exegesis® on the Fourth Amendment

both disregard]

3 {U} Phone Call re: XKEYSCORE Dec. 14, 2020,

3 {U} NSA Deep Dive at 13-15.
3 {U) | often urge my colleagues that we should exercise caution in expounding on the constitutional analysis of 3

program, particularly when the Supreme Court has not directly spoken to an issue. See PRIVACY AND CivIL LIBERTIES «
OVERSIGHT BOARD, REPORT ON THE GOVERNMENT’S USE OF THE CALL DETAIL RECORDS PROGRAM UNDER THE USA FREEDOM Act,
74 (2020). | do, however, feel compelled to reply to former Member Bamzai's statement where its conclusions -
could be misconstrued. For instance, it is my understanding that the Supreme Court has left open the guestion of «
whether there is a “foreign intelligence exception” to the Fourth Amendment. [ am mindful to exercise caution i
expanding any special needs exception to the Fourth Amendment. Such a malleable exception is at risk of not only

»
-
3
[
-
[
a
-
n
.
[ ]
n
[
[l
]
-

expanding the Fourth Amendment beyond the expectations of the Founding Fathers, but also of expanding it = |
beyond the literal text of the Amendment. Such an expansian risks sweeping into its ambit numerous activities  «
solely because they are un-favored today. Thus, [ tread cautiously and inspired by the wisdom of Justice Marshalk,.
who wrote in Skinner v. Railway Labor Executives’ Association, “There is no drug exception to the Constitution, apy
more than there is 2 communism exception or an exception for other real or imagined sources of domestic unrest,
[A]bandoning the explicit protections of the Fourth Amendment seriously imperils; the right to be |et alone—the,*
most comprehensive of rights and the right most valued by civilized men."” Skinner v. Railway Labor Executives’ .
Ass’n, 489 U.S. 604, 641 (1989} {Marshall, J., dissenting) (citation omitted) (quoting O/mstead v. United States, 27.'?
U.S. 438, 478 {1928) (Brandeis, §., dissenting)}. -
3 {U) See Statement of Former Board Member Aditya Bamzai. While | appreciate the thoughtfulness that former * -

Member Bamzai devoted to his Fourth Amendment analysis, it is worth noting the lack of any application of that:

analysis to the facts of XKEYSCORE.
¥, (S714%} NSA Legal Analysis at 5

]

se ganerally Statement of Former Boasd-Member AditycsBamadh « = »
{b) (1)

{b) {3)-18 USC 798

(b} {3)-50 USC 3024 (i)
{b) (3)-P.L. 86-36

{b} (9)
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(FsrstrRes)

-
*
*

(ForfstiRee)|

3 &4 Former Member Bamzai begins his discussion by relying on]

s well as United States v. Verdugo-Urguidez where the

central issue was a warrantiess search of a non-resident person outside the United States: See Statement of
L]

Former Board Member Aditya Bamzai at 3-4. *
37 {U) NSA Deep Dive at 18.

3 (U) NSA Deep Dive at 18,

¥ {U) NSA Deep Dive at 18. v .o

(U | (b) (3)-P.L. 86-36 ] = =

*1{U) NSA Deep Dive at 18. I . {b) (5) Lo

42 ‘U | . - .

43“} ..."'kn '.'. ! L

# (1Y) NSA Deep Dive at 18, See] N . e, i

® (U}r—-——é-ﬂ:: -- .- .- .n :I :I :l :l:l =- ‘-;::'l ﬂ:

46 (U}

b) {3)-P.L. 86-36

47 Uy NSA Deep Dive at 18. (b) (3}
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(Fsr/stines)

#5 Setting aside the legal distinctions between the XKEYSCORE collections and Title lif or traditional FISA
collections, the capabilities of modern electronic surveillance are more vast than the technologies
discussed 40-50 years ago in Smith v. Maryland and Katz v. United States.* Any legal analysis must
account for how these new capabilities create emerging privacy harms, which themselves pose new
legal challenges: for example, the extent to which machine surveillance is the same as human
surveillance; the extent to which the aperture of collection and amount of data intercepted
fundamentally alter the reasonableness analysis; the extent to which the Mosaic Theory is implicated,
and how to apply recent Supreme Court decisions in digitai surveillance cases like Carpenter v. United

States and Riley v. California.”’

€& All of the cases relied upon by former Member Bamzai assume the Fourth Amendment is triggered
once a human reviews intercepted communications.*® The unstated assumption is that machine
collection and analysis of U.5. person communications does not trigger the Fourth Amendment until a

8 {U) Statement of Former Board Member Aditya Bamzai at 6-7, 9; {3/ NSA Legal Analysis at 5.

B {U) Seee.g.]

0 {U} NSA Deep Dive at 13-15.
1 {U) NSA Deep Dive at 25,

> {U) See the surveillance at issue in]

v

(U :

54 (Ul -

**(U) Smith v. Maryland, 442 U.S. 735 (1979), Katz v. Umted States 389 US. 34'7 7 (1967).

57 {U) Carpenter v. United States, 138 S. €. 2206 (2018), Riley v. California, 573 1.5. 373, 381 (2014). .
*t & Former Member Bamzai appears to provide an dnalysis resting on traditiohal electronic surveillance canc'bpts

and capabilities where the government collects mfopmatron fromgne telephone line with two communicants.

-
L)

*
*

(b} (3)-P.L.

86-36

{b) (5)

(b) (3)-P.L.

B6-36
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human actually reviews those communications, or at Ieast the communications that ark flagged by th
machine for subsequent human review. My concerpr, however is that the maching’ !;'rewew is the
substantial equivalent of a human review, albeit yastly mare efficient. That the mathme flags anly

suspicious communications does not mean that the intrusion is any less for g the other .E.'.
communications or if they had all been re\newed by a human. Thus, the quest;dn presents itself of f:
whether the Fourth Amendment can be trlgged by a government (hurpan) difected-bul-machine- ::
operated collection and analysis tool—even if it does not directly resu1t in a.flag of suspicion for -:’

immediate human review. As surveillgice technologies have evolved massive volumes of bulk data caﬁ
be processed efficiently and at a scal’e that would be 1mp055|h.lé or absurd[y :mpractlcaJ for humans to.'

perform. This can be even more mvaswe from a Mosaic Theory frameworl(when machines are :
59 p - o

efficiently amassing and analyzmg disparate data. | . . | _.:,
I | it stands to reason that algorlthms-are not separate ent'ltles from thelr- .

human overseers.®® When a human creates, directs, o mstructs-an algarithm, the aigortthm is acting d‘s:
a government actor engaged in the collection and search of mtercepted communications. Thus, there.' ’
are two independent analyses that should have been performed in the XKEYSCORE context: one -:.
involving collection and the other involving querying with A recognition of the role of fnachines in _': .
triggering Fourth Amendment scrutiny: in the XKEYSCO BE cantext, this means that anrevaluation of th',

Fourth Amendment consequences shouid be analyzed &t the point of initial collection

\l.ﬁ\l!.i

+
*
»
-
. -

LI Y

vnl

(PSS XKEYSCOREis: one tool that NSA has available for its human and machine analysts to
efficiently digest‘ . .
the report notes, XKEYSCORE

.
-

. JWith access to such|
the privacy risks associated with even disparate collection of seemingly banal information

Nowhere is there a discussion by former Member Bamzaij on the unique technical aspects of XKEYSCORE collection.
Statement of Former Board Member Bamzai at 5 citingﬁ"l believe the same basic analysis
remains relevant today.”); See afso former Member Bamzat's reliance on cases like United Sates v. Verdugo-
Urgquidez, 494 U.S, 259 (1990); United Sates v. Donavan, 429 U.5 413 {1977); United States v. Kahn, 415 U.S. 143
(1974). Statement of Former Board Member Bamzai at 5. Even when former Member Bamzai discusses more
recent case law regarding Section 702 surveillance, there is littiesanalysis of the initial surveillance collecting the
communications at issue nor the breadth and depth of “upstrearp surveillance” as released in the Board’s Report
on the Government Surveillance Pragram QOperated Pursuant to Section 702 of the Foreign Intelligence Surveiflance
Act {2014). id.; PRIVACY AND CiviL LIBERTIES OVERSIGHT BOARD, REPORT DN THE GOVERNMENT SURVEILLANCE PROGRAM
QPERATED PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE SURVEILLANCE AcT 158 (2014}, Former Member Bamzai
is singularly focused on post-acquisition protections: “Ultimately, this analysis [in whether XKEYSCORE complies
with the Fourth Amendment] likely turns on whether NSA adequately protects any U.S.-person communications
processed by XKEYSCORE from misuse.” Statement of Former Board Member Bamzai at 17,

32 {U) Orin S. Kerr, The Mosaic Theory and the Fourth Amendment,"MicH. L. Rev. 111:311-354 {2012); Paui 5. Ohm,
The Many Revolutions of Carpenter, HARVARD J. OF L. AND TecH. 32:358-416 (2019); Danielle Citron and David Gray,
The Right to Quantitative Privacy, MiNN. L. Rev. 98:62-144 (2013}, *
% {U) FrANK PASQUELE, BLack Box SOCIETY: THE SECRET ALGORITHMS THA CONTROL MONEY AND INFORMATION, HARVARD

UnIveErsITY Press {2015). See also Danielle Citron, Technological Due’Process, 85 WasH. U. L. Rev. 1249 {2008).
51 {U) NSA Deep Dive at 25. .
S2{) 1d.

{(b) {3})-P.L. 86-36
{b} {(53)
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2015.7° It is, of course, concerning that a surveillance too! as “powerful” as XKEYSCORE Was
conceptualized, coded, implemented, and then executed without any initial written legal analysis.®

(U/#64e4 Setting aside that NSA’s legal analysis was first written in January 2018, it is equally
concerning that the agency apparently has not updated that written Jegal analysis since then.* The 201!5
analysis fundamentally rests on decades-old Supreme Court precedent from Verdugo-Urquidez, Smith,
Katz and two DOJ legal memoranda from the 1980s to assert that collection and use of XKEYSCORE is

consistent with the Fourth Amendment.? The 2016 analysis lacks an analysis of recent relevant Fourth

Amendment case law on electronic surveillance: Carpenter, Riley, United States v, Jones, and United
States v. Maynard need to be considered.®

T LI TELE L Ly

[FEFSiREY) The 2016 analysis aiso fails to discuss'

(U} The deficiencies in NSA’s legal analysis were as apparent to the former Board as they are to me.
Thus, { am glad that the former Board has recommended that NSA update its legal analysis and

identified several key constitutional and legal issues that NSA should consider when it does prepare a
satisfactory legal analysis of the XKEYSCORE program,®

{U//Pe®) Given the apparent Jack of a legal analysis prior to our investigation, it should come as no

surprise that NSA does not currently require analysts to receive privacy and civil liberties compliance
training tailored to XKEYSCORE

{SAfsHHREE) While NSA does require all personnel with the ability to review raw SIGINT data to complete
online training and competency testing prior to accessing data in XKEYSCORE, the privacy and civil
liberties components of those trainings are minimal and not specific to XKEYSCORE.®” NSA’s optional
XKEYSCORE-specific trainings are equally deficient in their treatment of privacy and civil liberties. ®

2 (U} The former Board asked NSA to provide any “[[Jegal analysis by the NSA and Department of justice regarding
the use of XKEYSCORE's analytic functions and its consistency with statute, executive order, and the Constitution.”
PCLOB Document Request to NSA, Dec. 15, 2015.

80 (L) Additional Views by Chairman Adam Kiein at 1.
51 (5hibdk) NSA Legal Analysis.

82 (U} United States v. Verdugo-Urquidez, 494 U.S. 259 (1990); Smith v. Maryland, 442 U.5, 735 (1979); Katz v,
United States, 389 U.S. 347 (1967); (Farretrinr]

L]
®
=
-
»
-

8 1) Carpenter v. United States, 138 5. Ct. 2206 (201B); f'?ileyv California, 573 U.9. 373 {2014); United States v.
Jones, 132 S. Ct. 945 (2012); United States v. Maynard, 615 F\3d 544 {D.C. Cir. 201ﬂ)
B4 gt NSA Legal Analysis.

% (U) NSA Deep Dive at 46. ., '_
88 {U) NSA Deep Dive at 35. D) (1)
87 (U} NSA Deep Dive at 35 n.72 and 73.
b) (3)-18 USC 798
8 ()} NSA Deep Dive at 35. (b) {3)

(b} (3)-50 USC 3024 (1)
{b} {3)~P.L. B6~-36 11
(b} (5)
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(U/ A8H8] One would have expected, however, that there would besmandatory, robus;t gonipliance
training tailored to XKEYSCORE given how poWerfuI ofatoolitis. - o _;'_:'- :

. -

{S77SIHREY) | am pleased that my colle‘agues have recommended that NSAJhandafe.SpeufsanKEYSCORE

compliance training.?® But this racbmmendat;on does not go far enougl:mn ry wew ‘The '.

recommendation unfortunatéiy provides no guidance on the conl'ent ‘of thaﬂtrau’img, which should, ata
minimum, include a preséntation on the privacy risks assouated.thh the.ct)ﬂeptlon and han‘d!mg of U.S.

person informatigrr, limitations on the collection and query&pg o'f u.s. pe?sorLJnformatlon qomphance

standards for, XI(EYSCORE gueries} . s . N e

]
[ Analysts should aiso be required to retr‘ath on XKEYSCDRE camphance

periodically—whether after an identified time penbd has ela;&sed after.a serious comphanc,e incident
{such as a Questionable intelligence Actnnty),. after a substanﬁal update'to XKEYSCORE's capablhties
and/or upon legal developments (such_ as REW Judlcralprepadent or a redevant change to an NSA policy)

warranting further instruction on con‘\pﬁance ST R .
* -

. . ® LA ] " .

=77 IILL

serious compliance lnmdents.ihvo]vmg XKEY&fORE prior to approying the report. During thé fo
Board's investigation, w'e, fearned in November.iE)ZO thatﬂ

rmer

compliance incident reports dccurred in
2019.%* Of those E[XKEYSCORE incndentsmmere deerried upon agency review to invoive activities

BHFOE0) Additionally, | am troubled that the ,fbrrpEJ’Board ma‘]ority failed to investigatmf

that may have violated law or NSA poffcy,,aiso known as & Questionable intelligence Actt\nty or “QJA."#
That is oveDof incident repo(ts in a one-year perigH, Obviously, violations of U.S. law and the
known collection or processang.of u. S person information are serious compliance issues. Yet, the former
majority did not request mformat!on on any of these IAs prior to approving the repor}, nor did the

former Board request equ‘lvalent’ data about comgliance incidents in any other year.® -

(PSS ) Compiienée ques:tions persist beyond the issue of QlAs. For instance, the former Board also

uncovered that oyér U.5. person querie.s were conducted through XKEYSCORE in onl\; a 9 month

period between]anuary 2020 and September 2020.%* While NSA represented that the seargches were
mostly * ]the agency could not provide the former Board %Eth the legal

L]

justifications for each of these queries because “NSA would have to manually review ali

justificat’lons ... and categorize them.”* The former Board should have sought a manual review of the

.S. person gueries, or, at least reviewed a subset of these U.S. person gueries before issuing its

82 {U} NSA Deep Dive at 48.

% U} Questionable Intelligence Activities {QJA) defined as “any intelligence or intelligence-related activity when
there is reason to believe such activity is unlfawfui or contrary to an E.Q., Presidential Directive, IC directive, or

applicable DOD policy governing the activity.” DOD Directive 5148,13 at 16.

%t (U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive, Answer 2{b}{i}; See also NSA

Briefing on XKEYSCORE {Feb. 7, 2019}.
# (U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive. See supra n.90.

% {U) The behavior is in stark contrast to the former Board’s approach in its 2020 Report on the Government’s Use
of the Call Detail Records Program Under the USA Freedom Act where it engaged in rigorous analysis into the
efficacy of the program. There, the Board dedicated an entire section of the report to discussing compliance
incidents: “Root Causes of the Compliance Incidents and Date Integrity Challenges.” See PRIvACY AND Civit LiBERTIES

OVERSIGHT BGARD, REPORT ON THE GOVERNMENT'S USE OF THE CALL DETAIL RECORDS PROGRAM UNDER THE USA FREEDOM ACT

63 {2020).
% (U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive.
% {J) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive,

12
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information tag is clearly reasonable and this is particularly so when the objective is to reduce the :
collection and retention of U.S. person communications to the maximum extent possible. .
»

EFS77SHNP It is also equally apparent that communications an analyst knows or reasonably believes to -
constitute U.5. person information should be treated as such. Member Nitze postulates, “[What is an -
analyst to do if he is pretty sure, but not certain, that information is ‘US person data’?"'® My answer is -
simple: tag it as U.S. person information. We can easily draw from familiar common law or Section 702
principles (for example) to understand that tagging should occur upon a reasonable belief that that the? |
communication includes U.S. person information; certainty is not required.

{U} Even the NSA concurs, “A person known to be currently outside the UNITED STATES, or whose
location is not known, will not be treated as a U.S. PERSON unless such person is reasonably identified -
as such or the nature of the person’s communications or other indicia in the contents or circumstances
of such communications give rise to a reasonable belief that such a person is a U.S. PERSON. "%

(FS77S14H4F) Of course, the tagging of communications as U.S. person information is not a license to
create a “database of USPI” as Member Nitze seems to fear.’’”” Recommendation 2 intends to minimiz
U.S. person information from being analyzed by XKEYSCORE, reviewed by additional NSA analysts, .
retained in violation of controlling legal authorities, and inappropriately disseminated to other agencigs.
Given that NSA has implemented minimization procedures and also complies with Section 309 of the *
Intelligence Authorization Act of 2015, the agency should put in place a compliance process to review
the tagged communications and appropriately dispose of them or otherwise minimize the sharing of -
those communications.'™ The recommendation wouid require NSA analysts to ensure U.S. person .
information reasonably known to them is tagged.'® Once that is done, NSA’s existing compliance and
auditing system could apply itself. Incidentally, | note that the mandatory tagging of U.S. person .
information will also have utility for compliance and oversight insofar as there wiil be data on the :
prevalence of U.S, person information processed through XKEYSCORE—an estimate NSA is apparentfy

unable or unwilling to provide today.*"” .

{(TS77etP) The third recommendation that Member Felten and | issued seeks to mitigate the harm of
incidental U.S. person collections by requiring NSA to affirmatively de-prioritize U.S. person informa}ion
processed by XKEYSCORE.''* Although Member Nitze objects to this recommendation, the mere fact

thatl I

]
[

@ ®» W B F % ¥ 4 ®w 4 & B 3 E & 2 E N F N N E N E E M S @ L E N BN ESENRSEEEF

10 (1) Statement of Board Member Janie Nitze at 1,

15 {U) Nat'l Security Agency, FISA Section 702 Minimization Procedures & 2{k){2} {2015).

1% (U USSID 18 § 9.13{e}{2).

197 {U) Statement of Board Member Janie Nitze at 2.

128 {U) Intelligence Authorization Act for Fiscal Year 2015, Pub. L. No. 119-213 {2014); See generaliy USSID 18.
10% {U) NSA Deep Dive at 50-51,

10 (U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive.

1t {U) NSA Deep Dive at 50-51.

112 U} Statement of Board Member Janie Nitze at 2,

13 {U) NSA Deep Dive at 16 n.24.
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Separate Statement of Member Aditya Bamzai  .*

(TSSTNT) [ join in full the Board’s Report on XKEYSC ORE.' I write sepazatciy- to o
address the legal questions raiscd by the capabilitics described in this Report and to p:ov'ldc.a
conceptual framework for the Fourth Amendment analysis that the Report recommends the NSA ..
undertake. The analysis that the NSA provided to the Board‘» fo justify the legality of . ..

-

I

.
-

»
e asus II e b ul

- »

XKEYSCORE relies onf

(i) Decades have passed since I

raise.

y analysis below addresses the morc-recent case law, as well as the nuances that thosc cases

’fﬁﬁﬁﬁﬁﬂﬁbﬂ

2 PRSI ) §ee NSA, Legal Analysis of XKE YS(.‘ORI:" (Jan. 20, 2016) (“NSA Legal Analysis™) {created for
PCLOB in response to the Board’s request for any legalanalyses written about XKEYSCORE).

! EESwaHAE) "The NSA Legal Analysis also briefly nofes that {

)

A% 43 uf g¥ pE an

L]
-
.
»
-
-
L]
L]
»

T (FISiaE )| N ]
H o W
(b} (1) {b) (3)~18 USC 798 v
{b} (3} -18 USC 798 {b) (3)~50 USC 30244{1i) (b) (1)
{(b) {(3)-50 USC 3024 (i) {b) (3)-P.L. 86-36 (b) {3)-P.L. 86-36
{b) {3)-P.L. B6-36 {b) (5) (b) {5}
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(U) To start at the beginning, the Fourth Amendment provides:

Thc right of the pcople to be sccure in their persons, houscs, papers, and effects,
against unrcasonable scarches and scizurcs, shall not be violated, and no Warrants
shall issue, but upon probable cause, supported by Oath or affirmation, and
particularly describing the place to be searched, and the persons or things to be
scized.®

By its tcrms, the Fourth Amendment thus contains a general prohibition on “unrcasonablc
searches and seizures,” as well as a requirement that “Warrants” be issued only under certain
conditions~—namely “upon probable cause, supported by Oath or affirmation, and particularly
describing the place to be searched, and the persons or things to be scized.” 1 will call the
prohibition on “unrcasonable searchcs and seizures” the Fourth Amendment’s “Reasonableness
Clause,” and the provision setting forth requirements for warrants the Fourth Amendment’s
“Warrant Clause.”

S0k ) A painst this textual backdrop, two possible Fourth Amendment frameworks
might bear on the legality of the collection of the type of information at issuc in the uscs of
XKEYSCORE analyzed in the Board’s Report. Under the first framework, the type of
information collected for analysis using XKEYSCORE (or the manner of its collection} might
fall outside of Fourth Amendment protection altogether. To put this point slightly differently,
certain activities conducted by the government, though they may qualify as “searches” and
“seizures” colloquially understood, fall outside the scope of the Fourth Amendment’s
protection—say, because they involve searches of non-U.S. persons conducted overseas.” Such
government activities might be subjcct to neither the Fourth Amendment’s Reasonableness
Clausc nor its Warrant Clause.

(&Y Under the second framework, an exception to the Fourth Amendment’s Warrant
Clause might apply to the type of collection at issue in the Board’s Report and analyzed using
XKEYSCORE, Icaving the Fourth Amendment’s “Rceasonablencss Clause” applicable. To put
this point slightly differently, the type of collcction at issuc in the context of XKEYSCORE
might not require a warrant under the Fourth Amendment, but might still have to satisfy the
general prohibition against “unreasonable” searches and seizures.

8 ¢(U) U.S. CoNsT, amend. IV,

7 (U) The term “United States person™ is defined in several sources of' law. See Executive Order No. 12,333 § 3.5(k)
(defining the tenm to mean “a United States citizen,” “an alien known by the intelligence element concerned to be a
penmanent resident alien,” “an unincorporated association substantially composed of United States citizens or
permanent resident aliens,” or “a corporation incorporated in the United Statcs, except for a corporation direcied and
conirolled by a foreign government or governments™); 50 U.S.C. § 1801(i) (defining the tenn to mean “a citizen of
the United States, an alien lawlully admitied for permanery residence {in the Uniled States], . . . an unincorporated
association a substantial number of menibers of which are citizens of the United States or aliens faw fully admitted
for permanent residence, or a corporation which is mcorporated in the United States,” unless such an association or
corporation “is a foreign power™).

2
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(S%REL.) In my view, it seems doubtful that all of the content coliccted for analysis using
XKEYSCORE is outside Fourth Amendment protection altogether. For clarity, 1 nevertheless
briefly address that possibility in Part 1I. It is morc likely that the collection and analysis of
XKEYSCORE is not subjcct to the Warrant Clause, but is subjcct to the Reasonablencss Clause.
I therefore address the proper framework for analyzing this issue in more detail in Part II1.

IL

(S#REL) For pwrposcs of clarity and comprchensivencess, [ will start by discussing the
possibility that neither the Warrant Clause nor the Reasonableness Clause applics in the
XKEYSCORE context because of the extraterritorial exception to the Fourth Amendment
identified in {/nited States v. Verdugo-Urguidez.* As 1 explain below, I ultimately conclude that
this approach is unlikely to provide a completc and satisfactory answer.

(U) In Verdugo-Urquidez, the Supreme Court held that the Fourth Amendment docs not
apply “to the scarch and seizure by United States agents of property that is owned by a
nonresident alien and located in a foreign country.”™ The case therefore held that neither the
Fourth Amendment’s procedures for warrants, nor the Fourth Amendment’s general requircment
of recasonableness, applied in the circumstances at issue. At the same time, the case concerned
the warrantless search of the residence in Mexico of a citizen and resident of Mexico, who had
been brought to the United States for prosecution.' It therefore did not specifically address the
incidental collection of any U.S. person information, nor did it address the collection within the
United States of non-U.S.-person communications abroad.

(FSHSHAE) In some respects, Verdugo-Urquidez did not break new ground. Six years
before the Court decided Verdugo-Urguidez in the context of physical home searchesll

*
-

l”ll

a.----nuu--ll-lnu-snInllnu-s:ll.-iI:-lIu-:

{b) (3)-P.L. 86~36
{b) (5)

¥ (U)494 U.S. 259 (1990).

YUY D at 261; of United States v. Curtiss-Wright Export Corp., 299 U S. 304, 318 (1936) (Meither the
Constitation nor the laws passed in pursuance of it have any force in foreign territory un!ess? in respect of our own
citizens.”™). As the Court’s opinion in Ferdugo-Urguidez indicates, the Court’s holding appears to be consistent with
early practice under the Fourth Amendment with respect to the seizure of loreign véssels in non-United States
territory, See 494 U.S, at 267-68 {describing how, seven years afler the FourghAmmdmcm’s adoption, the Uniled
States engaged in an “undeciared war” with France following “French inigrference with American comucreial
vessels,” for which Congress enacted a statute authorizing the President fo “instruct the conunanders of the public
armed vessels which are, or which shall be empioyed in the service of the United Statcs, to subduc, seize and take
any armed French vessel, which shall be found within the jurisgictional limits of the United States, or elsewhere, on
the high scas™) (quoting An Acl Further to Protect the Con’:mbrcc ol ihe United States, ch. 68 § 1, 1 Siat. 578, 578
(1798, .

+*
*

19 (U) See 494 U.S. at 262. .
N (RS
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U.S. person information, the Icgality of such warrantless collcction must d¢pend on the congept

of “incidental interception,”™! Because the program’s pui ‘pose is to find forei g communications
of intclligence value, the arcument goes. any interception of Amcricans’*communications is - .t
incidental. xa . : . N
* v & - I :
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(FSHSHAREL) To the extent that the collection analyzed m,XKEYSC ORE might involve

rtl

122
.

»

» L}

surveillance using i
the “incidentally collected” communications had bccn sent to offrom a spcc1ﬁc person (or

facility) targeted by the govemment.

Foreign Intelhgence Surveillance Act
outside of the “purc” wirctap context. In United States v. Hasbajrami® the Se¢ond Circuit .

described “incidental colicction” as occurring upon “the Collection of the communications of
individuals in the United States acquired in the course of the surveillance of individuals withdut

ties to the United States and located abroad.”” Such ijicidental collection, the $econd Circuit-

(V) The concept of “incidental interception” has a long hisfory in cases that involve
i i ** In such cages,

(U) Two recent cases arising in the context of suwetl-lance under Sectlon 702 of the
* jllustrate the contours of this doctrine and its applicatton

held, “is permissible under the Fourth Amendment. ”” As an cxample, the Sec@nd Circuit
obscrved that incidental colicction could be prcmxsqd on appropriate “targeting”—namcly, “tle

Ll

P! (ESASRAANE ) . t

2 gm)j
B (U) See United States v. Kahn, 415 U.S. 143 (1974); quv, 43¢ F.2d at 170-72.

*(U)50 USK.C. § 188la. The Second Circuit has recently, relying on a report of this Board, described section 702’s
statutory scheme. See United Siates v. Hasbajrami, 945 F.3d 641, 650-58 (2019 {citing PRIvACY AND CIVIL
LIBERTIES OVERSIGHT BOARD, REPORT ON THE SURVEILLANCE PROGRAM OPERATED PURSUANT TO SECTION 702
OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT {July 2, 2014) (“PCLOB Section 702 Report™)).

¥ (U) 945 F.3d 641 (2d Cir. 2019).
¥ (U) Id. at 646, see id. at 654 (“Incidental collection occurs when a non-targeted individual (a United States person
or someone in the United States} communicates with a targeted non-United States person located abroad.™).

7 (U) /4. at 646. The Second Circuit distinguished such “incidental collection” from “inadvertent collection,” which

it defined as collection that
occurs when the NSA reasonably believes that it is targeting a non-United Stales person located
abroad, or does not have enough information to detennine whether an individual e-mail address or
other comnumications facility is being used by a United States person or accessed from within the
United States, and theretore presumes that the account is controlied by a foreigner outside the
United States, The collection is characicrized as “inadvertent” wlhen the agency leams that the
person controlling the account is a United States person afier it has already acquired some of the
person’s conununications. In essence, inadventent collection occurs when the NSA targets United
States persons or individuals jocated within the United States in error: the agency thought il was
targeting a foreign individual abroad, but the targeted person was in fact a United States person or

an individual located in {he United States.
6
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+ | Section 702 has **

familiar wiretap|
specific targets whose communications are intentionally col}ected and various co—commumcanrs

whosc communications are incidentally collccted.” |
. .

Fﬁ The ingestion of some U.S.-person

|
communications into XKEYSCORE may not be specifically intended, but it is a natural result of

NSA'’s approach.
(U) Several considerations suggest that the incidental overhear concept applics undct

these circumstances, and counsels against the Fourth Amendment requiring further “targeting
First, as a conceptual matter, “{t]he ‘incidental overhear’ doctrine is closely related to the ‘plain
view” doctrine applied in connection with physical searches.”® The “plain view” doctrine is
applicablc without further “targeting. ™" One might arguc that, @ forfiorari, the incidental

ovcrhear concept also docs not require targeting.
(U) Second, several cases have made a comparable sugaestion. In Hasbajrami, for
example, Judge Lynch observed on behalf of the Second Circuit that
law enforcement officers do not need to seck an additional warrant or probablic
causc dctermination to continue survcillance when, in the coursc of exccuting a
warrant or engaging in other lawful search activities, they come upon evidence of

other criminal activity outside the scope of the warrant or the rationale justifying
the scarch, or the participation of individuals not the subjcct of that initial warrant

or scarch.*

3 (U) To be sure, until April 2017, NSA also used Section 702 to collect messages abouf targeted seleciors, where
“[a] U.S. person sen[t] or receive[d] an Iniemei communication that {was} routed nucmahonal]y and that include[d] )
a reference to a sclector such as an email address used by a foreigner who ha[d] been targeted.”™ PCLOB Section =

702 Report at 87; see also id. at 37-39,

MG TS|

8 (U) Hasbajraii, 945 F.3d at 664 n.17 (citing CotJiia"ge w. New Hampshire, 403 U S. 443, 456-67 (1971))

0 (1) See Cooligige, 403 U S. a1 467-70,
*1 (U) 945 F.3d §t 662 (some emphasis added). The Second Circuit repeatedly adopied this formulation, strmxgly'

suggesting it was a deliberate chwice. See i al 663 I*The Fourth Amendment generally is not violated when law
cnforcement off]cers, having lawfully undertaken clectronic survcillance, whether under the authority of a warrant
or an exception 4o the warrant requirement, discover and seize eithcr cvidence of eriminal activity that they woyld
not have had prabable cause to scarch for in the {irsl place, or the relevant conversation ol an individual they d!d not

8
{b) (1) »
{b) {(3)-18 USC 798
{b) {3)-50 USC 3024 (i} {b} (1)
(b) {(3)-P.L. B6-36 {b) (3)-P.L. 86-386
(b} (5)
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(U) Judge Lynch’s use of the clause referring to “engaging in other lawful search
activities” suggests that the “incidental collection” concept applies whenever the government
conducts a lawful scarch, not mercly when it obtains a warrant. Thus, in Hasbajrami itsclf, the
Second Circuit rejected the argument that the “incidental overhear” line of cascs applicd solcly
where “there was already an initial warrant supported by probable cause.” The Second Circuit
held that “once that initial surveillance is rendered lawful by a warrant, a FISC order, or some
other exception lo the warrant requirement, an additional warrant is not necessary in order to
collcet the calls or e-mails of third partics.™ “The rcason why the initial surveillance was
fawful,” the Second Circuit continued, “does not matter to this conclusion.”*

(U) Likewise, in Mohamuid, the Ninth Circuit acknowledged that the leading precedents
involving application of the “incidental overhear” doctrine involved searchces that “targeted
United States citizens and took place within the United States, so a warrant was required for the
initial search to be constitutionally permissible.”™* The Ninth Circuit held that

the guiding principle behind [the incidental overhear cases] applies with equal
force here: when surveillance is lawful in the first placc—whether it is the
domestic surveillance of U.S. persons pursuant to a warrant, or the warrantless
surveillance of non-U.S. persons who are abroad-—the incidental interception of

non-targeted U.S. persons’ communications with the targeted persons is also
lawful *

(U) The FISCR reached a similar conclusion in i re Certified Question of Law,” holding
that incidental collection could be “constitutionally reasonable, even when done without a
probable-cause warrant.™® In that case, the government’s use of a pen register—subject to a pen
register application with a sclection tcrm,* but without probablc cause or a warrant—collected,
not merely metadata from a target’s phonc calls, but also “post-cut-through digits” dialed aftcr a

anticipale or name in a warrant application,”) {emphasis added); id. at 667 (*|W Jhen an officer executing a lawful
search or electronic surveillance warrant, or otherwise engaged in a lowful search, comes upon evidence of a
previously unsuspected crimc, or learns of the involvement of a previously unsuspecled individual, the officer is not
required 10 stop and obtain a new warrant {o scize the ifem or to continue monitoring the phone line for which the
warrant was obtained.™) (cmphasis added).

2 (U) Jd. a1 665,

B(U) Id. at 665-66 (emphasis added).
H(U) Id. at 666.

¥ (U) 843 F.3d at 440,

t (U) Id. at 44041 (citation and quotation marks omitted) (quoting United States v. ITasbajrami, 1 1-CR-623 (JG),
2016 WL 1029500, at *9 (E.D.N.Y. Mar. 8, 2016)). For similar langnage from the FISCR, see fir re Directives 551
F.3d at 1015 (“It is settled beyond peradventure that incidental collections accurring as a result of constitutionally
permissible acquisitions do not render those acquisitions unlawtul. The government assures us that it does not
maintain a database of incidentally collecied information from non-targeted Uniled Siates persons. On these lacts,
incidentaHly collected comimunications of non-targeted Uniicd States persons do not violate the Fourth
Amendment.™) {emphasis added).

¥7(U) 858 F.3d 591 (FISA C1. Rev. 2016).
B Id. a1 605.
¥ (U) See 50 U.S.C. § 1842(c)(3).
9
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call was connected, which the Court classified as “content” information for purpgses of the
Fourth Amendment. The FISCR held that the collection of the post-cut-through Yigits was
incidental to the collcction of the metadata and, hence, constitutionally permissible. In doing S0}
the FISCR nccessarily reasonced that the constitutionality of incidcntal collccuon docs not hinge *} 3

on the existence of a warrant supported by probable cause.’

T ot Matnt s e 0l

(U) And the FISC has also reasoned similarly in a 2011 0pm10n by Judge Bates.™ In tha,t
opinion, the FISC obscrved that it was addressing a factual scenario somewhat different from the,
standard “incidental collcction™ paradigm. It obscrved that, in the scenario before it, “the o
incidental acquisitions of concern are not direct communications between anon-target third party
and the user of the targeted facility,” nor “are they the communications of fion-targets that refer :
directly to a targeted sclector.”™ Instcad, the issuc at hand before the FISE concemed -
communications “acquired simply because they appear somewhere in the-same rransaction as a-
separate communication that is to, from, or about the targeted faeility.”* . The FISC observed |
that “[t]he distinction is significant and impacts the Fourth Amendment Palancing.”*
Ultimatcly, the FISC treated this “distinction™ as a factor rclevant to thebalancing approach

applied undcr the Fourth Amendment’s Reasonablencss Clausc.? .

Fspren|

-ll-r-r-no-ulv-l---

-
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Ty

* epararEE)|

 dee also Hasbajrami, 943 F 34 ai 634

{discussing incidental versus madvertent collection).
LUy [Redacted], 2011 WL 10945618 (FISC Oct. 3, 2011) (2011 Bates Opinion™).

2(U) 2011 Bates Opinion at *27.
B (U)Jd Asthe FISC observed, the NSA acquired the transaction “because it lack|ed} the technical means to limit
collection only to the discrete portion or portions . . . that contain a reference to the targeted selector,” Jd. at *26.

M (Uy 2011 Bates Opinion at *27. Specifically, the FI1SC observed that “Ja] discrete communication as to which the

user of the targeted facility is a party or in which the targeted facility is mentioned is nmch more likely o contain
foreign inteltigence information than is a separate comtnumication that is acquired simply because it happens to be

within the same transaction as a communication involving a targeled facility.” /d.

B (U) 2011 Bates Opinion a1 #27-28.
10
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(FSHSREE) For the reasons given above, | bel_iéve that the principle of “incidental”
collectionf Japplics in the context of XKEYSCORE.
First, as a conceptual matter, it is most plausible to consider “incidental collection” or “incidental

overhear” as an outgrowth of the “plain view” doctrine. When the government has the authority
to conduct particular surveillance—be it a result of

« s mw w3 ®

a valid wiretap, a pen register, or some other
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(U) In In re Terrorist Bombings of U.S. Embassies in Last Africa, the Second Circuit
addressed how the Fourth Amendment applies to telephone wiretaps and physical scarches
targeting a U.S. citizen residing in Kenya.®® The court held that “the Fourth Amendment’s
Warrant Clause has no extraterritorial application”; instcad, “forcign scarches of U.S, citizens
conducted by U.S. agents are subject only to the Fourth Amendment’s requirement of
reasonableness.”™ Judge Cabranes’s opinion explained that the Court had found no historical
evidence in support of requining U.S. warrants to conduct an overscas search and quoted the
Supreme Court’s statement in Ferdugo Urquidez that **[wlhat we know of the history of the
drafting of the Fourth Amendment . . . suggests that its purposc was to restrict searches and
seizures which might be conducted by the United States in domestic matters.”™®

(U) In United States v. Stokes® the Seventh Circuit considered a Fourth Amendment
challenge to the use of cvidence found in a raid, conducted jointly by U.S. government and Thai
authorities, of an American citizen’s residence in Thailand.”™ The Seventh Circuit adopted Judge
Cabranes’s reasoning and held that “the Fourth Amendment’s warrant requirement, and by
cxtension the strictures of the Warrant Clause, do not apply to cxtraterritorial scarches by U.S.
agents.””! Instead, “the scarch of Stokes’s home in Thailand [was] govemned by the
Amendment’s basic requirement of reasonableness.””

(U) Recent court of appeals cases decided in the context of Section 702 have squarely
held that the target’s location and status, rather than the collection device’s location, is
controlling for application of the cxtratermitorial exception for Fourth Amendment purposcs.
That approach seems consistent with Chief Justice Rehnquist’s view in Verdugo-Urguidez that
the “available historical data show . . . that the purpose of the Fourth Amendment was to protect
the people of the United States against arbitrary action by their own Govermment; it was never
suggested that the provision was intended to restrain the actions of the Federal Government

The court held that the warrant requirement applied to a U.S. Anny request to surveil U.S. citizens who were
effectively domestic political activists, cven though they were located overseas. That ease, even assuming that it
was correcily decided, is best seen as sui generis, in view ol two unusual lcatures. First, the survciliance, though
conducted abroad, targeted activities by U.S, cilizens (ixat related to inherently domestic political issucs. Sccond,
the United States wiclded quasi-sovereign authorily in Berlin during the decades-long Allied oceupation of that
city—authority reflected in the unusual provision of the G-10 law.

(U} In Best v. United States, 184 F.2d 131 (15t Cir, 1950), the First Circuit held that a wartant was not required for a
scarch conducted by the mililary “in the early months of the military occupation of Austria,™ [d. at 139, However,
it suggested in dicfa thal a warrant would be required for FBI ageuts investigating a federal criine to search the
dwelling in Germany of a U.S. citizen working in a civilian capacity for the U.S. government. /d at 138.

% (U) 552 F.3d 157 (2d Cir. 2008).

T(U) Id. a1 171,

8 (U) fd. a1 169 (quoting 494 U S. at 266 (alterations in original)).
% (U) 726 F.3d 880 (71h Cir. 2013).

Uy Id. a1 885-86. Srokes involved a U.S. citizen, residing in Thailand, who was suspected of sexually exploiting
children. /d. The U.S. and Thai govermments conducted a joint raid of the defendant’s home pursnant to a Thai
scarch warrant, which uncovered voluminous evidenee of his guill. fd. at 886.

{U) Id. a1 893. The defendant had argued 1hat the Thai warrant failed the Fourth Amendment’s requirement of
particularity and that “the scarch cxceeded the scope ol the warrant.” fd at 891,

T{U) Id. at 893.
13
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against aliens outside of the United States territory,”” The Second Circuit in Hasbajrami held
that “a person who does not have a Fourth Amendment-protected privacy interest in his
communications, such as a forcign national resident abroad, does not acquire such an intercst by
reason of the physical location of the intercepting device.”™ The Ninth Circuit in Mohamud
reasoned that “what matters herc is the location of the /arge/, and not where the government
literally obtained the electronic data.””

(U) Although this thcory has yet to be cxpressly adopted by the Supreme Court, at least
as the law currently stands, the implications from Chicf Justice Rchnquist’s opinion in Verdugo-
Urguidez and the holdings in Hasbajrami and Mohamud indicate that the application of the
extraterritorial exception depends on the nature of the communications intercepted, as opposed to
the location of the interecpting devicc. The Fourth Amendment’s backstop requircment of
reasonableness still applics.

2.

(U) Foreign intelligence. The Supreme Court has left open the possibility that the Fourth
Amendment may require different “safeguards™ in the national sccurity context than in ordinary
criminal cases.”® Based on such language, lowcer courts, including the Forcign Intclligence
Surveillance Court of Review, have embraced a “foreign intelligence” exception to the Fourth
Amendment’s warrant requirement.” These courts have held that foreign-intelligence searches
must satisfy the Fourth Amendmecnt requirement of reasonableness, rather than the usual
requirement that the govemment obtain probable cause and a warrant.

(U) The Foreign Intelligence Surveillance Court of Review has explained current
doctrine in the following manner:

M (U) 494 U.S. al 266.
™ (U) 945 F.3d at 665; id. at 664 (rejecting the argument that “Verdugo-Urquidez does not control the outcome here
because Section 702 coilection occurs in the United States™). The Second Circuit explained that “fafr least where
the communication is collected essentially in real time as if oceurs, the targeted communication . . . occurs in the
relevan{ sense where the person whose calls or e-tnails ar¢ being intcreepted is located, regardless of the location off
the means used 1o intercept it /4. (emphasis added).

T CTSISIANP) Mohannid, 843 F.3d a1 439 (quotation marks omitted) (quoting Hashajrami, 2016 WL 1029500, at
*9 n.15) (rejecting the defendant’s argument thai “under Verdugo-Urquidez, the location of the search maiters, and
that here, the searches took place in the United States™); see also DAVID Kiris & ). DoOUGLAS WILSON, NATIONAL
SECURITY INVESTIGATIONS & PROSECUTIONS § 17:3 (2016) (“For non-U.S. person targets, there is no probabie-
cause requirement; the only thing (hat matters is . . . the govertunent's reasonable belief about . . . the target’s
location.”). Thus, with respect to the type of collection al issue in the XKEYSCOQRE context, the location of the
device is nol dispositive. | |

]
-
[
u
*
-
.

% (U) Kaiz, 389 U.S. at 358 1n.23; United States v. U.S. Dist. Conrt for E. Dist. of Mich., 407 U.S. 297, 30809 & n&
(1972). . ‘.
71(U) See In re Directives, 551 F.3d at 1010; Truong, 629 F.2d at 915; accord Bufenko, 494 F.2d at 605 Brown, 484  « .

F.2d at 426.
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(FS#Eb#NE) That programmatic purposc is consistent with Executive Order 12,333,
which does not limit the universe of information that can be collected by intelligence agencies to
information about foreign powers or their agents.® Accordingly, NSA procedures permit
officers to target non-U.S. persons who possess, or are likely to possess, “foreign intelligence
information,” whether or not they work for or on behaif of a forcign power ™

EFSASBLNE) That programmatic purpose is also somewhat akin to the purpose behind the
surveillance authorized under Section 702 of FISA. As the Supreme Court has observed,
“[u]nlike traditional FISA survcillance, [Scction 702) docs not requirce the Govermnment to
demonstrate probablc causc that the target of the clectronic surveillance is a foreign power or
[an] agent of a foreign power.”* Instead, under Section 702, on “the issuance of an order” by
the FISC, “the Attorney General and the Director of National Intelligence may authorize jointly
. . . the targeting of persons reasonably belicved to be located outside the United States to acquire

forcign intelligence information.”®

(FSHYSHAREE) It is possible that the narrower conception of the foreign-intelligence
exception articulated in some precedents—which would limit foreign intefligence collection to

forcign powers and their agents—is mere dic/a not necessary to decide the case. I ]

{b) (3)-P.L. B6-36
{b) (5}

8 () Exccutive Order No. 12,333 § 3.5(c). L

8 U/ See USSID SP0018, as discussed im Part {V B of the Boa{d_'s.Repoh.' " ’
% (U) Clapper v. Amnesty Int'l USA, 568 U.S. 398, 404 (2013).* * "
86Uy 50 U.S.C. § 1881a(a). F}SA_dgljncs-“foTcigh Entciiigcncc infonnation” in 50 U,S.C. § 1801{¢). :

¥ (FEHEHANE)] . o i

8 Uy Id. In In re Directives, the FISCR addressed a situation where the surveillance took place in the United
States, but the target was located overscas. The FISCR formnulated its helding in terms of thosc facts: “[W]e hold
that a foreign intelligence exception to the Fourth Amendment’s warrant requirement exists when surveiilance is
conducted to obfain foreign intelligence for national security purposes and is directed against foreign powers or
agents of foreign powers reasonably believed to be located outside the United States.”™ 55! F.3d at 1012,
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