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Part 1:

INTRODUCTION

L Background

Shortly after the Privacy and Civil Liberties Oversight Board (“PCLOB” or “Board”)
began operation as a new independent agency, Board Members identified a series of
programs and issues to prioritize for review. As announced at the Board’s public meeting in
March 2013, one of these issues was the implementation of the Foreign Intelligence
Surveillance Act Amendments Act of 2008.1

Several months later, in June 2013, two classified National Security Agency (“NSA”)
collection programs were first reported about by the press based on unauthorized
disclosures of classified documents by Edward Snowden, a contractor for the NSA. Under
one program, implemented under Section 215 of the USA PATRIOT Act, the NSA collects
domestic telephone metadata (i.e., call records) in bulk. Under the other program,
implemented under Section 702 of the Foreign Intelligence Surveillance Act (“FISA”), the
government collects the contents of electronic communications, including telephone calls
and emails, where the target is reasonably believed to be a non-U.S. person? located outside
the United States.

A bipartisan group of U.S. Senators asked the Board to investigate the two NSA
programs and provide an unclassified report.3 House Minority Leader Nancy Pelosi
subsequently asked the Board to consider the operations of the Foreign Intelligence
Surveillance Court (“FISA court”).# Additionally, the Board met with President Obama, who
asked the Board to “review where our counterterrorism efforts and our values come into

1 See Privacy and Civil Liberties Oversight Board, Minutes of Open Meeting of March 5, 2013, at 4-5,
available at http://www.pclob.gov/SiteAssets/meetings-and-events/5-march-2013-public-
meeting/5%20March%202013%20Meeting%20Minutes.pdf.

2 Under the statute, the term “U.S. persons” includes United States citizens, United States permanent

residents, and virtually all United States corporations.

3 Letter from Tom Udall et al. to the Privacy and Civil Liberties Oversight Board (June 12, 2013),
available at
http://www.pclob.gov/SiteAssets/newsroom/6.12.13%20Senate%20letter%20t0%20PCLOB.pdf. Response
available at http://www.pclob.gov/SiteAssets/newsroom/PCLOB_TUdall.pdf.

4 Letter from Democratic Leader Nancy Pelosi to Chairman David Medine (July 11, 2013), available at
http://www.pclob.gov/SiteAssets/newsroom/Pelosi%20Letter%20to%20PCLOB.pdf. Response available at
http://www.pclob.gov/SiteAssets/newsroom/PCLOB%20Pelosi%20Response%20Final.pdf.


http://www.pclob.gov/SiteAssets/meetings-and-events/5-march-2013-public-meeting/5%20March%202013%20Meeting%20Minutes.pdf
http://www.pclob.gov/SiteAssets/meetings-and-events/5-march-2013-public-meeting/5%20March%202013%20Meeting%20Minutes.pdf
http://www.pclob.gov/SiteAssets/newsroom/6.12.13%20Senate%20letter%20to%20PCLOB.pdf
http://www.pclob.gov/SiteAssets/newsroom/PCLOB_TUdall.pdf
http://www.pclob.gov/SiteAssets/newsroom/Pelosi%20Letter%20to%20PCLOB.pdf
http://www.pclob.gov/SiteAssets/newsroom/PCLOB%20Pelosi%20Response%20Final.pdf

tension.”> In response to the requests from Congress and the President, the Board began a
comprehensive study of the two NSA programs. The Board held public hearings and met
with the Intelligence Community and the Department of Justice, White House, and
congressional committee staff, privacy and civil liberties advocates, academics, trade
associations, and technology and communications companies.

During the course of this study, it became clear to the Board that each program
required a level of review that was best undertaken and presented to the public in a
separate report. As such, the Board released a report on the Section 215 telephone records
program and the operation of the FISA court on January 23, 2014.6 Subsequently, the Board
held an additional public hearing and continued its study of the second program. Now, the
Board is issuing the current report, which examines the collection of electronic
communications under Section 702, and provides analysis and recommendations regarding
the program’s implementation.

The Section 702 program is extremely complex, involving multiple agencies,
collecting multiple types of information, for multiple purposes. Overall, the Board has
found that the information the program collects has been valuable and effective in
protecting the nation’s security and producing useful foreign intelligence. The program has
operated under a statute that was publicly debated, and the text of the statute outlines the
basic structure of the program. Operation of the Section 702 program has been subject to
judicial oversight and extensive internal supervision, and the Board has found no evidence
of intentional abuse.

The Board has found that certain aspects of the program’s implementation raise privacy
concerns. These include the scope of the incidental collection of U.S. persons’
communications and the use of queries to search the information collected under the
program for the communications of specific U.S. persons. The Board offers a series of policy
recommendations to strengthen privacy safeguards and to address these concerns.

IL. Study Methodology

In order to gain a full understanding of the program’s operations, the Board and its
staff received multiple briefings on the operation of the program, including the technical

5 Remarks by the President in a Press Conference at the White House (Aug. 9, 2013), available at
http://www.whitehouse.gov/the-press-office /2013 /08/09 /remarks-president-press-conference.

6 See PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD, REPORT ON THE TELEPHONE RECORDS PROGRAM
CONDUCTED UNDER SECTION 215 OF THE USA PATRIOT ACT AND ON THE OPERATIONS OF THE FOREIGN INTELLIGENCE
SURVEILLANCE COURT (2014), available at
http://www.pclob.gov/All%20Documents/Report%200n%20the%20Telephone%20Records%20Program/
PCLOB-Report-on-the-Telephone-Records-Program.pdf.
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details and procedural rules that govern its implementation. The Board appreciates the
responsiveness and open lines of communication that have been established with members
of the Intelligence Community and the Department of Justice. These have enabled the
Board to understand the operation of this complex program, and to fully consider the
practical impact that the Board’s recommendations will have.

Building upon the previous public hearings held in July and November 2013, the
Board held an additional public hearing on March 19, 2014, focused exclusively on the
Section 702 program.” This hearing was comprised of three panels. The first panel
consisted of government representatives who provided the government’s views on Section
702. The second panel consisted of academics and privacy advocates who addressed the
legal issues related to Section 702, including both statutory and constitutional matters. The
third panel consisted of representatives from private industry, academics, and human
rights organizations who discussed the transnational and policy issues related to Section
702. Panelists, as well as the general public, were invited to submit written comments to
the Board via www.regulations.gov.8

Since the unauthorized disclosures that began in 2013, much of the information
that the Intelligence Community has declassified and released has related to the Section
215 program. In the preparation of this Report, the Board worked with the Intelligence
Community to seek further declassification of information related to the Section 702
program. Specifically, the Board requested declassification of additional facts for use in this
Report. Consistent with the Board’s goal of seeking greater transparency where
appropriate, the request for declassification of additional facts to be used in this Report
was made in order to provide further clarity and education to the public about the Section
702 program. The Intelligence Community carefully considered the Board’s requests and
has engaged in a productive dialogue with PCLOB staff. The Board greatly appreciates the
diligent efforts of the Intelligence Community to work through the declassification process,
and as a result of the process, many facts that were previously classified are now available
to the public.

In the course of preparing and finalizing this Report, the Board met with staff from
the House Permanent Select Committee on Intelligence and the Senate Select Committee on
Intelligence, as well as staff from the House and Senate Judiciary Committees, to discuss the
Section 702 program and the Board’s preliminary recommendations. The Board also
presented its preliminary recommendations to senior staff at the White House. In addition,
the Board provided a draft of this Report to the Intelligence Community for classification
review. While the Board’s report was subject to classification review, and while the Board

7 See Annex E.

See Annex H.



considered the Intelligence Community’s comments regarding the operation of the
program to ensure accuracy, none of the changes resulting from that process affected the
Board'’s substantive analysis and recommendations.

III.  Report Organization

This Report consists of six parts. After this introduction and the Executive Summary,
Part 3 contains a factual narrative that explains the development of the Section 702
program and how the program currently operates. Part 4 consists of legal analysis,
including the Board’s statutory and constitutional analyses, as well as a discussion of how
the program affects the legal rights of non-U.S. persons. Part 5 examines the policy
implications of the program, including an assessment of its efficacy and its effect on
privacy, while Part 6 outlines and explains the Board’s recommendations.

The Board presents this Report in an effort to provide greater transparency and
clarity to the public regarding the government’s activities with respect to the Section 702
program. The recommendations reflect the Board’s best efforts to protect the privacy and
civil liberties of the public while considering legitimate national security interests. The
Board welcomes the opportunity for further discussion of these pressing issues.



Part 2:

EXECUTIVE SUMMARY

In 2008, Congress enacted the FISA Amendments Act, which made changes to the
Foreign Intelligence Surveillance Act of 1978 (“FISA”). Among those changes was the
addition of a new provision, Section 702 of FISA, permitting the Attorney General and the
Director of National Intelligence to jointly authorize surveillance conducted within the
United States but targeting only non-U.S. persons reasonably believed to be located outside
the United States. The Privacy and Civil Liberties Oversight Board (“PCLOB”) began
reviewing implementation of the FISA Amendments Act early in 2013, shortly after the
Board began operations as an independent agency.? The PCLOB has conducted an in-depth
review of the program now operated under Section 702, in pursuit of the Board’s mission
to review executive branch actions taken to protect the nation from terrorism in order to
ensure “that the need for such actions is balanced with the need to protect privacy and civil
liberties.”*® This Executive Summary outlines the Board’s conclusions and
recommendations.

L. Overview of the Report
A. Description and History of the Section 702 Program

Section 702 has its roots in the President’s Surveillance Program developed in the
immediate aftermath of the September 11th attacks. Under one aspect of that program,
which came to be known as the Terrorist Surveillance Program (“TSP”), the President
authorized interception of the contents of international communications from within the
United States, outside of the FISA process. Following disclosures about the TSP by the press
in December 2005, the government sought and obtained authorization from the Foreign
Intelligence Surveillance Court (“FISA court”) to conduct, under FISA, the collection that
had been occurring under the TSP. Later, the government developed a statutory framework
specifically designed to authorize this collection program. After the enactment and
expiration of a temporary measure, the Protect America Act of 2007, Congress passed the
FISA Amendments Act of 2008, which included the new Section 702 of FISA. The statute

9 See Privacy and Civil Liberties Oversight Board, Minutes of Open Meeting of March 5, 2013, at 4-5,
available at http://www.pclob.gov/SiteAssets/meetings-and-events/5-march-2013-public-
meeting/5%20March%202013%20Meeting%20Minutes.pdf.

10 42 U.S.C. § 2000ee(c)(1).
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provides a procedural framework for the targeting of non-U.S. persons reasonably believed
to be located outside the United States to acquire foreign intelligence information.

Section 702 permits the Attorney General and the Director of National Intelligence
to jointly authorize surveillance targeting persons who are not U.S. persons, and who are
reasonably believed to be located outside the United States, with the compelled assistance
of electronic communication service providers, in order to acquire foreign intelligence
information. Thus, the persons who may be targeted under Section 702 cannot
intentionally include U.S. persons or anyone located in the United States, and the targeting
must be conducted to acquire foreign intelligence information as defined in FISA. Executive
branch authorizations to acquire designated types of foreign intelligence under Section 702
must be approved by the FISA court, along with procedures governing targeting decisions
and the handling of information acquired.

Although U.S. persons may not be targeted under Section 702, communications of or
concerning U.S. persons may be acquired in a variety of ways. An example is when a U.S.
person communicates with a non-U.S. person who has been targeted, resulting in what is
termed “incidental” collection. Another example is when two non-U.S. persons discuss a
U.S. person. Communications of or concerning U.S. persons that are acquired in these ways
may be retained and used by the government, subject to applicable rules and requirements.
The communications of U.S. persons may also be collected by mistake, as when a U.S.
person is erroneously targeted or in the event of a technological malfunction, resulting in
“inadvertent” collection. In such cases, however, the applicable rules generally require the
communications to be destroyed.

Under Section 702, the Attorney General and Director of National Intelligence make
annual certifications authorizing this targeting to acquire foreign intelligence information,
without specifying to the FISA court the particular non-U.S. persons who will be targeted.
There is no requirement that the government demonstrate probable cause to believe that
an individual targeted is an agent of a foreign power, as is generally required in the
“traditional” FISA process under Title I of the statute. Instead, the Section 702 certifications
identify categories of information to be collected, which must meet the statutory definition
of foreign intelligence information. The certifications that have been authorized include
information concerning international terrorism and other topics, such as the acquisition of
weapons of mass destruction.

Section 702 requires the government to develop targeting and “minimization”
procedures that must satisfy certain criteria. As part of the FISA court’s review and
approval of the government’s annual certifications, the court must approve these
procedures and determine that they meet the necessary standards. The targeting
procedures govern how the executive branch determines that a particular person is
reasonably believed to be a non-U.S. person located outside the United States, and that



targeting this person will lead to the acquisition of foreign intelligence information. The
minimization procedures cover the acquisition, retention, use, and dissemination of any
non-publicly available U.S. person information acquired through the Section 702 program.

Once foreign intelligence acquisition has been authorized under Section 702, the
government sends written directives to electronic communication service providers
compelling their assistance in the acquisition of communications. The government
identifies or “tasks” certain “selectors,” such as telephone numbers or email addresses, that
are associated with targeted persons, and it sends these selectors to electronic
communications service providers to begin acquisition. There are two types of Section 702
acquisition: what has been referred to as “PRISM” collection and “upstream” collection.

In PRISM collection, the government sends a selector, such as an email address, to a
United States-based electronic communications service provider, such as an Internet
service provider (“ISP”), and the provider is compelled to give the communications sent to
or from that selector to the government. PRISM collection does not include the acquisition
of telephone calls. The National Security Agency (“NSA”) receives all data collected through
PRISM. In addition, the Central Intelligence Agency (“CIA”) and the Federal Bureau of
Investigation (“FBI”) each receive a select portion of PRISM collection.

Upstream collection differs from PRISM collection in several respects. First, the
acquisition occurs with the compelled assistance of providers that control the
telecommunications “backbone” over which telephone and Internet communications
transit, rather than with the compelled assistance of ISPs or similar companies. Upstream
collection also includes telephone calls in addition to Internet communications. Data from
upstream collection is received only by the NSA: neither the CIA nor the FBI has access to
unminimized upstream data. Finally, the upstream collection of Internet communications
includes two features that are not present in PRISM collection: the acquisition of so-called
“about” communications and the acquisition of so-called “multiple communications
transactions” (“MCTs”). An “about” communication is one in which the selector of a
targeted person (such as that person’s email address) is contained within the
communication but the targeted person is not necessarily a participant in the
communication. Rather than being “to” or “from” the selector that has been tasked, the
communication may contain the selector in the body of the communication, and thus be
“about” the selector. An MCT is an Internet “transaction” that contains more than one
discrete communication within it. If one of the communications within an MCT is to, from,
or “about” a tasked selector, and if one end of the transaction is foreign, the NSA will
acquire the entire MCT through upstream collection, including other discrete
communications within the MCT that do not contain the selector.

Each agency that receives communications under Section 702 has its own
minimization procedures, approved by the FISA court, that govern the agency’s use,



retention, and dissemination of Section 702 data.l! Among other things, these procedures
include rules on how the agencies may “query” the collected data. The NSA, CIA, and FBI
minimization procedures all include provisions permitting these agencies to query data
acquired through Section 702, using terms intended to discover or retrieve
communications content or metadata that meets the criteria specified in the query. These
queries may include terms that identify specific U.S. persons and can be used to retrieve the
already acquired communications of specific U.S. persons. Minimization procedures set
forth the standards for conducting queries. For example, the NSA’s minimization
procedures require that queries of Section 702-acquired information be designed so that
they are “reasonably likely to return foreign intelligence information.”

The minimization procedures also include data retention limits and rules outlining
circumstances under which information must be purged. Apart from communications
acquired by mistake, U.S. persons’ communications are not typically purged or eliminated
from agency databases, even when they do not contain foreign intelligence information,
until the data is aged off in accordance with retention limits.

Each agency’s adherence to its targeting and minimization procedures is subject to
extensive oversight within the executive branch, including internal oversight within
individual agencies as well as regular reviews conducted by the Department of Justice
(“D0QJ”) and the Office of the Director of National Intelligence (“ODNI"). The Section 702
program is also subject to oversight by the FISA court, including during the annual
certification process and when compliance incidents are reported to the court. Information
about the operation of the program also is reported to congressional committees. Although
there have been various compliance incidents over the years, many of these incidents have
involved technical issues resulting from the complexity of the program, and the Board has
not seen any evidence of bad faith or misconduct.

B. Legal Analysis

The Board'’s legal analysis of the Section 702 program includes an evaluation of
whether it comports with the terms of the statute, an evaluation of the Fourth Amendment
issues raised by the program, and a discussion of the treatment of non-U.S. persons under
the program.

In reviewing the program’s compliance with the text of Section 702, the Board has
assessed the operation of the program overall and has separately evaluated PRISM and
upstream collection. On the whole, the text of Section 702 provides the public with
transparency into the legal framework for collection, and it publicly outlines the basic

1u As described in Part 3 of this Report, the National Counterterrorism Center (“NCTC”) has some access
to Section 702 data and therefore has its own minimization procedures as well. However, the NCTC’s role in
processing and minimizing Section 702 data is limited.



structure of the program. The Board concludes that PRISM collection is clearly authorized
by the statute and that, with respect to the “about” collection, which occurs in the upstream
component of the program, the statute can permissibly be interpreted as allowing such
collection as it is currently implemented.

The Board also concludes that the core of the Section 702 program — acquiring the
communications of specifically targeted foreign persons who are located outside the United
States, upon a belief that those persons are likely to communicate foreign intelligence,
using specific communications identifiers, subject to FISA court-approved targeting rules
and multiple layers of oversight — fits within the “totality of the circumstances” standard
for reasonableness under the Fourth Amendment, as that standard has been defined by the
courts to date. Outside of this fundamental core, certain aspects of the Section 702 program
push the program close to the line of constitutional reasonableness. Such aspects include
the unknown and potentially large scope of the incidental collection of U.S. persons’
communications, the use of “about” collection to acquire Internet communications that are
neither to nor from the target of surveillance, and the use of queries to search for the
communications of specific U.S. persons within the information that has been collected.
With these concerns in mind, this Report offers a set of policy proposals designed to push
the program more comfortably into the sphere of reasonableness, ensuring that the
program remains tied to its constitutionally legitimate core.

Finally, the Board discusses the fact that privacy is a human right that has been
recognized in the International Covenant on Civil and Political Rights (“ICCPR”), an
international treaty ratified by the U.S. Senate, and that the treatment of non-U.S. persons
in U.S. surveillance programs raises important but difficult legal and policy questions. Many
of the generally applicable protections that already exist under U.S. surveillance laws apply
to U.S. and non-U.S. persons alike. The President’s recent initiative under Presidential
Policy Directive 28 on Signals Intelligence (“PPD-28") will further address the extent to
which non-U.S. persons should be afforded the same protections as U.S. persons under U.S.
surveillance laws.12 Because PPD-28 invites the PCLOB to be involved in its
implementation, the Board has concluded that it can make its most productive contribution
in assessing these issues in the context of the PPD-28 review process.

C. Policy Analysis

The Section 702 program has enabled the government to acquire a greater range of
foreign intelligence than it otherwise would have been able to obtain — and to do so
quickly and effectively. Compared with the “traditional” FISA process under Title I of the

12 See Presidential Policy Directive — Signals Intelligence Activities, Policy Directive 28, 2014 WL
187435 (Jan. 17, 2014) (“PPD-28"), available at http://www.whitehouse.gov/the-press-
office/2014/01/17 /presidential-policy-directive-signals-intelligence-activities.
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statute, Section 702 imposes significantly fewer limits on the government when it targets
foreigners located abroad, permitting greater flexibility and a dramatic increase in the
number of people who can realistically be targeted. The program has proven valuable in
the government'’s efforts to combat terrorism as well as in other areas of foreign
intelligence. Presently, over a quarter of the NSA’s reports concerning international
terrorism include information based in whole or in part on Section 702 collection, and this
percentage has increased every year since the statute was enacted. Monitoring terrorist
networks under Section 702 has enabled the government to learn how they operate, and to
understand their priorities, strategies, and tactics. In addition, the program has led the
government to identify previously unknown individuals who are involved in international
terrorism, and it has played a key role in discovering and disrupting specific terrorist plots
aimed at the United States and other countries.

The basic structure of the Section 702 program appropriately focuses on targeting
non-U.S. persons reasonably believed to be located abroad. Yet communications of, or
concerning, U.S. persons can be collected under Section 702, and certain features of the
program implicate privacy concerns. These features include the potential scope of U.S.
person communications that are collected, the acquisition of “about” communications, and
the use of queries that employ U.S. person identifiers.

The Board'’s analysis of these features of the program leads to certain policy
recommendations.

The government is presently unable to assess the scope of the incidental collection
of U.S. person information under the program. For this reason, the Board recommends
several measures that together may provide insight about the extent to which
communications involving U.S. persons or people located in the United States are being
acquired and utilized.

With regard to the NSA’s acquisition of “about” communications, the Board
concludes that the practice is largely an inevitable byproduct of the government’s efforts to
comprehensively acquire communications that are sent to or from its targets. Because of
the manner in which the NSA conducts upstream collection, and the limits of its current
technology, the NSA cannot completely eliminate “about” communications from its
collection without also eliminating a significant portion of the “to/from” communications
that it seeks. The Board includes a recommendation to better assess “about” collection and
a recommendation to ensure that upstream collection as a whole does not unnecessarily
collect domestic communications.

The Report also assesses the impact of queries using “United States person
identifiers.” At the NSA, for example, these queries can be performed if they are deemed
“reasonably likely to return foreign intelligence information.” No showing of suspicion that

10



the U.S. person is engaged in any form of wrongdoing is required, but procedures are in
place to prevent queries being conducted for improper purposes. The Board includes two
recommendations to address the rules regarding U.S. person queries.

Overall, the Board finds that the protections contained in the Section 702
minimization procedures are reasonably designed and implemented to ward against the
exploitation of information acquired under the program for illegitimate purposes. The
Board has seen no trace of any such illegitimate activity associated with the program, or
any attempt to intentionally circumvent legal limits. But the applicable rules potentially
allow a great deal of private information about U.S. persons to be acquired by the
government. The Board therefore offers a series of policy recommendations to ensure that
the program appropriately balances national security with privacy and civil liberties.

IL. Recommendations
A. Targeting and Tasking

Recommendation 1: The NSA’s targeting procedures should be revised to (a) specify criteria
for determining the expected foreign intelligence value of a particular target, and (b) require
a written explanation of the basis for that determination sufficient to demonstrate that the
targeting of each selector is likely to return foreign intelligence information relevant to the
subject of one of the certifications approved by the FISA court. The NSA should implement
these revised targeting procedures through revised guidance and training for analysts,
specifying the criteria for the foreign intelligence determination and the kind of written
explanation needed to support it. We expect that the FISA court’s review of these targeting
procedures in the course of the court’s periodic review of Section 702 certifications will
include an assessment of whether the revised procedures provide adequate guidance to
ensure that targeting decisions are reasonably designed to acquire foreign intelligence
information relevant to the subject of one of the certifications approved by the FISA court.
Upon revision of the NSA’s targeting procedures, internal agency reviews, as well as
compliance audits performed by the ODNI and DOJ, should include an assessment of
compliance with the foreign intelligence purpose requirement comparable to the review
currently conducted of compliance with the requirement that targets are reasonably believed
to be non-U.S. persons located outside the United States.

B. U.S. Person Queries

Recommendation 2: The FBI’s minimization procedures should be updated to more clearly
reflect the actual practice for conducting U.S. person queries, including the frequency with
which Section 702 data may be searched when making routine queries as part of FBI

11



assessments and investigations. Further, some additional limits should be placed on the FBI’s
use and dissemination of Section 702 data in connection with non—foreign intelligence
criminal matters.

Recommendation 3: The NSA and CIA minimization procedures should permit the agencies
to query collected Section 702 data for foreign intelligence purposes using U.S. person
identifiers only if the query is based upon a statement of facts showing that it is reasonably
likely to return foreign intelligence information as defined in FISA. The NSA and CIA should
develop written guidance for agents and analysts as to what information and documentation
is needed to meet this standard, including specific examples.

C. FISA Court Role

Recommendation 4: To assist in the FISA court’s consideration of the government’s periodic
Section 702 certification applications, the government should submit with those applications
a random sample of tasking sheets and a random sample of the NSA’s and CIA’s U.S. person
query terms, with supporting documentation. The sample size and methodology should be
approved by the FISA court.

Recommendation 5: As part of the periodic certification process, the government should
incorporate into its submission to the FISA court the rules for operation of the Section 702
program that have not already been included in certification orders by the FISA court, and
that at present are contained in separate orders and opinions, affidavits, compliance and
other letters, hearing transcripts, and mandatory reports filed by the government. To the
extent that the FISA court agrees that these rules govern the operation of the Section 702
program, the FISA court should expressly incorporate them into its order approving Section
702 certifications.

D. Upstream and “About” Collection

Recommendation 6: To build on current efforts to filter upstream communications to avoid
collection of purely domestic communications, the NSA and DOJ, in consultation with affected
telecommunications service providers, and as appropriate, with independent experts, should
periodically assess whether filtering techniques applied in upstream collection utilize the best
technology consistent with program needs to ensure government acquisition of only
communications that are authorized for collection and prevent the inadvertent collection of
domestic communications.
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Recommendation 7: The NSA periodically should review the types of communications
acquired through “about” collection under Section 702, and study the extent to which it would
be technically feasible to limit, as appropriate, the types of “about” collection.

E. Accountability and Transparency

Recommendation 8: To the maximum extent consistent with national security, the
government should create and release, with minimal redactions, declassified versions of the
FBI's and CIA’s Section 702 minimization procedures, as well as the NSA’s current
minimization procedures.

Recommendation 9: The government should implement five measures to provide insight
about the extent to which the NSA acquires and utilizes the communications involving U.S.
persons and people located in the United States under the Section 702 program. Specifically,
the NSA should implement processes to annually count the following: (1) the number of
telephone communications acquired in which one caller is located in the United States; (2) the
number of Internet communications acquired through upstream collection that originate or
terminate in the United States; (3) the number of communications of or concerning U.S.
persons that the NSA positively identifies as such in the routine course of its work; (4) the
number of queries performed that employ U.S. person identifiers, specifically distinguishing
the number of such queries that include names, titles, or other identifiers potentially
associated with individuals; and (5) the number of instances in which the NSA disseminates
non-public information about U.S. persons, specifically distinguishing disseminations that
includes names, titles, or other identifiers potentially associated with individuals. These
figures should be reported to Congress in the NSA Director’s annual report and should be
released publicly to the extent consistent with national security.

F. Efficacy

Recommendation 10: The government should develop a comprehensive methodology for
assessing the efficacy and relative value of counterterrorism programs.
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III.  Separate Statements

Following the Board’s recommendations, the Report includes two separate
statements.

A. Separate Statement of Chairman David Medine and Board Member Patricia
Wald

Chairman David Medine and Member Patricia Wald wrote jointly to recommend
requiring restrictions additional to those contained in Recommendation 3 with regard to
U.S. person queries conducted for a foreign intelligence purpose. They also recommended
that minimization procedures governing the use of U.S. persons’ communications collected
under Section 702 should require the following:

(1) No later than when the results of a U.S. person query of Section 702 data are
generated, U.S. persons’ communications should be purged of information that does
not meet the statutory definition of foreign intelligence information relating to U.S.
persons.13 This process should be subject to judicial oversight.14

(2) Each U.S. person identifier should be submitted to the FISA court for approval
before the identifier may be used to query data collected under Section 702, for a
foreign intelligence purpose, other than in exigent circumstances or where
otherwise required by law. The FISA court should determine, based on
documentation submitted by the government, whether the use of the U.S. person
identifier for Section 702 queries meets the standard that the identifier is
reasonably likely to return foreign intelligence information as defined under FISA.15

In addition, they wrote to further explain their views regarding Recommendation 2.
Specifically, they believe that the additional limits to be placed on the FBI's use and
dissemination of Section 702 data in connection with non-foreign intelligence criminal
matters should include the requirement that the FBI obtain prior FISA court approval
before using identifiers to query Section 702 data to ensure that the identifier is reasonably
likely to return information relevant to an assessment or investigation of a crime.

13 U.S. person communications may also be responsive to queries using non-U.S. person identifiers.

14 This review would not be necessary for queries seeking communications of U.S. persons who are
already approved as targets for collection under Title I or Sections 703 /704 of FISA and identifiers that have
been approved by the FISA court under the “reasonable articulable suspicion” standard for telephony
metadata under Section 215. It would also not be necessary if the query produces no results or the analyst
purges all results from the given query as not containing foreign intelligence.

15 Subsequent queries using a FISA court-approved U.S. person identifier would not require court
approval.
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The statement also responds to the separate statement by Members Brand and
Cook.

B. Separate Statement by Board Members Rachel Brand and Elisebeth
Collins Cook

Board Members Rachel Brand and Elisebeth Collins Cook wrote separately to
emphasize the Board’s unanimous bottom-line conclusion that the core Section 702
program is clearly authorized by Congress, reasonable under the Fourth Amendment, and
an extremely valuable and effective intelligence tool. They further wrote to explain their
proposal for FBI queries of Section 702 data, which would not place limitations on the FBI’s
ability to include its FISA data within the databases queried in non-foreign intelligence
criminal matters. They explain their view that querying information already in the FBI's
possession is a relatively non-intrusive investigative tool, and the discovery of potential
links between ongoing criminal and foreign intelligence investigations is potentially critical
to national security. Instead, they would require an analyst who has not had FISA training
to seek supervisory approval before viewing responsive 702 information, to ensure that the
information continues to be treated consistent with applicable statutory and court-
imposed restrictions. They also would require higher-level Justice Department
approval before Section 702 information could be used in the investigation or prosecution
of a non-foreign intelligence crime,

The statement also responds to the separate statement by Chairman Medine and
Member Wald.
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Part 3:

DESCRIPTION AND HISTORY

L Genesis of the Section 702 Program

As it exists today, the Section 702 program can trace its lineage to two prior
intelligence collection programs, both of which were born of counterterrorism efforts
following the attacks of September 11, 2001. The first, and more well-known, of these two
efforts was a program to acquire the contents of certain international communications,
later termed the Terrorist Surveillance Program (“TSP”). In October 2001, President
George W. Bush issued a highly classified presidential authorization directing the NSA to
collect certain foreign intelligence by electronic surveillance in order to prevent acts of
terrorism within the United States, based upon a finding that an extraordinary emergency
existed because of the September 11 attacks. Under this authorization, electronic
surveillance was permitted within the United States for counterterrorism purposes without
judicial warrants or court orders for a limited number of days.1¢ President Bush authorized
the NSA to (1) collect the contents of certain international communications, a program that
was later referred to as the TSP, and (2) collect in bulk non-content information, or
“metadata,” about telephone and Internet communications.1” The acquisition of telephone
metadata was the forerunner to the Section 215 calling records program discussed in a
prior report by the Board.

The President renewed the authorization for the NSA’s activities in early November
2001. Thereafter, the authorization was renewed continuously, with some modifications
and constrictions to the scope of the authorized collection, approximately every thirty to
sixty days until 2007. Each presidential authorization included the finding that an
extraordinary emergency continued to exist justifying ongoing warrantless surveillance.
Key members of Congress and the presiding judge of the Foreign Intelligence Surveillance
Court (“FISC” or “FISA court”) were briefed on the existence of the program. The collection
of communications content and bulk metadata under these presidential authorizations
became known as the President’s Surveillance Program. According to a 2009 report by the
inspectors general of several defense and intelligence agencies, over time, “the program

16 See DNI Announces the Declassification of the Existence of Collection Activities Authorized by
President George W. Bush Shortly After the Attacks of September 11, 2001 (Dec. 21, 2013) (“Dec. 21 DNI
Announcement”), available at http://icontherecord.tumblr.com/post/70683717031/dni-announces-the-
declassification-of-the.

17 See Dec. 21 DNI Announcement, supra.
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became less a temporary response to the September 11 terrorist attacks and more a
permanent surveillance tool.”18

In December 2005, the New York Times published articles revealing the TSP, i.e., the
portion of the President’s Surveillance Program that involved intercepting the contents of
international communications. In response to these revelations, President Bush confirmed
the existence of the TSP,19 and the Department of Justice issued a “white paper” outlining
the legal argument that the President could authorize these interceptions without
obtaining a warrant or court order.2% Notwithstanding this legal argument, the government
decided to seek authorization under the Foreign Intelligence Surveillance Act (“FISA”) to
conduct the content collection that had been occurring under the TSP.21 In January 2007,
the FISC issued orders authorizing the government to conduct certain electronic
surveillance of telephone and Internet communications carried over listed communication
facilities where, among other things, the government made a probable cause determination
regarding one of the communicants, and the email addresses and telephone numbers to be
tasked were reasonably believed to be used by persons located outside the United States.22

The FISC’s order, referred to as the “Foreign Telephone and Email Order,” in effect
replaced the President’s authorization of the TSP, and the President made no further
reauthorizations of the TSP.23 When the government sought to renew the January 2007
Foreign Telephone and Email Order, however, a different judge on the FISC approved the
program, but on a different legal theory that required changes in the collection program.24
Specifically, in May 2007 the FISC approved a modified version of the Foreign Telephone
and Email Order in which the court, as opposed to the government, made probable cause
determinations regarding the particular foreign telephone numbers and email addresses
that were to be used to conduct surveillance under this program.25 Although the modified

18 See UNCLASSIFIED REPORT ON THE PRESIDENT’S SURVEILLANCE PROGRAM, PREPARED BY THE OFFICE OF
INSPECTORS GENERAL OF THE DEPARTMENT OF DEFENSE, DEPARTMENT OF JUSTICE, CENTRAL INTELLIGENCE AGENCY,
NATIONAL SECURITY AGENCY, AND THE OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE, at 31 (2009).

19 See, e.g., President’s Radio Address (Dec. 17, 2005), available at http://georgewbush-
whitehouse.archives.gov/news/releases/2005/12/20051217.html.

20 Legal Authorities Supporting the Activities of the National Security Agency Described by the
President (January 19, 2006), available at http://www.justice.gov/olc/opiniondocs/nsa-white-paper.pdf.
21 See Dec. 21 DNI Announcement, supra.

22 Declassified Certification of Attorney General Michael B. Mukasey, at 37, In re National Security

Agency Telecommunications Records Litigation, MDL Dkt. No. 06-1791-VRW (N.D. Cal. Sept. 19, 2008) (“2008
Mukasey Decl.”), available at
http://www.dni.gov/files/documents/0505/AG%20Mukasey%202008%20Declassified%20Declaration.pdf.

23 2008 Mukasey Decl., supra, at | 37.
24 2008 Mukasey Decl., supra, at 38 & n.20.
25 2008 Mukasey Decl., supra, at g 38.
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Foreign Telephone and Email Order permitted the government to add newly discovered
telephone numbers and email addresses without an individual court order in advance,26
the government assessed that the restrictions of the order, particularly after the May 2007
modifications, was creating an “intelligence gap.”2”

Separate from, but contemporaneous with, the TSP and the Foreign Telephone and
Email Orders, a second collection effort was being undertaken. Specifically, the government
used the then-existing FISA statute to obtain individual court orders to compel private
companies to assist the government in acquiring the communications of individuals located
overseas who were suspected of engaging in terrorism and who used United States-based
communication service providers.28 The government stated that it and the Foreign
Intelligence Surveillance Court (FISC) expended “considerable resources” to obtain court
orders based upon a probable cause showing that these overseas individuals met the legal
standard for electronic surveillance under FISA,2° i.e,, that the targets were agents of a
foreign power (such as an international terrorist group) and that they used the specific
communication facilities (such as email addresses) regarding which the government was
seeking to conduct electronic surveillance.3? The persons targeted by these efforts were
located outside the United States, and the communications being sought were frequently
with others who were also located outside the United States.31

Drafting applications that demonstrated satisfaction of this probable cause
standard, the government has asserted, slowed and in some cases prevented the
acquisition of foreign intelligence information.32 The government has not disclosed the
scale of this second effort to target foreign individuals using traditional FISA electronic
surveillance authorities, but in the years following the passage of the Protect America Act
of 2007 and the FISA Amendments Act of 2008, which eliminated the requirement for the

26 2008 Mukasey Decl., supra, at g 38.

27 See S. Rep. No. 110-209, at 5 (2007) (stating that “the DNI informed Congress that the decision ... had
led to degraded capabilities”); Eric Lichtblau, James Risen, and Mark Mazzetti, Reported Drop in Surveillance
Spurred a Law, NEW YORK TIMES (Aug. 11, 2007) (reporting on Administration interactions with Congress that
led to the enactment of the Protect America Act, including reported existence of an “intelligence gap”).

28 Statement of Kenneth L. Wainstein, Assistant Attorney General, Senate Select Commaittee on
Intelligence Hearing On Modernization of the Foreign Intelligence Surveillance Act, at 6-7 (May 1, 2007) (“May
2007 Wainstein Statement”), available at http://www.intelligence.senate.gov/070501 /wainstein.pdf.

29 May 2007 Wainstein Statement, supra, at 6-7.

30 50 U.S.C. § 1805(a)(2).

31 May 2007 Wainstein Statement, supra, at 7.

32 See, e.g., May 2007 Wainstein Statement, supra, at 7.
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government to seek such individual orders, the total number of FISA electronic surveillance
applications approved by the FISC dropped by over forty percent.33

In light of the perceived growing inefficiencies of obtaining FISC approval to target
persons located outside the United States, in the spring of 2007 the Bush Administration
proposed modifications to FISA.3* Reports by the Director of National Intelligence to
Congress that implementation of the FISC’s May 2007 modifications to the Foreign
Telephone and Email Order had resulted in “degraded” acquisition of communications,
combined with reports of a “heightened terrorist threat environment,” accelerated
Congress’ consideration of these proposals.3> In August 2007, Congress enacted and the
President signed the Protect America Act of 2007,3¢ a legislative forerunner to what is now
Section 702 of FISA. The Protect America Act was a temporary measure that was set to
expire 180 days after its enactment.3”

The government transitioned the collection of communications that had been
occurring under the Foreign Telephone and Email Orders (previously the TSP) and some
portion of the collection targeting persons located outside the United States that had been
occurring under individual FISA orders to directives issued under the Protect America
Act.38 The Protect America Act expired in February 2008,3° but existing Protect America Act
certifications remained in effect until they expired.4?

Shortly after passage of the Protect America Act, efforts began to replace it with a
more permanent statute.! After substantial debate, in July 2008 Congress enacted and
President Bush signed into law the FISA Amendments Act of 2008.42 The FISA Amendments

33 Compare 2007 ANNUAL FISA REPORT (2,371 Title I FISA applications in 2007), available at
http://www.fas.org/irp/agency/doj/fisa/2007rept.pdf with 2009 ANNUAL FISA REPORT (1,329 Title I FISA
applications in 2009), available at http://www.fas.org/irp/agency/doj/fisa/2009rept.pdf.

34 See S.Rep. No. 110-209, at 2, 5 (noting Administration’s submission of proposed modifications in
April 2007); see generally May 2007 Wainstein Statement, supra; Statement of ]. Michael McConnell, Director
of National Intelligence, Before the Senate Select Committee on Intelligence (May 1, 2007), available at
http://www.intelligence.senate.gov/070501/mcconnell.pdf.

35 See S. Rep. No. 110-209, at 5.

36 Pub. L. No. 110-55; 121 Stat. 552 (2007) (“Protect America Act”).

37 Protect America Act § 6(c).

38 2008 Mukasey Decl., supra, at 13 & n.22.

39 See Protect America Act—Extension, Pub. L. No. 110-182, 122 Stat. 605 (2008) (extending Protect
America Act for two weeks).

40 Protect America Act § 6.

41 See, e.g., Press Release, The White House, President Bush Discusses the Protect America Act of 2007

(Sept. 19, 2007), available at http://georgewbush-
whitehouse.archives.gov/news/releases/2007/09/20070919.html; S. Rep. No. 110-209, at 5.

42 Pub L. No. 110-261, 122 Stat. 2436 (2008).

19


http://www.fas.org/irp/agency/doj/fisa/2007rept.pdf
http://www.fas.org/irp/agency/doj/fisa/2009rept.pdf
http://www.intelligence.senate.gov/070501/mcconnell.pdf
http://georgewbush-whitehouse.archives.gov/news/releases/2007/09/20070919.html
http://georgewbush-whitehouse.archives.gov/news/releases/2007/09/20070919.html

Act replaced the expired Protect America Act provisions with the new Section 702 of FISA.
The authorities and limitations of Section 702 are discussed in detail in this Report. In
addition to Section 702, the FISA Amendments Act of 2008 also enacted Sections 703 and
704 of FISA, which required judicial approval for targeting U.S. persons located abroad in
order to acquire foreign intelligence information.43

After passage of the FISA Amendments Act, the government transitioned the
collection activities that had been conducted under the Protect America Act to Section
702.44 Section 702, as well as the other provisions of FISA enacted by the FISA
Amendments Act, were renewed in December 2012, and are currently set to expire in
December 2017.45

IL. Statutory Structure: What Does Section 702 Authorize?

The Foreign Intelligence Surveillance Act is a complex law, and Congress’
authorization of surveillance under Section 702 of FISA is no exception. In one sentence,
the statutory scope of Section 702 can be defined as follows: Section 702 of FISA permits
the Attorney General and the Director of National Intelligence to jointly authorize the
(1) targeting of persons who are not United States persons, (2) who are reasonably
believed to be located outside the United States, (3) with the compelled assistance of an
electronic communication service provider, (4) in order to acquire foreign intelligence
information.#¢ Each of these terms is, to various degrees, further defined and limited by
other aspects of FISA. Congress also imposed a series of limitations on any surveillance
conducted under Section 702. The statute further specifies how the Attorney General and
Director of National Intelligence may authorize such surveillance, as well as the role of the
FISC in reviewing these authorizations. This section describes this complex statutory
framework.

A. Statutory Definitions and Limitations

Our description of Section 702’s statutory authorization begins by breaking down
the four-part sentence above.

First, Section 702 authorizes the targeting of persons.*” FISA does not define what
constitutes “targeting,” but it does define what constitutes a “person.” Persons are not only

43 50 U.S.C. §§ 1881b, 1881c.

44 2008 Mukasey Decl., supra, at J 40 & n.22.

45 FISA Amendments Act Reauthorization Act of 2012, Pub. L. No. 112-238, 126 Stat. 1631 (2012).
46 50 U.S.C. § 1881a(a), (b)(3), (g)(2)(A)(vi).

47 50 U.S.C. § 1881a(a).
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individuals, but also groups, entities, associations, corporations, or foreign powers.48 The
definition of “person” is therefore broad, but not limitless: a foreign government or
international terrorist group could qualify as a “person,” but an entire foreign country
cannot be a “person” targeted under Section 702.4° In addition, the persons whom may be
targeted under Section 702 may not intentionally include United States persons.>? “United
States persons” or “U.S. persons” are United States citizens, United States permanent
residents (green card holders), groups substantially composed of United States citizens or
permanent residents, and virtually all United States corporations.>! As is discussed in detail
below, the NSA targets persons by tasking “selectors,” such as email addresses and
telephone numbers. The NSA must make determinations (regarding location, U.S. person
status, and foreign intelligence value) about the users of each selector on an individualized
basis. It cannot simply assert that it is targeting a particular terrorist group.

Second, under Section 702 the non-U.S. person target must also be “reasonably
believed to be located outside the United States.” A “reasonable belief” is not defined in FISA,
but Section 702 does require that targeting procedures (described in further detail below)
be adopted to ensure that Section 702 acquisition is limited to targets reasonably believed
to be located outside the United States.>2 Electronic surveillance targeting persons believed
to be located in the United States is not permitted by Section 702, whether the persons in
question are U.S. persons or not.>3

Third, under Section 702 this targeting of non-U.S. persons reasonably believed to
be located outside the United States occurs with the compelled assistance of an “electronic
communication service provider.”>* FISA defines electronic communication service
providers to include a variety of telephone, Internet service, and other communications
providers.>> As further described below, electronic communication service providers are

48 50 U.S.C. §§ 1801(m), 1881 (a). The term “foreign power” is a defined term in FISA; it includes
international terrorist groups, foreign governments, and entities not substantially composed of United States
persons that are engaged in the proliferation of weapons of mass destruction.

49 See Privacy and Civil Liberties Oversight Board, Transcript of Public Hearing Regarding the
Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence Surveillance Act, at 71
(Mar. 19, 2014) (“PCLOB March 2014 Hearing Transcript”) (statement of Rajesh De, General Counsel, NSA, in
response to questions by James Dempsey, Board Member, PCLOB), available at
http://www.pclob.gov/Library/Meetings-Events/2014-March-19-Public-Hearing/19-March-

2014 _Public_Hearing_Transcript.pdf.

50 50 U.S.C. § 1881a(b)(3).
51 50 U.S.C. § 1801(i).

52 50 U.S.C. § 1881a(d)(1)(A).

53 50 U.S.C. §§ 1881(b)(1).

54 50 U.S.C. § 1881a(g)(2)(A)(vi).
55 50 U.S.C. § 1881(b)(4).
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compelled to provide this assistance in conducting Section 702 acquisition through
directives issued by the Attorney General and the Director of National Intelligence. Given
the nature of the Internet, communications generated and delivered through
communication services offered directly to individuals by one entity may be acquired as
they cross the network of another provider without the knowledge of the consumer-facing
provider. This concept is further described in the discussion below regarding upstream
collection.

Fourth, and finally, this targeting of non-U.S. persons reasonably believed to be
located outside the United States must be conducted “to acquire foreign intelligence
information.”® Non-U.S. persons may be targeted under Section 702 only if the government
has reason to believe that those persons possess, are expected to receive, or are likely to
communicate foreign intelligence information.>? Foreign intelligence information
concerning non-U.S. persons is defined in FISA as information that relates to the ability of
the United States to protect against an actual or potential attack by a foreign power;
sabotage, international terrorism, or the proliferation of weapons of mass destruction by a
foreign power; or clandestine intelligence activities by a foreign power.>8 Foreign

56 There is some conflicting language in Section 702 on the precise standard on this point. Section
1881a(a) states that a Section 702 authorization must be “...to acquire foreign intelligence information.” This
authority, however, must be governed by a certification, and the certification need only state that “a
significant purpose of the acquisition is to obtain foreign intelligence information.” 50 U.S.C. §
1881a(g)(2)(A)(v). See also SEMIANNUAL ASSESSMENT OF COMPLIANCE WITH PROCEDURES AND GUIDELINES ISSUES
PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT, AUGUST 2013, at A-2 (“AucusT 2013
SEMIANNUAL ASSESSMENT”) (noting that the Section 702 Attorney General Guidelines implement the statutory
requirement that a “significant purpose of [Section 702] acquisition is to obtain foreign intelligence
information,” 50 U.S.C. § 1881a(g)(2)(A)(v), by requiring that Section 702 targeting occur only with respect to
persons assessed to possess foreign intelligence information or who are reasonably likely to receive or
communicate foreign intelligence information), available at
http://www.dni.gov/files/documents/Semiannual%20Assessment%200f%20Compliance%20with%20proc
edures%20and%20guidelines%20issued%20pursuant%20t0%20Sect%20702%200f%20FISA.pdf; see also
NSA DIRECTOR OF CIVIL LIBERTIES AND PRIVACY OFFICE REPORT: NSA’S IMPLEMENTATION OF FOREIGN INTELLIGENCE
SURVEILLANCE ACT SECTION 702, at 5 (April 16, 2014) (“NSA DCLPO REPORT”), available at
http://www.dni.gov/files/documents/0421/702%Z20Unclassified%20Document.pdf.

57 NSA DCLPO REPORT, supra, at 3.

58 50 U.S.C. § 1801(e)(1). For information concerning a U.S. person, the information must be
“necessary” for this purpose. Specifically, this provision states foreign intelligence information is defined as:

[[Information that relates to, and if concerning a United States person is necessary to, the
ability of the United States to protect against —

(A) actual or potential attack or other grave hostile acts of a foreign power or an
agent of a foreign power;

(B) sabotage, international terrorism, or the international proliferation of weapons
of mass destruction by a foreign power or agent of a foreign power; or

(C) Clandestine intelligence activities by an intelligence service or network of a
foreign power or by an agent of a foreign power.
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intelligence information concerning non-U.S. persons is also defined as information that
relates to the national defense or security of the United States or the conduct of the foreign
affairs of the United States, but only insofar as that information concerns a foreign power
(such as international terrorist groups or foreign governments) or foreign territory.>° The
term “foreign territory” is undefined by the statute. As noted below, in authorizing Section
702 acquisition, the Attorney General and Director of National Intelligence specify the
categories of foreign intelligence information that the United States government is seeking
to acquire.

In addition to defining the scope of the Section 702 authorization, Congress
specified limitations on the government’s authority to engage in Section 702 targeting. As
previously mentioned, U.S. persons may not be intentionally targeted. In addition, the
government is prohibited under the law from intentionally targeting “any person known at
the time of acquisition to be located in the United States.”®? These two rules taken together
— that the target must be both a non-U.S. person and someone reasonably believed to be
located abroad — are often referred to as the “foreignness” requirement.

The government is also prohibited from engaging in what is generally referred to as
“reverse targeting,” which would occur if the government were to intentionally target
persons reasonably believed to be located outside the United States “if the purpose of the
acquisition is to target a particular, known person reasonably believed to be in the United
States.”®1 In addition to this explicit prohibition against reverse targeting persons located
in the United States, the government reads the statutory prohibition against targeting U.S.
persons to also prohibit the reverse targeting of U.S. persons.®2 In other words, the ban on
reverse targeting prohibits the government from targeting a non-U.S. person outside the
United States when the real interest is to collect the communications of a person in the
United States or of any U.S. person, regardless of location.

Under Section 702, the government also “may not intentionally acquire
communications as to which the sender and all intended recipients are known at the time

59 50 U.S.C. § 1801(e)(2). Specifically, this provision states foreign intelligence information is also
defined as:

[[Information with respect to a foreign power or foreign territory that relates to, and if
concerning a United States person is necessary to —

(A) the national defense or the security of the United States; or

(B) the conduct of the foreign affairs of the United States.

60 50 U.S.C. § 1881a(b)(1).
61 50 U.S.C. § 1881a(b)(2).
62 See PCLOB March 2014 Hearing Transcript, supra, at 89-92.
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of the acquisition to be located in the United States.”®3 Finally, Section 702 contains a
limitation (and a reminder) that any acquisition must always be conducted consistent with
the requirements of the Fourth Amendment to the Constitution.64

B. Section 702 Certifications

The Attorney General and the Director of National Intelligence authorize Section
702 targeting in a manner substantially different than traditional electronic surveillance
under FISA. To authorize traditional FISA electronic surveillance, an application approved
by the Attorney General must be made to the FISC.6> This individualized application must
include, among other things, the identity (if known) of the specific target of the electronic
surveillance; facts justifying a probable cause finding that this target is a foreign power or
agent of a foreign power and uses (or is about to use) the communication facilities or places
at which electronic surveillance is being directed;®® minimization procedures governing the
acquisition, retention, and dissemination of non-publicly available U.S. person information
acquired through the electronic surveillance; and a certification regarding the foreign
intelligence information sought.6? If the FISC judge who reviews the government’s
application determines that it meets the required elements — including that there is
probable cause that the specified target is a foreign power or agent of a foreign power and
that the minimization procedures meet the statutory requirements — the judge will issue
an order authorizing the requested electronic surveillance.%8

Section 702 differs from this traditional FISA electronic surveillance framework
both in the standards applied and in the lack of individualized determinations by the FISC.
Under the statute, the Attorney General and Director of National Intelligence make annual
certifications authorizing the targeting of non-U.S. persons reasonably believed to be
located outside the United States to acquire foreign intelligence information, without
specifying to the FISC the particular non-U.S. persons who will be targeted.®® Instead of
identifying particular individuals to be targeted under Section 702, the certifications
identify categories of foreign intelligence information regarding which the Attorney

63 50 U.S.C. § 1881a(b)(4).
64 50 U.S.C. § 1881a(b)(5).
65 50 U.S.C. § 1804(a). FISA also grants additional authority to conduct emergency electronic

surveillance without first making an application to the FISC. 50 U.S.C. § 1805(e).

66 But see 50 U.S.C. § 1805(c)(3) (permitting electronic surveillance orders “in circumstances where the
nature and location of each of the facilities or places at which surveillance will be directed is unknown”)

67 50 U.S.C. §§ 1804(a), 1805(a).
68 50 U.S.C. § 1805(a), (c), (d).

69 50 U.S.C. § 1881a(a); NSA DCLPO REPORT, supra, at 2 (noting that Section 702 certifications do not
require “individualized determination” by the FISC).
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General and Director of National Intelligence authorize acquisition through the targeting of
non-U.S. persons reasonably believed to be located abroad.”® There also is no requirement
that the government demonstrate probable cause to believe that a Section 702 target is a
foreign power or agent of a foreign power, as is required under traditional FISA. Rather, the
categories of information being sought must meet the definition of foreign intelligence
information described above. The government has not declassified the full scope of the
certifications that have been authorized, but officials have stated that these certifications
have authorized the acquisition of information concerning international terrorism and
other topics, such as the acquisition of weapons of mass destruction.’1

While individual targets are not specified, Section 702 certifications must instead
contain “targeting procedures” approved by the Attorney General that must be “reasonably
designed” to ensure that any Section 702 acquisition is “limited to targeting persons
reasonably believed to be located outside the United States” and prevents the “intentional
acquisition” of wholly domestic communications.”? The targeting procedures specify the
manner in which the Intelligence Community must determine whether a person is a non-
U.S. person reasonably believed to be located outside the United States who possesses (or
is likely to possess or receive) the types of foreign intelligence information authorized by a
certification. The process by which individuals are permitted to be targeted pursuant to the
targeting procedures is discussed in detail below. In addition, the Attorney General and
Director of National Intelligence must also attest in the certification that the Attorney
General has adopted additional guidelines to ensure compliance with both these and the
other statutory limitations on the Section 702 program.’3 Most critically, these Attorney
General Guidelines explain how the government implements the statutory prohibition
against reverse targeting.

While only non-U.S. persons may be intentionally targeted, the information of or
concerning U.S. persons may be acquired through Section 702 targeting in a variety of
ways, such as when a U.S. person is in communication with a non-U.S. person Section 702

70 See 50 U.S.C. § 1881a(g)(2)(A)(v) (requiring Attorney General and Director of National Intelligence to
attest that a significant purpose of the acquisition authorized by the certification is to acquire foreign
intelligence information); PCLOB March 2014 Hearing Transcript, supra, at 8-9 (statement of Robert Litt,
General Counsel, ODNI) (stating that certifications “identify categories of information that may be acquired”);
NSA DCLPO REPORT, supra, at 2 (noting the “annual topical certifications” authorized by Section 702).

71 PCLOB March 2014 Hearing Transcript at 13 (statement of Robert Litt, General Counsel, ODNI)
(stating that the Section 702 program has been an important source of information “not only about terrorism,
but about a wide variety of other threats to our nation”); id. at 59 (statement of Rajesh De, General Counsel,
NSA) (stating that there are certifications on “counterterrorism” and “weapons of mass destruction”); id. at 68
(statement of James A. Baker, General Counsel, FBI) (“[T]his program is not limited just to
counterterrorism.”).

72 50 U.S.C. § 1881a(d)(1), (2)(2)(A) (1), (g)(2)(B).
73 50 U.S.C. § 1881a(f), (g)(2) (A)(iii).
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target, because two non-U.S. persons are discussing a U.S. person, or because a U.S. person
was mistakenly targeted. Section 702 therefore requires that certifications also include
“minimization procedures” that control the acquisition, retention, and dissemination of any
non-publicly available U.S. person information acquired through the Section 702
program.’4 As discussed below, the minimization procedures include different procedures
for handling U.S. person information depending on the circumstances of how it was
acquired. Along with the targeting procedures, the minimization procedures contain the
government’s core privacy and civil liberties protections and are more fully discussed
throughout this Report.

C. FISC Review

The government’s Section 702 certifications, targeting procedures, and
minimization procedures (but not the Attorney General Guidelines) are all subject to
review by the FISC.75 In addition to the required procedures and guidelines, the Section 702
certifications are accompanied by affidavits of national security officials7¢ that further
describe to the FISC the government’s basis for assessing that the proposed Section 702
acquisition will be consistent with the applicable statutory authorization and limits.””
Through court filings or the testimony of witnesses at hearings before the FISC, the
government also submits additional information explaining how the targeting and
minimization procedures will be applied and describing the operation of the program in a
way that defines its scope.”8

The FISC’s review of the Section 702 certifications has been called “limited” by
scholars,”? privacy advocates,?0 and in one instance, shortly after the FISA Amendments Act

74 50 U.S.C. § 1881a(e)(1), (2)(2)(A)(ii), (€)(2)(B).

75 50 U.S.C. § 1881a(d)(2), (e)(2), (i)- The Attorney General Guidelines must, however, be submitted to
the FISA court. 50 U.S.C. § 1881a(f)(2)(C). Section 702 does have a provision permitting the Attorney General
and the Director of National Intelligence to authorize acquisition prior to judicial review of a certification
under certain exigent circumstances. 50 U.S.C. § 1881a(c)(2). To date, the Attorney General and the Director
of National Intelligence have never exercised this authority.

76 50 U.S.C. § 1881a(g)(2)(C); see, e.g., Memorandum Opinion at 3, [Caption Redacted], [Docket No.
Redacted], 2011 WL 10945618, at *1 (FISA Ct. Oct. 3,2011) (“Bates October 2011 Opinion”) (noting
submitted affidavits by the Director or Acting Director of NSA and the Director of FBI), available at
http://icontherecord.tumblr.com/post/58944252298/dni-declassifies-intelligence-community-documents.

77 See AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-1 to A-2.

78 See, e.g., Bates October 2011 Opinion, supra, at 5-9, 2011 WL 10945618, at *2-4 (describing 2011
government filings with, and testimony before, the FISA court); id. at 15-16, 2011 WL 10945618, at *5
(describing representations made to the FISA court in prior Section 702 certifications).

79 See, e.g., Laura K. Donohue, Section 702 and the Collection of International Telephone and Internet
Content, at 15, 18, 30-34, available at http:/ /justsecurity.org/wp-
content/uploads/2014/05/donahue.702.pdf.
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was passed, by the FISC itself.81 In certain respects, this characterization is accurate. Unlike
traditional FISA applications, the FISC does not review the targeting of particular
individuals. Specifically, although the Section 702 certifications identify the foreign
intelligence subject matters regarding which information is to be acquired, the FISC does
not see or approve the specific persons targeted or the specific communication facilities
that are actually tasked for acquisition. As such the government does not present evidence
to the FISC, nor does the FISC determine — under probable cause or any other standard —
that the particular individuals being targeted are non-U.S. persons reasonably believed to
be located outside the United States who are being properly targeted to acquire foreign
intelligence information.82 Instead of requiring judicial review of these elements, Section
702 calls upon the FISA court only to decide whether the targeting procedures are
reasonably designed to ensure compliance with certain limitations and that the
minimization procedures satisfy certain criteria (described below). The FISC is not
required to independently determine that a significant purpose of the proposed acquisition
is to obtain foreign intelligence information,?3 although the foreign intelligence purpose of
the collection does play a role in the court’s Fourth Amendment analysis.84

In other respects, however, the FISC’s role in the Section 702 program is more
extensive. The FISC reviews both the targeting procedures and the minimization
procedures, the core set of documents that implement Section 702’s statutory
requirements and limitations.8> With respect to the targeting procedures, the FISC must

80 See, e.g., Submission of Jameel Jaffer, Deputy Legal Director, American Civil Liberties Union
Foundation, Privacy and Civil Liberties Oversight Board Public Hearing on Section 702 of the FISA
Amendments Act, at 9 (Mar. 19, 2014), available at http://www.pclob.gov/Library /Meetings-Events/2014-
March-19-Public-Hearing/Testimony_]affer.pdf.

81 Memorandum Opinion, In re Proceedings Required by § 702(i) of the FISA Amendments Act of 2008,
Docket Misc. No. 08-01, 2008 WL 9487946, at *5 (FISA Ct. Aug. 27, 2008).

82 See The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence
Surveillance Act, at 2 (2012) (describing differences between targeting individuals under traditional FISA
electronic surveillance provisions and targeting pursuant to Section 702). This document accompanied a
2012 letter sent by the Department of Justice and the Office of the Director of National Intelligence to the
Senate Select Committee on Intelligence and House Permanent Select Committee on Intelligence urging the
reauthorization of Section 702. See Letter from Kathleen Turner, Director of Legislative Affairs, ODNI, and
Ronald Weich, Assistant Attorney General, Office of Legislative Affairs, DOJ to the Honorable Dianne Feinstein,
Chairman, Senate Committee on Intelligence, et. al. (May 4, 2012), available at
http://www.dni.gov/files/documents/Ltr%20t0%20HPSCI%20Chairman%?20Rogers%?20and%?20Ranking%
20Member%20Ruppersberger_Scan.pdf.

83 50 U.S.C. § 1881a(i)(2).

84 Additionally, if the FISC determines that a Section 702 certification and related documents are
insufficient on Constitutional or statutory grounds, the FISC cannot itself modify the certification and related
documents governing the Section 702 program, but instead must issue an order to the government to either
correct any deficiencies identified by the FISC within 30 days or to cease (or not begin) implementation of the
certification. 50 U.S.C. § 1881a(i)(3)(B).

85 50 U.S.C. § 1881a(d)(2), ()(2), (1) (1)(A).
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determine that they “are reasonably designed” to “ensure” that targeting is “limited to
targeting persons reasonably believed to be located outside the United States.”86 The FISC
also must determine that the targeting procedures are reasonably designed to prevent the
intentional acquisition of wholly domestic communications.8” In addition, the FISC must
also review the proposed minimization procedures under the same standard of review that
is required in traditional FISA electronic surveillance and physical search applications.88
The FISC must find that such minimization procedures are “specific procedures” that are
“reasonably designed” to control the acquisition, retention, and dissemination of non-
publicly available U.S. person information.8? Each time the FISC reviews a Section 702
certification, the FISC must also determine whether the proposed Section 702 acquisition
as provided for, and restricted by, the targeting and minimization procedures complies
with the Fourth Amendment.?? After conducting its analysis, the FISC must issue a written
opinion explaining the reasons why the court has held that the proposed targeting and
minimization procedures do, or do not, comply with statutory and Fourth Amendment
requirements.’!

The FISC has held that it cannot make determinations in a vacuum regarding
whether targeting and minimization procedures are “reasonably designed” to meet the
statutory requirements and comply with the Fourth Amendment. To the contrary, the FISC
“has repeatedly noted that the government’s targeting and minimization procedures must
be considered in light of the communications actually acquired,” and that "[s]ubstantial
implementation problems can, notwithstanding the government’s intent, speak to whether
the applicable targeting procedures are ‘reasonably designed’ to acquire only the
communications of non-U.S. persons outside the United States.”’2 Therefore, although the
FISC reviews the targeting procedures, minimization procedures, and related affidavits that

86 50 U.S.C. § 1881a(i)(2)(B)(i)-
87 50 U.S.C. § 1881a(i)(2)(B)(ii)-
88 Compare 50 U.S.C. § 1881a(i)(2)(C) (requirement to evaluate Section 702 minimization procedures)

with 50 U.S.C. § 1805(a)(3) (requirement to evaluate FISA electronic surveillance minimization procedures)
and 50 U.S.C. § 1824(a)(3) (requirement to evaluate FISA physical search minimization procedures).

89 50 U.S.C. § 1801 (h).
9 50 U.S.C. § 1881a(i)(3)(A), (i)(3)(B).

91 50 U.S.C. § 1881a(i)(3)(C). While FISC judges may write opinions explaining their orders with regard
to other aspects of FISA, the statutory requirement for an opinion explaining the rationale of all orders
approving Section 702 certifications is unique within FISA. Though not required by FISA, FISC Rule of
Procedure 18(b)(1) also requires FISC judges to provide a written statement of reasons for any denials of the
government’s other FISA applications. See United States Foreign Intelligence Surveillance Court Rules of
Procedure (“FISC Rule of Procedure”), Rule 18(b)(1), available at
http://www.uscourts.gov/uscourts/rules/FISC2010.pdf.

92 Bates October 2011 Opinion, supra, at 28, 2011 WL 10945618, at *9 (quoting FISC opinion with
redacted docket number).
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are submitted with a Section 702 certification, the court’s review is not limited to the four
corners of those documents. The FISC also takes into consideration additional filings by the
government to supplement or clarify the record, responses to FISC orders to supplement
the record,?? and the sworn testimony of witnesses at hearings.?*

Commitments regarding how the targeting and minimization procedures will be
implemented that are made to the FISC in these representations have been found to be
binding on the government. For example, during the consideration of the first Section 702
certification in 2008, the government stated that that the targeting procedures impose a
requirement that analysts conduct “due diligence” in determining the U.S. person status of
any Section 702 target, even though the phrase “due diligence” is not explicitly found in the
text of the NSA targeting procedures. The FISC incorporated the government’s
representation regarding due diligence into its opinion, and the government has
subsequently reported to Congress and the FISC — as incidents of noncompliance —
instances in which the Intelligence Community conducted insufficient due diligence that
resulted in the targeting of a U.S. person.?>

In evaluating the Section 702 certifications, the court also considers additional
filings required by the FISC’s Rules of Procedure. One such rule requires the government to
notify the FISA court whenever the government discovers a material misstatement or
omissions in a prior filing with the court.?¢ Another rule mandates that the government
report to the FISA court incidents of noncompliance with targeting or minimization
procedures previously approved by the court.? In a still-classified 2009 opinion, the FISC
held that the judicial review requirements regarding the targeting and minimization
procedures required that the FISC be fully informed of every incident of noncompliance

93 See FISC Rule of Procedure 5(c) (stating that the FISC Judges have the authority to order any party to
a proceeding to supplement the record by “furnish[ing] any information that the Judge deems necessary”).

94 FISC Rule of Procedure 17.

95 See AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 29 (describing incidents and stating “In each of
these incidents, all Section 702-acquired data was purged. Together, these [redacted] instances represent
isolated instances of insufficient due diligence that do not reflect the [redacted] of taskings that occur during
the reporting period.”).

96 See FISC Rule of Procedure 13(a).

97 See FISC Rule of Procedure 13(b); SEMIANNUAL ASSESSMENT OF COMPLIANCE WITH PROCEDURES AND
GUIDELINES ISSUES PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT, MAY 2010, at 22 (“MAY
2010 SEMIANNUAL ASSESSMENT”) (discussing requirements under Rule 10(c), the predecessor to Rule 13(b) in
the prior set of FISC Rules of Procedure), available at
http://www.dni.gov/files/documents/FAA/SAR%20May%202010%20Final%20Release%20with%20Exem
ptions.pdf. The government also provides the FISC the Semiannual Section 702 Joint Assessment, portions of
the Section 707 Semiannual report, and a separate quarterly report to the FISC, all of which describe scope,
nature, and actions taken in response to compliance incidents. See The Intelligence Community’s Collection
Programs Under Title VII of the Foreign Intelligence Surveillance Act, supra, at 5; 50 U.S.C. § 1881a(1)(1).
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with those procedures. In the 2009 opinion, the court analyzed whether several errors in
applying the targeting and minimization procedures that had been reported to the court
undermined either the court’s statutory or constitutional analysis. (The court concluded
that they did not.)

In addition to identifying errors that could impact the sufficiency of the targeting
and minimization procedures, these compliance notices play an additional role in
informing the FISC regarding how the government is in fact applying the targeting and
minimization procedures. Specifically, the compliance notices must state both the type of
noncompliance that has occurred and the facts and circumstances relevant to the
incident.” In doing so, representations to the FISA court have in essence created a series of
precedents regarding how the government is interpreting various provisions of its
targeting and minimization procedures, which informs the court’s conclusions regarding
whether those procedures — as actually applied by the Intelligence Community to
particular, real-life factual scenarios — comply with Section 702’s statutory requirements
and the Fourth Amendment. For example, while the 2008 FISC opinion incorporated the
government’s commitment to apply due diligence in determining the U.S. person status of
potential targets, notices of non-compliance filed by the government reflect that the
government interprets the targeting procedures to also require due diligence in
determining the location of potential targets. Similarly, the government has filed letters
clarifying aspects of its “post-tasking” process, which are discussed further below, and it
has reported — as compliance incidents — instances when its performance of the post-
tasking process has not complied with those representations. The government'’s
interpretations of the targeting and minimization procedures reflected in these compliance
filings, however, are not necessarily formally endorsed or incorporated into the FISC’s
subsequent opinions. In the Board’s opinion Intelligence Community personnel applying
these procedures months or years later may not be aware of the interpretive gloss arising
from prior interactions between the government and the FISC on these procedures.

Former FISC Presiding Judge John Bates’ October 3, 2011 opinion provides both an
example of the scope of the FISA court’s review of Section 702 certifications in practice and
an illustration of what actions the court can take if it determines that the government has
not satisfied the court’s expectations to be kept fully, accurately, and timely informed. In
April 2011, the government filed multiple Section 702 certifications with the FISC.%° In
early May 2011, however, the government filed a letter with the court (under a FISC
procedural rule regarding material misstatements or omissions) acknowledging that the
scope of the NSA’s “upstream” collection (described below) was more expansive than

98 FISC Rule of Procedure 13(b).
99 Bates October 2011 Opinion, supra, at 3, 2011 WL 10945618, at *1.
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previously represented to the court.190 As a result of the filing, the FISC expressed serious
concern that the upstream collection, as described by the government, may have exceeded
the scope of collection previously approved by the FISC and what could be authorized
under Section 702. The FISC therefore ordered the government to respond to a number of
questions regarding the upstream collection program.101 Throughout the summer of 2011,
the government continued to supplement the record in response to the FISA court’s
concerns with a number of filings, including by conducting and reporting to the court the
results of a statistical sample of the NSA’s acquisition of upstream collection.192 The
government’s supplemental filings discussed both factual matters, such as how many
domestic communications were being acquired as a result of the manner in which the
government was conducting upstream collection, as well as the government’s legal
interpretations regarding how the NSA’s minimization procedures should be applied to
such acquisition.103 The FISA court also met with the government and held a hearing to ask
additional questions of NSA and Department of Justice personnel.104

Based on this record, Judge Bates ultimately held that in light of the new
information, portions of the NSA minimization procedures met neither the requirements of
FISA nor the Fourth Amendment and ordered the government to correct the deficient
procedures or cease Section 702 upstream collection.1%> The government subsequently
modified the NSA minimization procedures to remedy the deficiencies identified by the
FISA court.19 The FISC continued to have questions, however, regarding upstream
collection that had been acquired prior to the implementation of these modified NSA
minimization procedures.1%7 The government took several actions with regard to this past
upstream collection, and ultimately decided to purge it all.108

100 Bates October 2011 Opinion, supra, at 5, 2011 WL 10945618, at *2.

101 Bates October 2011 Opinion, supra,at 7, 2011 WL 10945618, at *2.

102 Bates October 2011 Opinion, supra, at 10, 2011 WL 10945618, at *3-4.

103 Bates October 2011 Opinion, supra, at 33-35, 50, 54-56,2011 WL 10945618, at *11, *17, *18-19.
104 Bates October 2011 Opinion, supra, at 7-9, 2011 WL 10945618, at *4.

105 Bates October 2011 Opinion, supra, at 59-63, 67-80, 2011 WL 10945618, at *20-28.

106 See generally Memorandum Opinion, [Caption Redacted], [Docket No. Redacted], 2011 WL 10947772
(FISA Ct. Nov. 30, 2011) (“Bates November 2011 Opinion”), available at
http://icontherecord.tumblr.com/post/58944252298/dni-declassifies-intelligence-community-documents.

107 See Memorandum Opinion at 26-30, [Caption Redacted], [Docket No. Redacted], 2012 WL 9189263, at
*1-4 (FISA Ct. Sept. 25, 2012) (“Bates September 2012 Opinion”), available at
http://www.dni.gov/files/documents/September%202012%20Bates%200pinion%20and%200rder.pdf.

108 Bates September 2012 Opinion, supra, at 30-32, 2012 WL 9189263, at *3-4.
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D. Directives

As noted above, Section 702 targeting may occur only with the assistance of
electronic communication service providers. Once Section 702 acquisition has been
authorized, the Attorney General and the Director of National Intelligence send written
directives to electronic communication service providers compelling the providers’
assistance in the acquisition.10? Providers that receive a Section 702 directive may
challenge the legality of the directive in the FISC.110 The government may likewise file a
petition with the FISC to compel a provider that does not comply with a directive to assist
the government’s acquisition of foreign intelligence information.11! The FISC’s decisions
regarding challenges and enforcement actions regarding directives are appealable to the
Foreign Intelligence Surveillance Court of Review (“FISCR”), and either the government or
a provider may request that the United States Supreme Court review a decision of the
FISCR.112

III. Acquisition Process: How Does Section 702 Surveillance Actually Work?

Once a Section 702 certification has been approved, non-U.S. persons reasonably
believed to be located outside the United States may be targeted to acquire foreign
intelligence information within the scope of that certification. The process by which non-
U.S. persons are targeted is detailed in the next section. This section describes how Section
702 acquisition takes place once an individual has been targeted.

A. Targeting Persons by Tasking Selectors

The Section 702 certifications permit non-U.S. persons to be targeted only through
the “tasking” of what are called “selectors.” A selector must be a specific communications
facility that is assessed to be used by the target, such as the target’s email address or
telephone number.113 Thus, in the terminology of Section 702, people (non-U.S. persons
reasonably believed to be located outside the United States) are targeted; selectors (e.g.,
email addresses, telephone numbers) are tasked. The users of any tasked selector are

109 50 U.S.C. § 1881a(h).
110 50 U.S.C. § 1881a(h)(4).
11 50 U.S.C. § 1881a(h)(5).

112 50 U.S.C. § 1881a(h)(6). However, as noted in the Board’s Section 215 report, to date, only two cases
have been appealed to the FISCR. One, In re Directives Pursuant to Section 105B of the Foreign Intelligence
Surveillance Act, 551 F.3d 1004 (FISA Ct. Rev. 2008), involved a directive under the Protect America Act, the
predecessor to Section 702, but none have involved Section 702. Nor has the U.S. Supreme Court ever
considered the merits of a FISA order or ruled on the merits of any challenge to FISA.

113 See AUGUST 2013 JOINT ASSESSMENT, supra, at A-2; NSA DCLPO REPORT, supra, at 4; The Intelligence
Community’s Collection Programs Under Title VII of the Foreign Intelligence Surveillance Act, supra, at 3.
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considered targets — and therefore only selectors used by non-U.S. persons reasonably
believed to be located abroad may be tasked. The targeting procedures govern both the
targeting and tasking process.

Because such terms would not identify specific communications facilities, selectors
may not be key words (such as “bomb” or “attack”), or the names of targeted individuals
(“Osama Bin Laden”).114 Under the NSA targeting procedures, if a U.S. person or a person
located in the United States is determined to be a user of a selector, that selector may not
be tasked to Section 702 acquisition or must be promptly detasked if the selector has
already been tasked.11>

Although targeting decisions must be individualized, this does not mean that a
substantial number of persons are not targeted under the Section 702 program. The
government estimates that 89,138 persons were targeted under Section 702 during
2013.116

Once a selector has been tasked under the targeting procedures, it is sent to an
electronic communications service provider to begin acquisition. There are two types of
Section 702 acquisition: what has been referred to as “PRISM” collection and “upstream”
collection. PRISM collection is the easier of the two acquisition methods to understand.

B. PRISM Collection

In PRISM collection, the government (specifically, the FBI on behalf of the NSA)
sends selectors — such as an email address — to a United States-based electronic
communications service provider (such as an Internet service provider, or “ISP”) that has
been served a directive.l17 Under the directive, the service provider is compelled to give the
communications sent to or from that selector to the government (but not communications
that are only “about” the selector, as described below).118 As of mid-2011, 91 percent of the

114 NSA DCLPO REPORT, supra, at 4; PCLOB March 2014 Hearing Transcript, supra, at 57 (statement of
Rajesh De, General Counsel, NSA) (noting that a name cannot be tasked).

115 NSA DCLPO REPORT, supra, at 6.

116 OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE STATISTICAL TRANSPARENCY REPORT REGARDING USE OF
NATIONAL SECURITY AUTHORITIES: ANNUAL STATISTICS FOR CALENDAR YEAR 2013, at 1 (June 26, 2014), available at
http://www.dni.gov/files/tp/National_Security_Authorities_Transparency_Report_CY2013.pdf. In calculating
this estimate, the government counted two known people using one tasked email address as two targets and
one person known to use two tasked email addresses as one target. The number of targets is an estimate
because the government may not be aware of all of the users of a particular tasked selector.

17 The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence
Surveillance Act, supra, at 3. See also PCLOB March 2014 Hearing Transcript at 70 (statement of Rajesh De,
General Counsel, NSA) (noting any recipient company “would have received legal process”).

118 PCLOB March 2014 Hearing Transcript at 70; see also NSA DCLPO REPORT, supra, at 5.
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Internet communications that the NSA acquired each year were obtained through PRISM
collection.119

The government has not declassified the specific ISPs that have been served
directives to undertake PRISM collection, but an example using a fake United States
company (“USA-ISP Company”) may clarify how PRISM collection works in practice: The
NSA learns that John Target, a non-U.S. person located outside the United States, uses the
email address “johntarget@usa-ISP.com” to communicate with associates about his efforts
to engage in international terrorism. The NSA applies its targeting procedures (described
below) and “tasks” johntarget@usa-ISP.com to Section 702 acquisition for the purpose of
acquiring information about John Target’s involvement in international terrorism. The FBI
would then contact USA-ISP Company (a company that has previously been sent a Section
702 directive) and instruct USA-ISP Company to provide to the government all
communications to or from email address johntarget@usa-ISP.com. The acquisition
continues until the government “detasks” johntarget@usa-ISP.com.

The NSA receives all PRISM collection acquired under Section 702. In addition, a
copy of the raw data acquired via PRISM collection — and, to date, only PRISM collection —
may also be sent to the CIA and/or FBI.120 The NSA, CIA, and FBI all must apply their own
minimization procedures to any PRISM-acquired data.121

Before data is entered into systems available to trained analysts or agents,
government technical personnel use technical systems to help verify that data sent by the
provider is limited to the data requested by the government. To again use the John Target
example above, if the NSA determined that johntarget@usa-ISP.com was not actually going
to be used to communicate information about international terrorism, the government
would send a detasking request to USA-ISP Company to stop further Section 702 collection
on this email address. After passing on the detasking request to USA-ISP Company, the
government would use its technical systems to block any further Section 702 acquisition
from johntarget@usa-ISP.com to ensure that Section 702 collection against this address
was immediately terminated.

119 Bates October 2011 Opinion, supra, at 29-30 and n.24, 2011 WL 10945618, at *25 & n.24.

120 Minimization Procedures used by the National Security Agency in Connection with Acquisitions of
Foreign Intelligence Information Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978,
as Amended, § 6(c) (Oct. 31, 2011) (“NSA 2011 Minimization Procedures”), available at
http://www.dni.gov/files/documents/Minimization%20Procedures%20used%20by%20NSA%20in%20Con
nection%20with%20FISA%20SECT%20702.pdf.

121 NSA 2011 Minimization Procedures, supra, § 6(c).
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C. Upstream Collection

The NSA acquires communications from a second means, which is referred to as
upstream collection. Upstream collection is different from PRISM collection because the
acquisition occurs not with the compelled assistance of the United States ISPs, but instead
with the compelled assistance (through a Section 702 directive) of the providers that
control the telecommunications backbone over which communications transit.122 The
collection therefore does not occur at the local telephone company or email provider with
whom the targeted person interacts (which may be foreign telephone or Internet
companies, which the government cannot compel to comply with a Section 702 directive),
but instead occurs “upstream” in the flow of communications between communication
service providers.123

Unlike PRISM collection, raw upstream collection is not routed to the CIA or FBI, and
therefore it resides only in NSA systems, where it is subject to the NSA’s minimization
procedures. 124 CIA and FBI personnel therefore lack any access to raw data from upstream
collection. Accordingly, they cannot view or query such data in CIA or FBI systems.

The upstream acquisition of telephone and Internet communications differ from
each other, and these differences affect privacy and civil liberty interests in varied ways.125
Each type of Section 702 upstream collection is discussed below. In conducting both types
of upstream acquisition, NSA employs certain collection monitoring programs to identify
anomalies that could indicate that technical issues in the collection platform are causing
data to be overcollected.126

122 The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence
Surveillance Act, supra, at 3-4; see also PCLOB March 2014 Hearing Transcript, supra, at 26 (statement of
Rajesh De, General Counsel, NSA) (“The second type of collection is the shorthand referred to as upstream
collection. Upstream collection refers to collection from the, for lack of a better phrase, Internet backbone
rather than Internet service providers.”).

123 See PCLOB March 2014 Hearing Transcript, supra, at 26 (statement of Rajesh De, General Counsel,
NSA) (“This type of collection upstream fills a particular gap of allowing us to collect communications that are
not available under PRISM collection.”).

124 The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence
Surveillance Act, supra, at 4.

125 See PCLOB March 2014 Hearing Transcript, supra, at 27 (statement of Rajesh De, General Counsel,
NSA).

126 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 29.
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1. Upstream Collection of Telephone Communications

Like PRISM collection, the upstream collection of telephone communications begins
with the NSA’s tasking of a selector.127 The same targeting procedures that govern the
tasking of an email address in PRISM collection also apply to the tasking of a telephone
number in upstream collection.128 Prior to tasking, the NSA therefore is required to assess
that the specific telephone number to be tasked is used by a non-U.S. person reasonably
believed to be located outside the United States from whom the NSA assesses it may
acquire the types of foreign intelligence information authorized under one of the Section
702 certifications. Once the targeting procedures have been applied, the NSA sends the
tasked telephone number to a United States electronic communication service provider to
initiate acquisition.12? The communications acquired, with the compelled assistance of the
provider, are limited to telephone communications that are either to or from the tasked
telephone number that is used by the targeted person. Upstream telephony collection
therefore does not acquire communications that are merely “about” the tasked telephone
number.130

2. Upstream Collection of Internet “Transactions”

The process of tasking selectors to acquire Internet transactions is similar to tasking
selectors to PRISM and upstream telephony acquisition, but the actual acquisition is
substantially different. Like PRISM and upstream telephony acquisition, the NSA may only
target non-U.S. persons by tasking specific selectors to upstream Internet transaction
collection.131 And, like other forms of Section 702 collection, selectors tasked for upstream
Internet transaction collection must be specific selectors (such as an email address), and
may not be key words or the names of targeted individuals.132

Once tasked, selectors used for the acquisition of upstream Internet transactions are
sent to a United States electronic communication service provider to acquire
communications that are transiting through circuits that are used to facilitate Internet

127 PCLOB March 2014 Hearing Transcript, supra, at 26 (statement of Rajesh De, General Counsel, NSA);
id. at 51-53 (statement of Brad Wiegmann, Deputy Assistant Attorney General, National Security Division,
DOJ).

128 NSA DCLPO REPORT, supra, at 6.

129 PCLOB March 2014 Hearing Transcript, supra, at 53-54 (statements of Rajesh De, General Counsel,
NSA, and Brad Wiegmann, Deputy Assistant Attorney General, National Security Division, DOJ).

130 Bates October 2011 Opinion, supra, at 15, 2011 WL 10945618, at *5.
131 NSA DCLPO REPORT, supra, at 5-6.

132 NSA DCLPO REPORT, supra, at 4; PCLOB March 2014 Hearing Transcript, supra, at 57 (statement of
Rajesh De, General Counsel, NSA) (noting that a name cannot be tasked).
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communications, what is referred to as the “Internet backbone.”133 The provider is
compelled to assist the government in acquiring communications across these circuits. To
identify and acquire Internet transactions associated with the Section 702-tasked selectors
on the Internet backbone, Internet transactions are first filtered to eliminate potential
domestic transactions, and then are screened to capture only transactions containing a
tasked selector. Unless transactions pass both these screens, they are not ingested into
government databases. As of 2011, the NSA acquired approximately 26.5 million Internet
transactions a year as a result of upstream collection.134

» «

Upstream collection acquires Internet transactions that are “to,” “from,” or “about” a
tasked selector.135 With respect to “to” and “from” communications, the sender or a
recipient is a user of a Section 702-tasked selector. This is not, however, necessarily true
for an “about” communication. An “about” communication is one in which the tasked
selector is referenced within the acquired Internet transaction, but the target is not
necessarily a participant in the communication.13¢ If the NSA therefore applied its targeting
procedures to task email address “JohnTarget@example.com,” to Section 702 upstream
collection, the NSA would potentially acquire communications routed through the Internet
backbone that were sent from email address JohnTarget@example.com, that were sent to
JohnTarget@example.com, and communications that mentioned JohnTarget@example.com
in the body of the message. The NSA would not, however, acquire communications simply
because they contained the name “John Target.” In a still-classified September 2008
opinion, the FISC agreed with the government’s conclusion that the government’s target
when it acquires an “about” communication is not the sender or recipients of the
communication, regarding whom the government may know nothing, but instead the
targeted user of the Section 702-tasked selector. The FISC’s reasoning relied upon
language in a congressional report, later quoted by the FISA Court of Review, that the

133 The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence
Surveillance Act, supra, at 3-4.

134 Bates October 2011 Opinion, supra, at 73, 2011 WL 10945618, at *26.

135 See, e.g., October 2011 Opinion, supra, at 15-16, 2011 WL 10945618, at *5-6 (describing the
government’s representations regarding upstream collection in the first Section 702 certification the FISC
reviewed).

136 Bates October 2011 Opinion, supra, at 15, 2011 WL 10945618, at *5; Joint Statement of Lisa O.
Monaco, Assistant Attorney General, National Security Division, Dept. of Justice, et. al., Hearing Before the
House Permanent Select Comm. on Intelligence: FISA Amendments Act Reauthorization, at 7 (Dec. 8,2011)
(“December 2011 Joint Statement”) (statement of Brad Wiegmann, Deputy Assistant Attorney General,
National Security Division, DOJ), available at
http://www.dni.gov/files/documents/Joint%20Statement%20FAA%20Reauthorization%20Hearing%?20-
%20December%202011.pdf; PCLOB March 2014 Hearing Transcript, supra, at 55.
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“target” of a traditional FISA electronic surveillance “is the individual or entity . .. about
whom or from whom information is sought.”137

There are technical reasons why “about” collection is necessary to acquire even
some communications that are “to” and “from” a tasked selector. In addition, some types of
“about” communications actually involve Internet activity of the targeted person.138 The
NSA cannot, however, distinguish in an automated fashion between “about”
communications that involve the activity of the target from communications that, for
instance, merely contain an email address in the body of an email between two non-
targets.139

In order to acquire “about” communications while complying with Section 702’s
prohibition on intentionally acquiring known domestic communications, the NSA is
required to take additional technical steps that are not required for other Section 702
collection. NSA is required to use other technical means, such as Internet protocol (“IP”)
filters, to help ensure that at least one end of an acquired Internet transaction is located
outside the United States.140 If, for example, a person located in Chicago sent an email to a
friend in Miami that mentioned the tasked selector “JohnTarget@example.com,” the IP
filters (or comparable technical means) are designed to prevent the acquisition of this
communication. The IP filters, however, do not operate perfectly,141 and may fail to filter
out a domestic communication before it is screened against tasked selectors. A United
States-based user, for example, may send a communication (intentionally or otherwise) via
a foreign server even if the intended recipient is also in the United States.142 As such, the
FISC has noted the government’s concession that in the ordinary course of acquiring single
communications, wholly domestic communications could be acquired as much as 0.197%
of the time.143 While this percentage is small, the FISA court estimated in 2011 that the

137 See In re Sealed Case, 310 F. 3d 717, 740 (FISA Ct. Rev. 2002) (quoting H.R. Rep. 95-1283, at 73
(1978)); see also PCLOB March 2014 Hearing Transcript, supra, at 55 (statement of Brad Wiegmann, Deputy
Assistant Attorney General, National Security Division, DOJ) (confirming the FISC had held that targeting
includes communications about a particular selector that are not necessarily to or from that selector).

138 Bates October 2011 Opinion, supra, at 37-38, 2011 WL 10945618, at *12 (describing the types of
acquired Internet transactions and noting that a subset involve transactions of the target).

139 Bates October 2011 Opinion, supra, at 31, 43, 2011 WL 10945618, at *10, *14 (describing limitations
on what can be distinguished at the acquisition stage).

140 Bates October 2011 Opinion, supra, at 33, 2011 WL 10945618, at *11 (regarding the “technical
measures” that NSA uses to prevent the acquisition of upstream collection of domestic communications); NSA
DCLPO REPORT, supra, at 5-6 (acknowledging that IP filters are used to prevent the acquisition of domestic
communications).

141 December 2011 Joint Statement, supra, at 7 (acknowledging measures to prevent acquisition of
domestic communications “are not perfect”).

142 Bates October 2011 Opinion, supra, at 34-35n.33,2011 WL 10945618, at *11 n.33.
143 Bates October 2011 Opinion, supra, at 34 n.32,2011 WL 10945618, at *11 n.32.
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overall number of communications the government acquires through Section 702
upstream collection could result in the government acquiring as many as tens of thousands
of wholly domestic communications per year.144

In addition, wholly domestic communications could also be acquired because they
were embedded in a larger multi-communication transaction (“MCT”), the subject of the
next section.

3. Upstream Collection of Internet Communications: Multi-Communication
Transactions (“MCTs")

While the NSA’s upstream collection is intended to acquire Internet communications,
it does so through the acquisition of Internet transactions. The difference between
communications and transactions is a significant one, and the government’s failure to
initially distinguish and account for this distinction caused the FISA court to misunderstand
the nature of the collection for over two years, and later to find a portion of the Section 702
program to be unconstitutional.

The NSA-designed upstream Internet collection devices acquire transactions as they
cross the Internet. An Internet transaction refers to any set of data that travels across the
Internet together such that it may be understood by a device on the Internet.1#> An Internet
transaction could consist of a single discrete communication, such as an email that is sent
from one server to another. Such communications are referred to as single communication
transactions (SCTs).146 Of the upstream Internet transactions that the NSA acquired in
2011, approximately ninety percent were SCTs.147

In other instances, however, a single Internet transaction might contain multiple
discrete communications. These transactions are referred to as MCTs.148 If a single discrete
communication within an MCT is to, from, or about a Section 702-tasked selector, and at
least one end of the transaction is foreign, the NSA will acquire the entire MCT.14?

If the acquired MCT is a transaction between the Section 702 target (who is assessed
to be a non-U.S. person located outside the United States and is targeted to acquire foreign
intelligence information falling under one of the approved certifications) and a server, then

144 Bates October 2011 Opinion, supra, at 34 n.32,2011 WL 10945618, at *11 n.32; December 2011 Joint
Statement, supra, at 7.

145 See Bates October 2011 Opinion, supra, at 28 n.23, 2011 WL 10945618, at *9 n.23 (quoting
government characterization of what constitutes an Internet transaction).

146 Bates October 2011 Opinion, supra, at 27-28, 2011 WL 10945618, at *9.
147 Bates October 2011 Opinion, supra, at 34 n.32,2011 WL 10945618, at *11 n.32.
148 Bates October 2011 Opinion, supra, at 28, 2011 WL 10945618, at *9.

149 December 2011 Joint Statement, supra, at 7.
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all of the discrete communications acquired within the MCT are also communications to or
from the target. Based on a statistical sample conducted by the NSA, the FISC estimated
that as of 2011 the NSA acquired between 300,000 and 400,000 such MCTs every year (i.e.,
MCTs where the “active user,”150 was the target him or herself).151

When the acquired MCT is not a transaction between the target and the server, but
instead a transaction between another individual and a server that happens to include a
Section 702 tasked selector, the MCT may “include communications that are not about a
tasked selector and may have no relationship, or no more than an incidental relationship to
the [tasked] selector.”152 These non-target MCTs break down into three categories. Based
on the NSA’s statistical study, the FISC estimated that (as of 2011) the NSA acquired at least
1.3 million MCTs each year where the user who caused the transaction to occur was not the
target, but was located outside the United States.1>3 Using this same statistical analysis, the
FISA court estimated that the NSA would annually acquire an additional approximately
7,000 to 8,000 MCTs of non-targeted users who were located in the United States, and
between approximately 97,000 and 140,000 MCTs each year where NSA would not be able
to determine whether the user who caused the transaction to occur was located inside or
outside the United States.154

The NSA’s acquisition of MCTs is a function of the collection devices it has designed.
Based on government representations, the FISC has stated that the “NSA’s upstream
Internet collection devices are generally incapable of distinguishing between transactions
containing only a single discrete communication to, from, or about a tasked selector and
transactions containing multiple discrete communications, not all of which are to, from, or
about a tasked selector.”1>> While some distinction between SCTs and MCTs can be made
with respect to some communications in conducting acquisition, the government has not
been able to design a filter that would acquire only the single discrete communications
within transactions that contain a Section 702 selector. This is due to the constant changes
in the protocols used by Internet service providers and the services provided.1%6 If time

150 The “active user” is the actual human being who is interacting with a server to engage in an Internet
transaction.

151 Bates October 2011 Opinion, supra, at 38, 2011 WL 10945618, at *12.
152 December 2011 Joint Statement, supra, at 7.
153 Bates October 2011 Opinion, supra, at 39, 2011 WL 10945618, at *12.

154 Bates October 2011 Opinion, supra, at 38-40, 2011 WL 10945618, at *12. With respect to this last
category, the unidentified user could be the Section 702 target. Id. at 38, 40-41, 2011 WL 10945618, at *12.

155 Bates October 2011 Opinion, supra, at 31, 2011 WL 10945618, at *10. In 2011, the NSA was able to
determine that approximately 90 percent of all upstream Internet transactions consisted of SCTs as the result
of a post-acquisition statistical sample that required a manual review. Id. at 34 n.32,2011 WL 10945618,
at*11.

156 Bates October 2011 Opinion, supra, at 32, 2011 WL 10945618, at *10.
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were frozen and the NSA built the perfect filter to acquire only single, discrete
communications, that filter would be out-of-date as soon as time was restarted and a
protocol changed, a new service or function was offered, or a user changed his or her
settings to interact with the Internet in a different way. Conducting upstream Internet
acquisition will therefore continue to result in the acquisition of some communications that
are unrelated to the intended targets.

The fact that the NSA acquires Internet communications through the acquisition of
Internet transactions, be they SCTs or MCTs, has implications for the technical measures,
such as IP filters, that the NSA employs to prevent the intentional acquisition of wholly
domestic communications. With respect to SCTs, wholly domestic communications that are
routed via a foreign server for any reason are susceptible to Section 702 acquisition if the
SCT contains a Section 702 tasked selector.1>7 With respect to MCTs, wholly domestic
communications also may be embedded within Internet transactions that also contain
foreign communications with a Section 702 target. The NSA’s technical means for filtering
domestic communications cannot currently discover and prevent the acquisition of such
MC(CTs.158

Because of the greater likelihood that upstream collection of Internet transactions,
in particular MCTs, will result in the acquisition of wholly domestic communications and
extraneous U.S. person information, there are additional rules governing the querying,
retention, and use of such upstream data in the NSA minimization procedures. These
additional procedures are discussed below.

IV. Targeting Procedures: Who May Be Targeted? How? And Who Decides?

As is discussed above, the government targets persons under Section 702 by tasking
selectors — communication facilities, such as email addresses and telephone numbers —
that the government assesses will be used by those persons to communicate or receive
foreign intelligence information that falls within one of the authorized Section 702
certifications.15? Under Section 702, this targeting process to determine which persons are
(1) non-U.S. persons, that are (2) reasonably believed to be located outside the United
States, who will (3) use the tasked selectors to communicate or receive foreign intelligence

157 Bates October 2011 Opinion, supra, at 34-35, n.32 & n.33; id. at 45, 2011 WL 10945618, at *11
(“[T]he government readily concedes that NSA will acquire a wholly domestic “about” communication if the
transaction containing the communication is routed through an international Internet link being monitored
by NSA or is routed through a foreign server.”)

158 Bates October 2011 Opinion, supra, at 45,47,2011 WL 10945618, at *15.

159 See, e.g., AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-2.
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information is governed by targeting procedures.160 While the targeting procedures are
subject to judicial review by the FISC,161 individual targeting determinations made under
these targeting procedures are not reviewed by the FISC (but are subject to internal
Executive oversight, as detailed below).162

Both the NSA and FBI have targeting procedures that govern the process by which
persons may be targeted under Section 702.163 While some information has been released
by the government, neither the NSA nor the FBI targeting procedures have been
declassified in full. The NSA’s Section 702 targeting procedures take primary importance
because only the NSA may initiate Section 702 collection.1¢4 The FBI's Section 702 targeting
procedures, which are discussed further below, are applied to certain selectors only after
the NSA has previously determined under the NSA targeting procedures that these
selectors qualify for Section 702 targeting.16> Although the NSA initiates all Section 702
targeting, and thus makes all initial decisions pursuant to its targeting procedures
regarding whether a person qualifies for Section 702 targeting under one of the Section
702 certifications, the CIA and FBI have processes to “nominate” targets to the NSA for
Section 702 targeting.16¢ It is the NSA, however, that must make the determination whether
to initiate targeting.

Section 702 targeting begins when an NSA analyst discovers or is informed of a
foreign intelligence lead — specifically, information indicating that a particular person may
possess or receive the types of foreign intelligence information described within one of the
Section 702 certifications.167 Lead information could come from any of multiple sources,
including human intelligence, signals intelligence or other sources such as law enforcement
information. Because Section 702 acquisition is selector-based, the NSA analyst must also

160 See 50 U.S.C. § 1881a(d)(1) (requirement for targeting procedures); AUGUST 2013 SEMIANNUAL
ASSESSMENT, supra, at A-1 (general scope of what is covered by those targeting procedures).

161 50 U.S.C. § 1881a(d)(2).

162 NSA DCLPO REPORT, supra, at 2, 4-5.
163 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 6, 9.
164 See The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence

Surveillance Act, supra, at 3 (noting that “NSA takes the lead in targeting and tasks both telephone and
electronic communications selectors to acquire communications); AUGUST 2013 SEMIANNUAL ASSESSMENT, supra,
at 6 (“[A]ll Section 702 targeting is initiated pursuant to the NSA’s targeting procedures.”).

165 The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence
Surveillance Act, supra, at 3.

166 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-8, A-12.
167 NSA DCLPO REPORT, supra, at 4.
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discover or be informed of a specific selector used by this potential target that could be
tasked to PRISM and/or upstream collection.168

Having identified a potential person to target through the tasking of a selector, the
NSA analyst must then apply the targeting procedures. These procedures require the NSA
analyst to make a determination regarding the assessed location and non-U.S. person status
of the potential target (the foreignness determination)'6® and whether the target possesses
and/or is likely to communicate or receive foreign intelligence information authorized
under an approved certification (the foreign intelligence purpose determination).170

A. Foreignness Determination

With respect to the foreignness determination, the NSA analyst is required to assess
whether the target of the acquisition is a non-U.S. person reasonably believed to be located
outside the United States based upon the totality of the circumstances available.17! This
analysis begins with a review of the initial lead information, which must be examined to
determine whether it indicates either the location or the U.S. person status of the potential
target.172 At times, the lead information itself will state where the target is assessed to be
located and their U.S. person status. In other instances, this information may only enable an
analyst to infer location or U.S. person status. In either case, the Section 702 targeting
determination may not be made upon the lead information alone. Instead, the NSA analyst
must check multiple sources and make a determination based on the totality of the
circumstances available to the analyst.173

The government has stated that in making this foreignness determination the NSA
targeting procedures inherently impose a requirement that analysts conduct “due
diligence” in identifying these relevant circumstances. What constitutes due diligence will

168 NSA DCLPO REPORT, supra, at 4.

169 PCLOB March 2014 Hearing Transcript, supra, at 41 (statement of Rajesh De, General Counsel, NSA)
(stating that “foreignness determination” is a “shorthand for referring to the determination that [the target] is
anon-U.S. person reasonably located to be abroad”).

170 PCLOB March 2014 Hearing Transcript, supra, at 61 (statement of Brad Wiegmann, Deputy Assistant
Attorney General, National Security Division, DOJ) (describing individualized foreign intelligence purpose
determination which must be documented as part of the tasking process).

171 NSA DCLPO REPORT, supra, at 4; PCLOB March 2014 Hearing Transcript, supra, at 42 (statement of
Rajesh De, General Counsel, NSA) (noting that foreignness determination is a “totality of the circumstances”
test).

172 The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence
Surveillance Act, supra, at 3.

173 NSA DCLPO REPORT, supra, at 4; PCLOB March 2014 Hearing Transcript, supra, at 41 (statement of
Rajesh De, General Counsel, NSA) (in describing foreignness determination, stating that “an analyst must take
into account all available information. . . [A]n analyst cannot ignore any contrary information to suggest that
that is not the correct status of the person.”)
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vary depending on the target; tasking a new selector used by a foreign intelligence target
with whom the NSA is already quite familiar may not require deep research into the
target’s (already known) U.S. person status and current location, while a great deal more
effort may be required to target a previously unknown, and more elusive, individual. As
previously discussed above, a failure by an NSA analyst to conduct due diligence in
identifying relevant circumstances regarding the location and U.S. person status of a
Section 702 target is a reportable compliance incident to the FISC.

After conducting due diligence and reviewing the totality of the circumstances, the
NSA analyst is required to determine whether the information indicates that the target is a
non-U.S. person reasonably believed to be located outside the United States.17# The
government has stated, and the Board’s review has confirmed, that this is nota “51% to
49% test.”175 If there is conflicting information indicating whether a target is located in the
United States or is a U.S. person, that conflict must be resolved and the user must be
determined to be a non-U.S. person reasonably believed to be located outside the United
States prior to targeting.176

While conflicting information must be resolved, the standard for making the
foreignness determination is not a probable cause standard. Through the application of the
NSA targeting procedures over the years and interactions with and between and among
NSA personnel and external DOJ/Office of the Director of National Intelligence (“ODNI”")
overseers, a common understanding has been developed regarding what constitutes a
sufficient basis for determining that a potential Section 702 target is a non-U.S. person
reasonably believed to be located outside the United States. The NSA targeting procedures
include a process for assessing non-U.S. person’s status. This determination may not be
made unless the analyst has first undertaken due diligence.

In 2013, the DOJ undertook a review designed to assess how often the foreignness
determinations that the NSA made under the targeting procedures as described above
turned out to be wrong — i.e., how often the NSA tasked a selector and subsequently
realized after receiving collection from the provider that a user of the tasked selector was
either a U.S. person or was located in the United States. The DO]J reviewed one year of data
and determined that 0.4% of NSA’s targeting decisions resulted in the tasking of a selector
that, as of the date of tasking, had a user in the United States or who was a U.S. person. As is
discussed in further detail below, data from such taskings in most instances must be

174 See PCLOB March 2014 Hearing Transcript, supra, at 40-42 (statement of Rajesh De, General Counsel,
NSA).

175 PCLOB March 2014 Hearing Transcript, supra, at 40-41 (statement of Rajesh De, General Counsel,
NSA).

176 NSA DCLPO REPORT, supra, at 4; PCLOB March 2014 Hearing Transcript, supra, at 40-42 (statement of

Rajesh De, General Counsel, NSA).
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purged. The purpose of the review was to identify how often the NSA’s foreignness
determinations proved to be incorrect. Therefore, the DOJ’s percentage does not include
instances where the NSA correctly determined that a target was located outside the United
States, but post-tasking, the target subsequently traveled to the United States.

B. Foreign Intelligence Purpose Determination

In addition to the foreignness determination, the NSA analyst must also make a
foreign intelligence purpose determination. Specifically, the NSA targeting procedures
require that the NSA determine that tasking the selector will be likely to acquire one of the
types of foreign intelligence information identified in a Section 702 certification.177 In
making this determination, the NSA analyst must identify the specific foreign power or
foreign territory concerning which the foreign intelligence information is being sought.178
The NSA targeting procedures include a non-exclusive list of factors that the NSA will
consider in determining whether the tasking of a selector will be likely to result in foreign
intelligence information falling within one of the Section 702 certifications.

C. Documentation Requirements

The NSA targeting procedures contain documentation requirements with respect to
aspects of the foreignness and foreign intelligence purpose determinations. Analysts are
required under the NSA targeting procedures to cite the specific documents and
communications that led them to assess that the Section 702 target is located outside the
United States.17° As a practical matter, these citations are accompanied by a narrative
explaining what the documents and communications indicate with regard to the location of
the target. In other words, with respect to the determination regarding the location of the
target, analysts must “show their work.” Although analysts are required under the
targeting procedures to conduct an analysis regarding why the targeting of the individual
will result in obtaining foreign intelligence information under the Section 702
certifications, analysts are not required to document (i.e., show their work) this foreign
intelligence purpose determination in the same manner as they are required to document
the foreignness determination. With respect to the foreign intelligence purpose, the NSA
targeting procedures require the analyst only to “identify” the foreign power or foreign
territory regarding which the foreign intelligence information is to be acquired.189 By
policy, but not as a requirement of the targeting procedures, the NSA also requires that all
taskings be accompanied by a very brief statement (typically no more than one sentence

177 NSA DCLPO REPORT, supra, at 4.

178 See AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-5 (noting that the identified foreign power or
foreign territory must be documented).

179 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-5; see also NSA DCLPO REPORT, supra, at 4-5.

180 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-5.
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long) that further explains the analyst’s rationale for assessing that tasking the selector in
question will result in the acquisition of the types of foreign intelligence information
authorized by the Section 702 certifications.181

In the Board'’s view, this reduced documentation regarding the foreign intelligence
purpose determination results in a less rigorous review by the NSA’s external overseers of
the foreign intelligence purpose determinations than the NSA’s foreignness determination.
Also as a matter of NSA policy, as opposed to a requirement in the NSA targeting
procedures, NSA analysts document the assessed non-U.S. person status of the target, but
analysts do not separately document the basis for this non-U.S. person determination. In
general, however, the non-U.S. person analysis is based upon same information that
underlies the determination regarding the target’s location.

D. Approvals

Once analysts have documented their determinations in an NSA tasking database,182
the tasking request undergoes two layers of review before actual Section 702 acquisition is
initiated.183 Two different senior NSA analysts must review the documentation
accompanying the tasking request to ensure that it meets all of the requirements of the
NSA targeting procedures.184 Both NSA senior analysts receive additional training to review
tasking requests.185 Both senior analysts may also request additional information prior to
approving or denying the Section 702 tasking request.18¢ Both senior analysts are required
to review all aspects of the tasking before approving the tasking request.187

Once the tasking request receives all of the necessary approvals, it is sent to one or
more electronic communication service providers that have received a Section 702
directive in order to initiate Section 702 acquisition.188 The tasking request, however, is
subjected to further post-tasking review by the DOJ/ODNI review team,18° as is discussed
in the “External Oversight” section below.

181 See generally PCLOB March 2014 Hearing Transcript, supra, at 59 (statement of Rajesh De, General
Counsel, NSA) (discussing foreign intelligence purpose determination and noting that it must be “documented
in a targeting rationale document”).

182 August 2013 Semiannual Assessment, supra, at A-5.
183 NSA DCLPO REPORT, supra, at 5.
184 NSA DCLPO REPORT, supra, at 5.
185 NSA DCLPO REPORT, supra, at 5.

186 NSA DCLPO REPORT, supra, at 5.
187 NSA DCLPO REPORT, supra, at 5.
188 NSA DCLPO REPORT, supra, at 5.
189 NSA DCLPO REPORT, supra, at 5; AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 6-7.
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E. CIA and FBI Nominations

The CIA and FBI have both developed processes to nominate selectors to the NSA to
be tasked for Section 702 acquisition.1?0 The NSA evaluates the CIA and FBI nominations
under the same targeting procedures and using the same processes that are described
above. It is the NSA that is ultimately responsible for the tasking of such facilities. In order
to ensure that the NSA’s foreignness and foreign intelligence purpose determinations
regarding the CIA and FBI nominations are made on accurate and current information, both
the CIA and FBI have implemented internal requirements prior to formally nominating a
selector to the NSA for acquisition. For example, the CIA nominations are reviewed and
approved by the targeting officer’s first line manager, a legal officer, a senior operational
manager, and the CIA’s FISA Program office prior to being exported to the NSA.1%1 These
internal procedures are in addition to the NSA documentation and approval requirements
required for all taskings.

F. FBI Targeting Procedures

The FBI's targeting procedures govern certain aspects of the PRISM program;
specifically, requests for certain communications for selectors that have already been
determined by the NSA to have met its targeting procedures. As the NSA has already made
a foreignness determination with respect to any selector for which the FBI will be acquiring
communications, the FBI's role in targeting is substantially different than that of the NSA.192
Instead of establishing the required information to indicate that a Section 702 target is a
non-U.S. person reasonably believed to be located outside the United States who is likely to
communicate or receive foreign intelligence information, the FBI targeting procedures are
intended to “provide additional assurance that the users of tasked accounts are non-United
States persons located outside the United States.”193 The FBI targeting procedures
therefore require the FBI to both review the NSA’s foreignness determinations!?4 and
review information available to the FBI. FBI personnel who process tasking requests
receive training in both the FBI targeting procedures and a detailed set of standard
operating procedures that describe the steps that the FBI must take to ensure that they

190 See supra footnote 1664 and accompanying text.

191 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-8; see also AUGUST 2013 SEMIANNUAL ASSESSMENT at 36
(describing compliance incident related to an FBI nomination that stemmed from reliance on an unsupported
fact).

192 The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence
Surveillance Act, supra, at 3.

193 Bates October 2011 Opinion, supra, at 22, 2011 WL 10945618, at *7.

194 The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence
Surveillance Act, supra, at 3.
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have conducted due diligence in looking for information that may alter or affect the NSA’s
foreignness assessment.19>

V. Post-Tasking Review and Related Reporting and Purging Requirements

In addition to defining the process by which Section 702 tasking will be initiated, the
NSA targeting procedures also impose additional post-tasking requirements designed to
ensure that the users of tasked selectors remain non-U.S. persons located outside the
United States and that acquisition against the selector continues only insofar as the
government assesses that the tasking is likely to acquire foreign intelligence information
within one of the authorized Section 702 certifications. The manner in which the post-
tasking checks required by the NSA targeting procedures will be implemented has been
supplemented by additional filings by the government with the FISC. The government has
reported to the FISA court and Congress as compliance incidents instances in which its
implementation of the required post-tasking checks did not correspond with these
additional representations to the court.

NSA analysts are required to routinely review at least a sample of the Section 702-
acquired communications for selectors that they have tasked to ensure that the selectors
remain properly tasked.1¢ The NSA has developed automated systems to remind analysts
to review collection from email addresses and comparable selectors within five business
days after the first instance that data is acquired for a particular tasked selector, and at
least every 30 days thereafter; comparable systems have to-date not been implemented
with respect to Section 702 acquisition of upstream telephony collection. The analysts
review the content to verify that the selector is associated with the foreign intelligence
target, as well as look for any information indicating that a user of the selector is a U.S.
person or located in the United States.1%7 The NSA also requires analysts to re-verify at
least once a year that each selector continues to be tasked in order to acquire the types of
foreign intelligence information specified in the certification under which the selector is
tasked. The CIA and FBI have each implemented their own comparable policies and
practices mandating that analysts, agents, and officers initially review and periodically
verify data acquired from selectors nominated by the CIA and FBI to ensure the selectors
remain properly tasked for Section 702 acquisition.

195 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 36, A-11 to A-12.
196 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-4; NSA DCLPO REPORT, supra, at 6.
197 NSA DCLPO REPORT, supra, at 6; see also PCLOB March 2014 Hearing Transcript, supra, at 42

(statement of Rajesh De, General Counsel, NSA) (noting that “analysts have an affirmative obligation to
periodically revisit the foreignness determination”)
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In addition to this content review, the NSA is required to conduct routine post-
tasking checks of all Section 702-tasked selectors.198

If it is determined that a user of a tasked selector is either in the United States or is a
U.S. person, the selector is required to be promptly detasked from Section 702 acquisition
(i.e., all Section 702 acquisition directed at that selector must be terminated).1°° Any other
Section 702-tasked selectors assessed to be used by the individual determined to be a U.S.
person or located in the United States must also be promptly detasked.200 Additionally,
selectors must be detasked if the government determines that it will not obtain the types of
foreign intelligence information authorized under the Section 702 certifications.20! Failure
to detask a selector from Section 702 acquisition after it has been (or, based on the
available information, should have been) determined to be ineligible for further Section
702 acquisition is a compliance incident that must be reported first to the DOJ and ODNI,
and in turn to the FISC and Congress.202

If it is learned that a tasked selector is being used by a U.S. person or person located
in the United States, the data acquired from the selector while it was being used by the U.S.
person or person located in the United States is subject to purge, with limited exceptions.203
If the data was acquired as a result of a compliance incident — because, for example, there
was an error in the tasking (e.g., typographical error, lack of due diligence tasking, etc.); an
error in detasking (insufficiently prompt detasking); or an overproduction by the provider
— the acquired communications must be purged.2%4 In cases where there is no underlying
compliance incident but a user is determined to be a U.S. person or a person located in the
United States (e.g., the government had a reasonable, but ultimately mistaken, belief that a
target was located outside the United States), a purge of acquired communications is also
required.205

198 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 6.

199 NSA DCLPO REPORT, supra, at 6; see also NSA October 2011 Minimization Procedures, supra, § 3(d)(1).
200 NSA DCLPO REPORT, supra, at 6; see also NSA October 2011 Minimization Procedures, supra, § 3(d)(1).
201 NSA DCLPO REPORT, supra, at 6.

202 See AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 7 (noting that the NSA must report all instances in
which a target is found to be located in the United States, but that such incidents are only compliance
incidents if the NSA “knew or should have known the target was in the United States during the collection
period”); id. at 25-27, 29, 33 (describing the category of detasking incidents and specific detasking incidents);
NSA DCLPO REPORT, supra, at 3 (summarizing reporting process).

203 NSA DCLPO REPORT, supra, at 8.
204 See, e.g., PCLOB March 2014 Hearing Transcript, supra, at 72.

205 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-12 (noting that all of the agency minimization
procedures require purges when a target is discovered to be a U.S. person or person located in the United
States, with limited exceptions).
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Certain exceptions apply, however, in instances where the communications were
not acquired as the result of a violation of the targeting or minimization procedures. The
NSA minimization procedures permit the Director (or Acting Director) of the NSA to waive,
on a communication-by-communication basis, specific communications determined to
contain “significant foreign intelligence information” or information that is not foreign
intelligence information but is “evidence of a crime.”206 The CIA and FBI standards for
executing a waiver are similar. Additionally, and notwithstanding the general purge
requirement and the specific waiver exceptions, the NSA may also inform the FBI that a
target has entered the United States so that the FBI make seek traditional FISA electronic
surveillance of the target or take other lawful investigative steps.207 The NSA may also
retain and disclose to the FBI and CIA certain technical data for collection avoidance
purposes.208

VL. Minimization and Related Requirements: What Are the Limitations Regarding
How the Data is Acquired, Who May View It, How Long It Is Retained, and with
Whom It May be Shared?

Minimization is one of the most confusing terms in FISA. Like traditional FISA
electronic surveillance and physical search,29? Section 702 requires that all acquired data
be subject to “minimization procedures.”210 Minimization procedures are best understood
as a set of controls on data to balance privacy and national security interests. Specifically,
under FISA, minimization procedures must be “specific procedures . .. that are reasonably
designed in light of the purpose and technique of the particular surveillance to minimize the
acquisition and retention, and prohibit the dissemination, of nonpublicly available
information concerning unconsenting United States persons consistent with the need of the
United States to obtain, produce, and disseminate foreign intelligence information.”?11
Minimization procedures must also contain special limitations on the dissemination of U.S.

206 NSA October 2011 Minimization Procedures, supra, § 5(1) and (2). The NSA’s minimization
procedures also allow for the Director of the NSA to waive the purge of a communication that is assessed to

» ous

contain “technical data base information,” “information necessary to understand or assess a communications
security vulnerability,” or “information pertaining to a threat of serious harm to life or property.” NSA
October 2011 Minimization Procedures § 5(3), (4). To date, no waivers have been granted under these
additional provisions.

207 NSA October 2011 minimization procedures, supra, § 5.
208 NSA October 2011 minimization procedures, supra, § 5.
209 See 50 U.S.C. §§ 1805(a)(3) and 1824(a)(3).

210 50 U.S.C. § 1881a(e).

211 50 U.S.C. 1801(h)(1) (emphasis added).
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person identities with respect to certain types of foreign intelligence information,212 as well
as allow for the retention and dissemination of evidence of a crime to law enforcement
entities.213 These statutory requirements obligate the Attorney General to adopt
procedures that balance the at times competing interests in protecting the privacy of U.S.
persons and the Intelligence Community’s production of foreign intelligence information to
meet national security requirements. In addition, although the minimization procedures
must be designed to protect U.S. persons’ privacy, the procedures will at times provide
controls on data that protect the privacy of non-U.S. persons as well.

This section describes the controls imposed by the Section 702 minimization
procedures on acquisition, access (and related training requirements), querying, retention
(and purging), and dissemination. The NSA’s 2011 Section 702 minimization procedures
have been publicly released.214 Minimization procedures for the CIA, FBI, and National
Counterterrorism Center (“NCTC”)215 have not been publicly released to date, though some
information regarding these procedures has been declassified. Although the minimization
procedures for each agency have many similarities, there are differences between the
agencies’ minimization procedures that are related to the different authorities of the
respective agencies and the way each uses the Section 702-acquired data.21® Some of these
differences impact privacy concerns.

All Section 702-acquired data, both content and metadata, is subject to the Section
702 minimization procedures.217

A. Acquisition

The minimization procedures of agencies that conduct acquisition — in the case of
Section 702, the NSA and FBI — must contain provisions that minimize the acquisition of
U.S. person information consistent with the authorized purpose of the collection. The first
minimization of the acquisition of U.S. person information, however, stems from the
targeting requirements imposed by the statute itself. As an initial matter, Section 702

212 50 U.S.C.§ 1801(h)(2) (further limiting dissemination of U.S. person identities with regard to foreign
intelligence information as defined by § 1801(e)(2), but not § 1801(e)(1)).

213 50 U.S.C.§ 1801(h)(3).

214 See NSA 2011 Minimization Procedures, supra, available at
http://www.dni.gov/files/documents/Minimization%Z20Procedures%20used%20by%20NSA%20in%20Con
nection%20with%20FISA%20SECT%20702.pdf.

215 As described below, the NCTC’s role in processing and minimizing Section 702 data is limited. See
AUGUST 2013 JOINT ASSESSMENT, supra, at 4 n.2.

216 PCLOB March 2014 Hearing Transcript, supra, at 18-19 (discussion between David Medine,
Chairman, PCLOB, and Brad Wiegmann, Deputy Assistant Attorney General, National Security Division, DOJ).

217 PCLOB March 2014 Hearing Transcript, supra, at 19.
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prohibits the intentional targeting of U.S. persons, the intentional targeting of persons
located in the United States, reverse targeting, or the intentional acquisition of
communications known to be wholly domestic at the time of acquisition.218 Each of these
statutory requirements is designed to reduce, though not eliminate, the acquisition of U.S.
person information.

The NSA minimization procedures therefore start with a requirement that Section
702 collection be conducted in accordance with the Section 702 certification, and “in a
manner designed, to the greatest extent reasonably feasible, to minimize the acquisition of
information not relevant to the authorized purpose.”21° This mandate applies to both the
NSA’s acquisition and the technical assistance provided by the FBI in acquiring
communications.220 Affidavits accompanying the certifications, witness testimony in
hearings before the FISC, and additional filings before the court describe how the NSA and
FBI will actually conduct the acquisition in a manner that the government believes will be
reasonably designed to minimize the acquisition of information that is irrelevant to the
acquisition of the foreign intelligence information specified in the Section 702
certifications.221 These representations detail the method and techniques by which the
collection of PRISM and upstream collection is conducted, as described above. A failure to
implement the acquisition in a manner that reasonably limits the collection to the
authorized purpose of the Section 702 certifications can, and has, led to incidents of
noncompliance with the minimization procedures that have been reported to the FISC and
Congress.222

In addition to actually acquiring the data, certain technical actions must be
undertaken at or just after the acquisition stage in order to facilitate later compliance with
other minimization rules. For example, data-tagging Section 702-acquired data at, or just
after, acquisition is also employed to effectuate other access and routing controls, certain

218 50 U.S.C. § 1881a(a), (b).
219 NSA October 2011 Minimization Procedures, supra, § 3(a).

220 See NSA October 2011 Minimization Procedures, supra, § 2(a) (defining “acquisition” as “the
collection by NSA or the FBI through electronic means of a non-public communication to which it is not an
intended party”).

221 See, e.g., Bates October 2011 Opinion, supra, at 5-10, 2011 WL 10945618, at *2-3 (describing various
government submissions regarding how the government conducts Section 702 upstream collection); id. at
15-16,2011 WL 10945618, at *5 (describing comparable descriptions in prior dockets); id. at 29-41, 2011
WL 10945618, at *9-13 (further describing government descriptions regarding how the government
conducts Section 702 upstream collection).

222 See AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 31 (describing “compliance incidents during this
reporting period [that] resulted in NSA’s systems overcollecting data beyond what was authorized under the
Section 702 certifications”).
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controls limiting the scope of queries, and age-off and purge requirements. Each of these
controls is discussed further below.

B. Access and Training

Although the minimization process begins with acquisition, FISA-acquired data that
has yet to be reviewed and evaluated by a human being is still referred to by the
government as being “unminimized” or “raw” data. The NSA, CIA, and FBI are the three
Intelligence Community agencies that have access to such unminimized Section 702-
acquired data.223 Each agency limits access to unminimized Section 702-acquired data to
personnel who have been trained to apply their respective agency’s minimization
procedures. To enforce these restrictions, all unminimized Section 702-acquired data must
be stored in repositories with access controls designed to prevent unauthorized access of
the data by those within or outside of the relevant agency.

The NSA'’s core access and training requirements are found in the NSA’s targeting
procedures, which have not been released to the public. NSA analysts are required to
undergo mandatory training and must pass a test regarding the requirements of the
Section 702 minimization procedures (among other legal requirements) prior to receiving
access to unminimized Section 702-acquired data.224

The CIA’s minimization procedures similarly limit access to unminimized Section
702-acquired data to analysts who have received training in the CIA minimization
procedures.22> The CIA conducts in-person training regarding its minimization procedures
before its personnel receive access to Section 702 data repositories and also embeds FISA-
trained attorneys with CIA personnel to answer questions on the application of those
minimization procedures to actual collection.226

The FBI has created a mandatory online training course that must be taken before
FBI agents or analysts are granted access to repositories of unminimized Section 702-
acquired data.?2” The Department of Justice’s National Security Division (“NSD”) and the
FBI also conduct in-person trainings at FBI field offices.228

223 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-12.
224 NSA DCLPO REPORT, supra, at 4.

225 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-9.
226 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-9.
227 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 14 and A-12; see also PCLOB March 2014 Hearing

Transcript at 86 (statement of James A. Baker, General Counsel, FBI) (confirming that access controls exists
for FBI systems holding Section 702-acquired data).

228 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 14.
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When an analyst, agent, or officer is granted access to unminimized Section 702-
acquired data after receiving the requisite training, this does not mean that the agent or
analyst has access to all such data. Agencies separate acquired data as a security measure.
Furthermore, the CIA and FBI do not have copies of all Section 702-acquired data as
neither agency receives all PRISM data acquired by the NSA, nor does either agency receive
upstream collection.22?

In addition to these general access and training requirements, the NSA’s
minimization procedures impose supplemental requirements with respect to certain
Internet transactions. When the “active user” (i.e., the actual human being who is
interacting with a server to engage in an Internet transaction) associated with an MCT is
either reasonably believed to be located in the United States, or when the NSA cannot
determine where the active user is located, the NSA must segregate the MCT in a special
access-controlled repository.230 Only analysts who have been trained in how to review such
communications to identify any wholly domestic communications within such MCTs are
permitted access to this repository.231 A multi-communication transaction may not be
moved out of the special-access repository or otherwise used unless it has been
determined that none of the discrete communications that make up the MCT are wholly
domestic communications.232 [f an MCT within this repository is determined to contain a
wholly domestic communication, it must be destroyed upon recognition.233 The CIA and
FBI do not have access to any unminimized Section 702-acquired upstream collection.234

Separately, certain access and training requirements are imposed by the NCTC's
Section 702 minimization procedures. The NCTC does not have access to unminimized
Section 702-acquired data.23> The NCTC has, however, been provided access to certain FBI
systems that contain Section 702-acquired data that has been minimized to meet the FBI's
dissemination standard. Minimization in this context means that any nonpublicly available
Section 702-acquired U.S. person information in these FBI systems has been determined to
either to be foreign intelligence information, necessary to understand or assess the
importance of foreign intelligence information, or evidence of a crime.23¢ U.S. person
information that is evidence of a crime but is not otherwise foreign intelligence

229 Bates October 2011 Opinion, supra,at 18 n.17, 2011 WL 10945618, at *6 n.17.
230 NSA October 2011 Minimization Procedures, supra, § 3(b)(5)(a).

231 NSA October 2011 Minimization Procedures, supra, § 3(b)(5)(a)(1).

232 NSA October 2011 Minimization Procedures, supra, § 3(b)(5)(a)(1)(a).

233 NSA October 2011 Minimization Procedures, supra, § 3(b)(5)(a)(1)(a).

234 Bates October 2011 Opinion, supra,at 18 n.17, 2011 WL 10945618, at *6 n.17.
235 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 4 n.2.

236 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 4 n.2.
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information, however, may only be disseminated for law enforcement purposes,237 and the
NCTC is not a law enforcement agency.238 The NCTC Section 702 minimization procedures
require NCTC personnel who have been granted access to these FBI systems to first be
trained to not use, retain, or disseminate purely law enforcement information, and to purge
any such Section 702-acquired information from NCTC systems if it has been ingested.23°

C. Querying the Acquired Data

The NSA, CIA, and FBI's Section 702 minimization procedures all permit these
agencies to query unminimized Section 702-acquired information. A “query” refers to any
instance where data is searched using a specific term or terms for the purpose of
discovering or retrieving unminimized Section 702-acquired content or metadata. A query
“term” or “identifier” is just like a search term that is used in an Internet search engine —
the term could be, for example, an email address, a telephone number, a key word or
phrase, or a specific identifier that an agency has assigned to an acquired
communication.?40 Queries are conducted using one or more of such terms or identifiers.
Section 702 queries are of data that has already been acquired through the tasking of
selectors as described above. A query therefore does not cause the government to collect
any new communications, but queries do permit the government to more efficiently search
through and discover information in the data the government has already acquired.?41

An aspect common to the implementation of the query provisions in all of the
Section 702 minimization procedures is that an analyst or agent only receives unminimized
Section 702-acquired data as a result of a query if that analyst or agent has the appropriate
training and authorization to access the Section 702 data. Different agencies accomplish
this in different ways. For example, the CIA limits access to the database containing
unminimized Section 702-acquired data to personnel who have received training in the
CIA’s Section 702 minimization procedures, thereby preventing untrained individuals from
conducting queries of this data. The NSA, on the other hand, often stores data acquired
from multiple legal authorities in a single data repository. Instead of limiting access to
whole databases, the NSA tags each acquired communication with the legal authority under
which it was acquired, and then has systems that prevent an analyst from accessing or
querying data acquired under a legal authority for which the analyst does not have the

237 50 U.S.C. § 1801(h)(3).
238 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 4 n.2.
239 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 4 n.2.

240 See, e.g., NSA DCLPO REPORT, supra, at 6; NSA October 2011 Minimization Procedures, supra,
§ 3(b)(6).

241 PCLOB March 2014 Hearing Transcript, supra, at 29-31 (statements of Rajesh De, General Counsel,
NSA and Brad Wiegmann, Deputy Assistant Attorney General, National Security Division, DOJ).
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requisite training.242 At the FBI, an agent or analyst who conducts a “federated query”
across multiple databases, but who does not have Section 702 training, would not receive
the Section 702-acquired information as the result of a query. The agent or analyst would,
however, be notified in their query results of the fact that there is responsive information
to their query in a database containing unminimized Section 702-acquired information to
which he or she does not have access. In order to gain access to this information, the
analyst or agent would need to either take the requisite training to gain access to the
Section 702 information or contact a fellow agent or analyst who had the requisite training
to determine whether the responsive results can be disseminated pursuant to the
minimization procedures.

The NSA’s intelligence analysts conduct at times complex queries across large data
sets. The NSA’s minimization procedures require that queries of unminimized Section 702-
acquired information be designed such that they are “reasonably likely to return foreign
intelligence information.”243 This prohibition against overbroad queries (such as a query
for the term “river” across all Section 702-acquired data with no other limiting query
terms) or queries conducted for purposes other than to identify foreign intelligence
information (such as an analyst’s query to find information about a girlfriend) applies to all
of the NSA queries of unminimized Section 702-acquired information, not just queries
containing U.S. person identifiers.244 NSA analysts receive training regarding how to use
multiple query terms or other query discriminators (like a date range) to limit the
information that is returned in response to their queries of the unminimized data.z4
Through various means, the NSA systems record all queries of unminimized Section 702-
acquired data, and these records are subject to audit.246

Additional rules apply when an NSA analyst wants to use a U.S. person identifier —
i.e., a query term associated with a specific U.S. person, such as an email address or
telephone number — to query unminimized Section 702-acquired data. U.S. person
identifiers are prohibited from being used to query the NSA’s Section 702 upstream
collection of Internet transactions.24” In contrast, the NSA’s upstream telephony collection

242 See NSA DCLPO REPORT, supra, at 6-7.
243 NSA October 2011 Minimization Procedures, supra, § 3(b)(6).

244 See NSA DCLPO REPORT, supra, at 6-7 (discussing general query restrictions prior to detailing the
additional requirements with regard to U.S. person identifiers).

245 NSA DCLPO REPORT, supra, at 6-7; see also NSA October 2011 Minimization Procedures, supra,
§ 3(b)(6) (noting that “other discriminators” may be used in constructing queries).

246 NSA DCLPO REPORT, supra, at 7.
247 NSA October 2011 Minimization Procedures, supra, § 3(b)(6).
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and PRISM data may be queried using U.S. person identifiers if those U.S. person identifiers
have been approved pursuant to internal NSA procedures.248

The NSA’s internal procedures treat queries of metadata and content using U.S.
person identifiers differently.24° The NSA’s internal procedures require that queries of
metadata using a U.S. person identifier be conducted only in a system or systems that
require analysts to document the basis for their metadata query prior to conducting the
query. Analysts are trained prior to using such systems. The NSA reported that it conducted
approximately 9,500 metadata queries using U.S. person identifiers in 2013. In reviewing
these queries, the NSD and ODNI have found that this number is likely substantially
overinclusive of the actual number of U.S. person metadata queries conducted because
many query terms that had been labeled as U.S. person identifiers proved on further
analysis to not be identifiers of U.S. persons.

With respect to content queries using U.S. person identifiers, the NSA’s internal
procedures take a white-listing approach. Specifically, content queries using U.S. person
identifiers are not permitted unless the U.S. person identifiers have been pre-approved (i.e.,
added to a white list) through one of several processes, several of which incorporate other
FISA processes. For example, the NSA has approved the use of content queries using
identifiers of U.S. persons currently subject to FISC-approved electronic surveillance under
Section 105 or targeting under Section 704. U.S. person identifiers can also be approved by
NSA'’s Office of General Counsel after a showing is made regarding why the proposed use of
the U.S. person identifier would be “reasonably likely to return foreign intelligence
information;” all approvals to use U.S. person identifiers to query content must be
documented.25° In 2013, the NSA approved 198 U.S. person identifiers to be used as
content query terms. The NSA minimization procedures mandate that the DOJ’s National
Security Division and ODNI conduct oversight of the NSA’s U.S. person queries. The NSD
and ODNI’s oversight of the NSA and other agencies queries is further detailed below.

The CIA’s minimization procedures similarly permit the CIA to query unminimized
Section 702-acquired data using U.S. person identifiers to discover foreign intelligence
information.?51 The CIA’s minimization procedures require that all queries of unminimized
content, whether or not a U.S. person identifier is used in the query, must be “reasonably
designed to find and extract foreign intelligence information.” The CIA minimization
procedures state that the CIA must keep records of all such content queries.

248 NSA October 2011 Minimization Procedures, supra, § 3(b)(6).

249 NSA DCLPO REPORT, supra, at 7.

250 NSA October 2011 Minimization Procedures, supra, § 3(b)(6); NSA DCLPO REPORT, supra, at 7.
251 Bates October 2011 Opinion, supra, at 25, 2011 WL 10945618, at *8; AuGUST 2013 SEMIANNUAL
ASSESSMENT, supra, at 13.

57



In implementing its query provision, the CIA has not required its personnel to seek
pre-approval of U.S. person content queries, but it does record who conducts those queries
and requires analysts to both identify any U.S. person identifiers used as query terms and
to write a contemporaneous foreign intelligence justification for any query of unminimized
Section 702-acquired content using a U.S. person identifier.2>2 The CIA’s content queries,
for example, involve U.S. persons located overseas that intelligence indicates may be
engaged in facilitating international terrorism.

In 2013, the CIA conducted approximately 1,900 content queries using U.S. person
identifiers. Approximately forty percent of these content queries were at the request of
other U.S. intelligence agencies. Some identifiers were queried more than once; the CIA has
advised that approximately 1,400 unique identifiers were queried during this period. The
NSD and ODNI are required under the CIA minimization procedures to review these
records.

Metadata queries are treated differently under the CIA’s minimization procedures.
The CIA minimization procedures do not contain a standard for conducting metadata
queries, although the statute and internal CIA procedures do require that queries may not
be conducted for an unauthorized purpose (such as trying to find information about a love
interest). If the CIA did identify any metadata associated with the individual, however, the
CIA is permitted to conduct a further query into the underlying content only if the query is
to identify foreign intelligence information, and the CIA may only disseminate the results of
content or metadata queries to the requesting entity if the dissemination of information
was otherwise permissible under the CIA’s minimization procedures, as described below.
The CIA does not track how many metadata-only queries using U.S. person identities have
been conducted.

The FBI minimization procedures also permit the FBI to query unminimized Section
702-acquired data.253 Stemming from its role as both a foreign intelligence and a law
enforcement agency, the FBI’s minimization procedures differ from the NSA and CIA’s
procedures insofar as they permit the FBI to conduct reasonably designed queries “to find
and extract” both “foreign intelligence information” and “evidence of a crime.” Although,
consistent with 50 U.S.C. § 1806(a), any use of Section 702-acquired information regarding
United States or non-U.S. persons may only be used for lawful purposes, the requirement
that queries be reasonably designed to identify foreign intelligence information or evidence

252 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 8 (“NSD and ODNI also review CIA’s written
justifications for all queries using United States person identifiers of the content of unminimized Section 702-
acquired communications.”).

253 PCLOB March 2014 Hearing Transcript, supra, at 86 (statement of James A. Baker, General Counsel,
FBI) (noting that the FBI queries such data).
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of a crime applies only to U.S. person information. The “reasonably designed” standard
applies to both content and metadata queries.

The FBI is required under its minimization procedures to maintain records of all
terms used to query content. These records identify the agent or analyst who conducted
the query, but do not identify whether the query terms are U.S. person identifiers. Although
the FBI's minimization procedures do not require the FBI to keep records of metadata-only
queries, such queries are conducted in the same databases that contain the content
collection; therefore, such metadata queries are also recorded. The NSD and ODNI conduct
oversight reviews of both the content and metadata queries, as described below.

Because they are not identified as such in FBI systems, the FBI does not track the
number of queries using U.S. person identifiers. The number of such queries, however, is
substantial for two reasons.

First, the FBI stores electronic data obtained from traditional FISA electronic
surveillance and physical searches, which often target U.S. persons, in the same
repositories as the FBI stores Section 702-acquired data, which cannot be acquired
through the intentional targeting of U.S. persons. As such, FBI agents and analysts who
query data using the identifiers of their U.S. person traditional FISA targets will also
simultaneously query Section 702-acquired data.

Second, whenever the FBI opens a new national security investigation or
assessment, FBI personnel will query previously acquired information from a variety of
sources, including Section 702, for information relevant to the investigation or assessment.
With some frequency, FBI personnel will also query this data, including Section 702-
acquired information, in the course of criminal investigations and assessments that are
unrelated to national security efforts. In the case of an assessment, an assessment may be
initiated “to detect, obtain information about, or prevent or protect against federal crimes
or threats to the national security or to collect foreign intelligence information.”254 If the
agent or analyst conducting these queries has had the training required for access to
unminimized Section 702-acquired data, any results from the Section 702 data would be
returned in these queries. If an agent or analyst does not have access to unminimized
Section 702-acquired data — typically because this agent or analyst is assigned to non-
national security criminal matters only — the agent or analyst would not be able to view
the unminimized data, but would be notified that data responsive to the query exists and
could request that an agent or analyst with the proper training and access to review the
unminimized Section 702-acquired data. Anecdotally, the FBI has advised the Board that it

254 The Attorney General’s Guidelines for Domestic FBI Operations § II.A, available at
http://www.justice.gov/ag/readingroom/guidelines.pdf.
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is extremely unlikely that an agent or analyst who is conducting an assessment of a non-
national security crime would get a responsive result from the query against the Section
702-acquired data.

D. Retention and Purging

FISA also requires that the retention of nonpublicly available U.S. person
information be minimized consistent with the need of the United States to obtain, produce,
and disseminate information.25> As such, the NSA, CIA, and FBI's minimization procedures
contain provisions regarding when unminimized data must be aged off agency systems,
what data must be purged upon recognition, and what types of evaluated information may
be retained indefinitely.256 Data that has been evaluated and determined to contain either
no U.S. person information or only U.S. person information that meets the standard for
permanent retention is referred to as “minimized information.”

With a notable exception, unminimized Section 702-acquired data must be aged off
of the NSA and CIA systems no later than five years after the expiration of the Section 702
certification under which that data was acquired.?5” Unminimized Internet transactions
acquired through the NSA’s upstream collection, however, must be aged off of the NSA
systems no later than two years after the expiration of the Section 702 certification under
which the data has been acquired.z58 The CIA and FBI do not receive, and therefore do not
retain, such upstream collection. The FBI's minimization procedures alone distinguish
between acquired data that have not been reviewed and those that have not been
determined to meet the retention standard. As with the NSA and CIA, Section 702-acquired
communications that have not been reviewed must be aged off FBI systems no later than
five years after the expiration of the Section 702 certifications under which the data was
acquired. Data that was reviewed but not yet determined to meet the retention standard in
the FBI minimization procedures may be kept for a longer retention period subject to
additional access controls.

With respect to all of the agencies, extensions from these age-off requirements may
be sought from a high-level agency official. Other limited exceptions apply, such as to
communications that are still being decrypted.259

255 50 U.S.C. § 1801(h)(1).

256 Although the minimization procedures themselves do not place an outer limit regarding how long
such information may be retained, general rules regarding the retention of federal records apply to this data.

257 See, e.g., NSA October 2011 Minimization Procedures, supra, § 3(c)(1); NSA DCLPO REPORT, supra, at 8.
258 NSA October 2011 Minimization Procedures, supra, § 3(c)(1); NSA DCLPO REPORT, supra, at 8.
259 See, e.g., NSA October 2011 Minimization Procedures, supra, § 6(a)(1)(a).
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As government personnel engage in the process of evaluating communications, the
minimization procedures impose certain requirements requiring communications to be
purged upon recognition. As described above, if data has been acquired as a result of a
compliance incident, such as a typographical error in the tasking or a failure to detask a
selector before a target’s known travel to the United States, any identifiable data acquired
as a result of the compliance incident is purged.2® When a compliance incident is
discovered, each agency has a process to discover and destroy data subject to purge.261 The
agencies also must coordinate such purges to ensure that all agencies are both aware of
instances when a purge is required and use the same parameters to identify data subject to
purge.262

Whether or not the communications were acquired as a result of a compliance
incident, purges are required whenever a user of a tasked selector has been determined to
be a U.S. person or located in the United States at any point during the acquisition.263 These
purge requirements, and the exceptions to these requirements, have been detailed above.
In addition, the NSA’s minimization procedures include additional purge-upon-recognition
requirements due to the possibility that the NSA’s upstream collection of Internet
transactions could acquire domestic communications to which a user of a tasked selector is
not a communicant. Such upstream-acquired Internet transactions must be destroyed upon
recognition if it is determined that the transactions contain U.S. person information but do
not contain any information that meets the NSA’s long-term retention standards (discussed
further below).264 MCTs must also be destroyed upon recognition if it is determined that a
single, discrete communication within the MCT is a wholly domestic communication.265

The NSA’s minimization procedures also contain the following provision:

Personnel will exercise reasonable judgment in determining whether
information acquired must be minimized and will destroy inadvertently

260 See, e.g., PCLOB March 2014 Hearing Transcript, supra, at 72.

261 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-13.
262 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-13.
263 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-12 (noting that all of the agency minimization

procedures require purges when a target is discovered to be a U.S. person or person located in the United
States, with limited exceptions).

264 NSA October 2011 Minimization Procedures, supra, § 3(c)(2).

265 NSA October 2011 Minimization Procedures, supra, § 3(b)(5)(a)(1)(a) (requiring destruction of
segregated MCTs determined to contain a wholly domestic communication) and § 3(b)(5)(b)(1) (requiring a
determination regarding whether a single communication within an MCT is a wholly domestic
communication before it is used); Bates November 2011 Opinion, supra, at 9, 2011 WL 10947772, at *4
(incorporating government’s representation in a filing that if the discrete communication within an MCT is
determined to be a wholly domestic communication, it must be destroyed).

61



acquired communications of or concerning a United States person at the
earliest practicable point in the processing cycle at which such
communication can be identified either: as clearly not relevant to the
authorized purpose of the acquisition (e.g., the communication does not
contain foreign intelligence information); or, as not containing evidence of a
crime which may be disseminated under these procedures.266

While it is not entirely clear what constitutes an “inadvertently acquired communication”
here, the NSA’s general counsel has stated that “[i]f information is determined to not have
foreign intelligence value then it is required to be purged.”267 The NSA’s general counsel,
however, clarified that it is often “difficult to determine the foreign intelligence value of any
particular piece of information.”268 An NSA analyst would need to determine not only that a
communication is not currently of foreign intelligence value to him or her, but also would
not be of foreign intelligence value to any other present or future foreign intelligence need.
Thus, in practice, this requirement rarely results in actual purging of data.

Neither the CIA nor FBI’s minimization procedures have comparable requirements
that a communication containing U.S. person information be purged upon recognition that
the communication contains no foreign intelligence information; instead the CIA and FBI
rely solely upon the overall age-off requirements found in their minimization procedures.

Section 702-acquired data that is not subject to purge upon recognition may be
retained effectively indefinitely (i.e., need not be aged off of agency systems) if an agency
determines that the data meets the retention standard in its minimization procedures. A
communication is sometimes described as having been “minimized” or “retained” if the
communication has been determined to meet this retention standard.

The NSA’s minimization procedures permit the NSA to retain communications
(other than wholly domestic communications) in generally the same situations where the
NSA is permitted to disseminate (i.e., disclose) these communications to the consumers of
the NSA’s intelligence reports.269 Specifically, the NSA may retain communications where
the information identifiable to a U.S. person is, for example, “necessary to understand the
foreign intelligence information or assess its importance,” indicates that U.S. person “may
be the target of intelligence activities” by a foreign government, or “the communication
indicates that the United States person may be engaging international terrorist

266 NSA October 2011 Minimization Procedures, supra, § 3(b)(1).

267 PCLOB March 2014 Hearing Transcript, supra, at 44; see also id. at 45-46 (referencing above quoted
provision in the minimization procedures by stating that this determination must be made “as early as
possible in ... the processing cycle”).

268 PCLOB March 2014 Hearing Transcript, supra, at 46.
269 NSA October 2011 Minimization Procedures, supra, § 6(a).
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activities.”270 The NSA may also retain a communication containing U.S. person information
if the communication is reasonably believed to contain evidence of a crime and the NSA has
or will disseminate that evidence to a federal law enforcement entity.271 The NSA may also
retain communications beyond the normal age-off period if it is still decrypting the
communication or using the communication to decrypt other communications.272

The NSA minimization procedures do not separately place any limitations on the
retention of communications that contain no U.S. person information, but they do contain a
reminder that any such communications may be retained only in accordance with other
laws, regulations, and policy (for example, the general definitions and restrictions
regarding the NSA’s authorities provided in Executive Order 12333 and related
documents).273

The retention standard in the CIA’s Section 702 minimization procedures is
comparable to the standard found in the NSA’s minimization procedures. The CIA may
indefinitely retain “minimized” communications. In order to “minimize” the
communication, the CIA must remove any U.S. person information from the communication
unless the information is publicly available, the U.S. person has consented to retention of
the information, or the CIA must determine that the U.S. person information is necessary or
may reasonably become necessary to understand foreign intelligence information. The CIA
minimization procedures contain various categories of information considered to either be
foreign intelligence information or information that is necessary to understand foreign
intelligence information. Once “minimized,” the communications may be retained in
repositories that are still restricted to CIA personnel, but not necessarily CIA personnel
who have been trained in the CIA minimization procedures. The CIA minimization
procedures also permit the retention of data that is retained because it has been reported
to a federal law enforcement agency as evidence of a crime.

The FBI Section 702 minimization procedures permit acquired communications to
be retained indefinitely if the communications either contain no U.S. person information or
if the communications contain information that “reasonably appears to be foreign
intelligence information, [is] necessary to understand foreign intelligence information or
assess its importance, or [is] evidence of a crime.” Before further using this communication,
the FBI is required to “mask” any U.S. person information within the communication that
does not satisfy one of these three criteria. The FBI is also separately required to retain

270 NSA October 2011 Minimization Procedures, supra, § 6(a)(2), (b).
271 NSA October 2011 Minimization Procedures, supra, § 6(a)(3), (b)(8).
272 NSA October 2011 Minimization Procedures, supra, § 6(a)(1).

273 NSA October 2011 Minimization Procedures, supra, § 7.
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reviewed information that reasonably appears to be exculpatory or that reasonably
appears to be discoverable in a criminal proceeding.

E. Use and Dissemination

Restrictions in FISA and the minimization procedures contain limitations on the use
and dissemination of Section 702-acquired information. “Dissemination” of FISA-acquired
information generally refers to the reporting of acquired information outside of an
intelligence agency, though broad accessibility of information within an agency can also
constitute dissemination.274

Section 702 acquisition is governed by almost all of the same restrictions on use that
apply to traditional FISA electronic surveillance.?’5> These statutory restrictions apply to
both U.S. person information and non-U.S. person information. Specifically, all Section 702
information may be used or disclosed only for lawful purposes.27¢ Use of Section 702-
acquired information in a criminal proceeding must be authorized by the Attorney
General.2’”7 Any person whose communications have been acquired pursuant to Section
702, whether or not he or she was a target of the acquisition and whether or not he or she
is a U.S. person, must be notified by the government before any information obtained from
or derived from Section 702 acquisition is used against him or her in any legal proceeding
in the United States.278 Such an individual is referred to as an “aggrieved person.” An
aggrieved person may move to suppress the evidence that was obtained from or derived
from Section 702 acquisition on the grounds that the information was unlawfully acquired
or that the Section 702 acquisition otherwise did not conform with the Attorney General
and Director of National Intelligence’s authorization.27?

The agencies’ minimization procedures and practices impose additional restrictions
on the use and dissemination of Section 702-acquired data. The NSA’s minimization
procedures permit the NSA to disseminate U.S. person information if the NSA deletes any
information that could identify the U.S. person (a process referred to as “masking”).280
Alternatively, the NSA may disseminate the U.S. person’s identity for one of a specific list of
reasons, including that the U.S. person has consented to the dissemination, the specific

274 See H.R. Rep. No. 95-1283, at 59 (discussing minimization within agencies).

275 50 U.S.C. § 1881e(a) (stating that information acquired under Section 702 shall be governed under
virtually all of the use restrictions found in 50 U.S.C. § 1806).

276 50 U.S.C. § 1806(a).

277 50 U.S.C. § 1806(b).

278 50 U.S.C. § 1806(c), (d).

279 50 U.S.C. § 1806(e).

280 NSA October 2011 Minimization Procedures, supra, § 6 (b).
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information about the U.S. person is already publicly available, the U.S. person’s identity is
necessary to understand foreign intelligence information, or the communication contains
evidence of a crime and is being disseminated to law enforcement authorities. As a matter
of practice and policy, the NSA typically masks all information that could identify a U.S.
person in its reports.281 Consumers of NSA reports, such as other federal agencies, may
then request that the U.S. person identity be “unmasked,” a request that the NSA approves
if the user has a “need to know” and disseminating the U.S. person identity would be
consistent with the NSA’s minimization procedures.282

Generally, dissemination of communications that contain no U.S. person information
are governed by other laws, regulation, and policies (such as Executive Order 12333 and
related implementing regulations), but not by the minimization procedures.283 These
further restrictions outside the minimization procedures, for example, require that the NSA
generate intelligence reports only to meet specific intelligence requirements established by
the government.284 These regulations and policies also contain restrictions regarding what
information (U.S. person information or otherwise) may be shared with foreign
governments.285

In response to Judge Bates’ opinion finding that a previous version of the NSA’s
minimization procedures did not meet Fourth Amendment or statutory requirements, the
NSA’s minimization procedures now also impose additional restrictions on the use of
MCTs. Specifically, before a discrete communication contained within an MCT can be used
in an intelligence report, FISA application, or to engage in further Section 702 targeting, the
NSA analyst must determine if the discrete communication contains a tasked selector.28¢ [f
not, and the communication is to or from an identifiable U.S. person or person located in
the United States, that discrete communication may only be used to protect against an
immediate threat to life, such as a hostage situation.28”

The CIA’s minimization procedures permit the CIA to disseminate U.S. person
information if any information that identifies the U.S. person is masked in the
dissemination. The CIA may also disseminate U.S. person information in a manner that
identifies the U.S. person if that person’s identity is necessary to understand foreign

281 NSA DCLPO REPORT, supra, at 7.

282 NSA DCLPO REPORT, supra, at 7-8; NSA October 2011 Minimization Procedures, supra, §§ 6(b) and 7.
283 NSA October 2011 Minimization Procedures, supra, § 7.

284 NSA DCLPO REPORT, supra, at 7.

285 See generally Exec. Order No. 12333 §§ 1.3(b)(4) and 1.6(f).

286 NSA October 2011 Minimization Procedures, supra, § 3(b)(5)(b)(2).

287 NSA October 2011 Minimization Procedures, supra, § 3(b)(5)(b)(2)(c).
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intelligence information or (if concerning an attack by a foreign power, sabotage by a
foreign power, international terrorism or the international proliferation of weapon of mass
destruction by a foreign power, or clandestine intelligence activities by a foreign power)
may become necessary to understand the foreign intelligence information. The CIA may
further disseminate evidence of a crime to federal law enforcement authorities.

The FBI's minimization procedures permit the FBI to disseminate Section 702-
acquired U.S. person information that reasonably appears to be foreign intelligence
information or is necessary to understand foreign intelligence information. Disseminations
concerning the national defense or security of the United States or the conduct of foreign
affairs of the United States are permitted to identify U.S. persons only if necessary to
understand the foreign intelligence information or to assess its importance. The FBI is also
permitted to disseminate U.S. person information that reasonably appears to be evidence of
a crime to law enforcement authorities. The FBI's minimization procedures incorporate
certain guidelines, already otherwise applicable to the FBI, regarding the dissemination of
information to foreign governments.288

VII. Internal Agency Oversight and Management of the Section 702 Program

In addition to the training programs previously described, each of the agencies
subject to targeting or minimization procedures has developed a corresponding
compliance program to evaluate and oversee compliance with these procedures, as well as
facilitate the reviews by external overseers.289 Any incidents of noncompliance that have
been identified either by these compliance programs or that are otherwise discovered by
the agencies must be reported to the DOJ and ODNI, who in turn must report these
incidents to Congress and the FISC,290 as discussed in the next section.

The NSA’s use of the Section 702 authorities are internally overseen by various NSA
entities, including the NSA’s Office of the Director of Compliance (“ODOC”), NSA’s Office of
General Counsel (“OGC”), embedded compliance elements within NSA’s directorates (in

288 NSA October 2011 Minimization Procedures, supra, § 3(b)(5)(b)(2)(c).

289 See AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-6 to A-8 (discussing NSA oversight program); id.
at A-9 (discussing CIA oversight program); id. at A-11 to A-12 (discussing FBI oversight program). See
generally id. at 4-5 n.2 (noting that no incidents of noncompliance have been reported by the NCTC and that
the NSD and ODNI would be conducting a review of the NCTC’s compliance in the following reporting period).

290 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 28 (noting that the semiannual report required by
Section 707 is given to both Congress and the FISC and describes all incidents of noncompliance); 50 U.S.C.
§ 1881f(b)(1(G) (requiring all incidents of noncompliance with the targeting procedures, minimization
procedures, and Attorney General Guidelines, as well as any incidents of noncompliance by a provider, to be
reported in the Section 707 Report); FISC Rule of Procedure 13(b) (requiring incidents of noncompliance to
be reported to the FISC).
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particular, the Signals Intelligence Directorate’s Oversight and Compliance (“0&C”)
section), and — as of early 2014 — the NSA’s new Director of Civil Liberties and Privacy
Office (“DCLP0”).2°1 Each of these organizations has different, but related, roles. The NSA’s
ODOC is responsible for NSA-wide compliance efforts and conducts periodic risk
assessments to identify potential systemic incidents of noncompliance with the NSA
targeting or minimization procedures.2%2 For example, the ODOC conducted a risk
assessment regarding how effective the NSA’s purge practices had been in removing data
required to be purged from the NSA’s systems. Particularly important in light of errors and
misunderstandings that have led to compliance issues in Section 702 and other programs,
such as the MCT issue discussed above, ODOC also coordinates programs intended to
ensure that factual representations made to the FISC are accurate and that interpretations
of how the targeting and minimization procedures are to be applied in practice are
consistent both within the NSA and between the NSA and its overseers.293

The NSA’s O&C section and OGC conduct more granular oversight of the Section 702
program. The O&C section conducts spot checks of individual targeting decisions, queries
of acquired data, and disseminations for compliance with the NSA’s targeting and
minimization procedures.2?* The 0&C section and OGC also offer compliance-related
guidance regarding targeting decisions, investigate and report potential incidents of
noncompliance with the procedures and other legal requirements, and provide remedial
training when an incident investigation reveals that the incident was caused by an
avoidable error.29 The 0&C section and OGC also facilitate the reviews conducted by the
DOJ and ODNI that are described below.2%

The NSA appointed its first Director of Civil Liberties and Privacy while the Board
was conducting its review of the Section 702 program. The Director’s office is not, as of yet,
involved in periodic Section 702 programmatic reviews. The Director’s first public report,
however, was issued in April 2014 and described in an unclassified manner aspects of the
NSA’s implementation of the Section 702 program.

The CIA’s internal compliance program is managed by the CIA’s FISA Program Office
and the CIA’s OGC.2%7 These entities conduct oversight of the CIA’s day-to-day use of the
Section 702 authorities by, for example, conducting pre-tasking reviews of the CIA

291 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-6 to A-8; NSA DCLPO REPORT, supra, at 9.
292 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-7 to A-8.

293 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-7.

294 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-7; NSA DCLPO REPORT, supra, at 7.

295 See generally NSA DCLPO REPORT, supra, at 9.
296 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 7.

297 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-9.
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nominations to the NSA regarding proposed new selectors to be tasked for Section 702
acquisition.2?8 The FISA Program Office also oversees whether current and proposed
systems handle Section 702-acquired data in compliance with the minimization
procedures.2°° The FISA Program Office additionally conducts reviews regarding whether
Section 702 selectors remain properly tasked.390 The CIA’s OGC has attorneys embedded
with CIA personnel to answer specific targeting, querying, retention, and dissemination
questions.3%1 Finally, the CIA FISA program office and the CIA OGC facilitate the reviews
conducted by the DOJ and ODNI that are described below.

Several sub-organizations within the FBI are responsible for conducting internal
oversight over the Bureau’s Section 702 activities. The FBI's OGC, in particular its National
Security Law Branch, is responsible for providing legal advice regarding the application of
the FBI targeting and minimization procedures. The FBI's Exploitation Threat Section
(“XTS”) takes the lead in reviewing the FBI's nominations to the NSA for proposed Section
702 tasking.392 Various sub-organizations within the Bureau are responsible for reviewing
and monitoring compliance with the FBI targeting and minimization procedures.

As described above, the NCTC’s role in the Section 702 program is minimal. The
NCTC has assigned legal and program personnel to oversee the implementation of its
minimization procedures.

Incidents of noncompliance with the targeting or minimization procedures that are
identified by any of these internal compliance efforts, or that are otherwise self-identified
by the agencies, must be reported to the DOJ and ODNI.393 Historically, most identified
compliance incidents have been discovered as a result of self-reporting or via the internal
compliance programs.3%4 Once an incident has been identified and reported, the internal

298 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-8 to A-9.

299 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-9.

300 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-9.

301 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-9.

302 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-12.

303 AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 7 (regarding the NSA’s reporting of incidents), 10

(regarding reporting of incidents by the FBI Office of General Counsel), A-7 (regarding the NSA’s reporting via
the NSA Office of General Counsel), and A-9 (regarding reporting of incidents by the CIA Office of General
Counsel).

304 See AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 7 (stating that most incidents “are identified by
NSA analysts or by NSA’s internal compliance program”); id. at 25 (noting that most compliance incidents
involve the NSA targeting or minimization procedures); id. at 28 (advisi