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S T A T E M E N T  F R O M  B O A R D  M E M B E R  B E T H  A .  W I L L I A M S

STATEMENT FROM BOARD MEMBER BETH A. WILLIAMS

(“PCLOB”) fulfills PCLOB’s commitment to “conduct a review of the updated policies and 

procedures” i by elements of the U.S. Intelligence Community (“IC”) to comply 

with Executive Order (“E.O.”) 14086, Enhancing Safeguards for United States Signals 
Intelligence Activities (“the Executive Order”)

As described in detail in the following pages, PCLOB has found that all IC elements’ 

U.S. persons’ personal information collected through signals intelligence 

activities with the rules for handling of U.S. persons’ personal information collec

der’s 

elements’ signals intelligence activities. 

Executive Order, and oversight of IC personnel’s compliance with those requirements.  

I endorse the report in its entirety.  The professional staff’s review of the IC 

elements’ updated policies and procedures was comprehensive, and their assessments 

transparency regarding the U.S. government’s policies and procedures concerning its 
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E X E C U T I V E  S U M M A R Y

EXECUTIVE SUMMARY

the Executive Order’s enhanced safeguards.

National Intelligence’s
with PCLOB’s questions and requests during the preparation of this report.

PCLOB’s PCLOB’s 

See Sub-Quorum Authorities and Operations when Position of Chair is 
Vacant

IC elements have complied with the 
requirements of the Executive Order by 
implementing policies and procedures 
consistent with the expanded privacy 
and civil liberties protections therein.

Enhancing Safeguards for United States Signals Intelligence 
Activities

Signals Intelligence Activities
the Executive Order’s enhanced privacy and civil liberties safeguards and to release the 

updated policies and procedures publicly “to the maximum extent possible.”

https://www.federalregister.gov/documents/2022/10/14/2022-22531/enhancing-safeguards-for-united-states-signals-intelligence-activities
https://www.federalregister.gov/documents/2022/10/14/2022-22531/enhancing-safeguards-for-united-states-signals-intelligence-activities
https://documents.pclob.gov/prod/DynamicImages/Generic/59b039ee-73ef-44fc-a80d-862d10a2ca84/102-01~1.PDF
https://documents.pclob.gov/prod/DynamicImages/Generic/59b039ee-73ef-44fc-a80d-862d10a2ca84/102-01~1.PDF
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PCLOB finds that all IC elements’ policies and procedures

U.S. persons’ 

of U.S. persons’ personal 

—

—

Order. Training IC personnel on Executive Order requirements and IC elements’ polic

abide by the Executive Order’s requirements, we recommend that IC elements require 
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I. INTRODUCTION

While the Executive Order does not define “signals intelligence,” and the term is not 

uniformly defined across the IC, NSA defines signals intelligence as “intelligence derived 

foreign adversaries’ capabilities, actions, and intentions.”

Signals Intelligence Activity

Order in detail. Section 1 sets forth the “purpose” of E.O. 14086 (to advance and uphold U.S. national security 

Nat’l Sec. Agency, Signals Intelligence (SIGINT) Overview

https://nsa.gov/Signals-Intelligence/Overview
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Order’s enhanced privacy and civil liberties safeguards and to release the updated policies 

and procedures publicly “to the maximum extent possible.”

2023, ODNI publicly released the IC elements’ updated policies and procedures.

E.O. 12333 is a foundational document for the United States’ foreign intelligence efforts. It establishes a 
framework that applies broadly to the government’s collection, analysis, and use of foreign intelligence and 

see
Executive Order 12333

see generally
Report on the Surveillance Program Operated Pursuant to Section 702 of the Foreign

Intelligence Surveillance Act

•

•

•

•

•

•

—

•

•

Off. of the Dir. of Nat’l Intel., ODNI Releases Intelligence Community Procedures Implementing New 
Safeguards in Executive Order 14086

https://documents.pclob.gov/prod/Documents/OversightReport/b11b78e0-019f-44b9-ae4f-60e7eebe8173/12333%20Public%20Capstone.pdf
https://documents.pclob.gov/prod/Documents/OversightReport/b11b78e0-019f-44b9-ae4f-60e7eebe8173/12333%20Public%20Capstone.pdf
https://documents.pclob.gov/prod/Documents/OversightReport/e9e72454-4156-49b9-961a-855706216063/2023%20PCLOB%20702%20Report%20(002).pdf
https://documents.pclob.gov/prod/Documents/OversightReport/e9e72454-4156-49b9-961a-855706216063/2023%20PCLOB%20702%20Report%20(002).pdf
https://www.intelligence.gov/ic-on-the-record-database/results/oversight/odni-releases-ic-procedures-implementing-new-safeguards-in-executive-order-14086
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Executive Order’s enhanced safeguards, and consistent with PCLOB’s mission to “continually 

privacy and civil liberties are protected.”

classified and unclassified materials from the IC elements. Consistent with PCLOB’s mission 

head of each IC element “shall carefully consider and implement or otherwise address all 

recommendations contained in PCLOB’s review, consistent with applicable law.”

In conducting its review, PCLOB examined all IC elements’ E.O. 14086 policies and 

highlights key aspects of IC elements’ policies and procedures and exp

see

See

https://www.intelligence.gov/ic-on-the-record-database/results/oversight/odni-releases-ic-procedures-implementing-new-safeguards-in-executive-order-14086
https://www.intelligence.gov/ic-on-the-record-database/results/oversight/odni-releases-ic-procedures-implementing-new-safeguards-in-executive-order-14086


S E C T I O N  I I :  B A C K G R O U N D

II. BACKGROUND

A. Presidential Policy Directive 28

It recognized both that the collection of signals intelligence “is 

and to protect its citizens and the citizens of its allies and partners from harm,” and that a

persons have “legitimate privacy interests in the handling of their personal information, 

regardless of their nationality or wherever they might reside.”

See generally

See Report to the 
President on the Implementation of Presidential Policy Directive 28: Signals Intelligence Activities

supra

Id

Id. E.O. 14086 § 4(b) defines “bulk collection” as “the authorized collection of large quantities of signals 

pecific identifiers or selection terms).”

https://obamawhitehouse.archives.gov/the-press-office/2014/01/17/presidential-policy-directive-signals-intelligence-activities
https://obamawhitehouse.archives.gov/the-press-office/2014/01/17/presidential-policy-directive-signals-intelligence-activities
https://documents.pclob.gov/prod/Documents/OversightReport/caec5956-e1e4-4d11-a840-6e13114962c1/PPD-28%20Report%20(for%20FOIA%20Release)%20-%20Completed%20508%20-%2012082022.pdf
https://documents.pclob.gov/prod/Documents/OversightReport/caec5956-e1e4-4d11-a840-6e13114962c1/PPD-28%20Report%20(for%20FOIA%20Release)%20-%20Completed%20508%20-%2012082022.pdf
https://documents.pclob.gov/prod/Documents/OversightReport/caec5956-e1e4-4d11-a840-6e13114962c1/PPD-28%20Report%20(for%20FOIA%20Release)%20-%20Completed%20508%20-%2012082022.pdf
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28 affirmed “that determinations about whether and how to conduct signals intelligence 

by those activities.”

B. Executive Order 14086

28’s principles, safeguards, and requirements 

by, among other things, incorporating the principles of “necessity” and “proportionality” in 

the conduct of signals intelligence activities; denoting twelve “legitimate objectives” for 

which signals intelligence can be collected and four “prohibited” objectives for which it 

Section 3, Section 6, and its Classified Annex, deeming the provisions “essen

risks entailed in conducting those activities.”

supra,

intelligence is provided to the President. The DNI was further directed to “establish and manage a robust 
rocess which responds to the [President’s Intelligence 

represented in the process of developing priorities.” Id

Id

See generally 

articulated four “principles” with which signals intelligence collection must be consistent, including that 

required the DNI to provide a “status report” on the progress of PPD 28’s implementation and encouraged 
PCLOB to provide the President with a report assessing the directive’s implementation. See supra

https://www.govinfo.gov/content/pkg/DCPD-202200895/pdf/DCPD-202200895.pdf
https://www.govinfo.gov/content/pkg/DCPD-202200895/pdf/DCPD-202200895.pdf
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released the IC elements’ updated policies and procedures in July 2023.

Section 2 of the Executive Order sets forth three “principles” that govern the conduct of 

signals intelligence activities. First, such activities shall be “subject to appropriate 

the planning and implementation of such activities.”

requirements that signals intelligence activities be “necessary to advance a validated 

intelligence priority” and be “conducted only to the extent and in a manner that is 

proportionate to the validated intelligence priority for which they have been authorized.”

status report on the IC’s implementation of E.O. 14086 while agencies were updating policies to comply with 

ODNI Releases Intelligence Community Procedures Implementing New Safeguards in Executive Order 14086
supra.

Section 4(n) defines “validated intelligence priority” as follows: 

Id
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Second, such activities must be “authorized by statute or Executive Order, proclamation, or 

directives.” Third, such activities must be subject to “rigorous oversight.”

objectives in light of new national security imperatives, such as “new or heightened threats” 

Id

Id

Id

Id

Id

Id
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In addition, the Executive Order states that it is not a legitimate objective “to collect foreign 

private commercial information or trade secrets to afford a competitive advantage” to U.S. 

lligence in contravention of the four prohibited objectives; and “was 

of their nationality or wherever they might reside.”

of the ODNI CLPO’s assessment, the DNI must include the ODNI CLPO’s assessment and the 

DNI’s views when presenting the NIPF to the President.

Id § 2(b)(ii)(A). While executive branch policy is to use the word “sex” in place of “gender,” and that 
“gender identity” “does not provide a meaningful basis for identification,” E.O. 14086 and IC elements’ 

Id

CLPO’s role in the review of the NIPF aligns with the CLPO’s pre

CLPO’s role under PPD

Id



S E C T I O N  I I :  B A C K G R O U N D

requires IC elements, in considering whether to collect signals intelligence, to “consider the 

a validated intelligence priority.”

intelligence collection activities “shall be as tailored as feasible to advance a validated 

impact privacy and civil liberties.”

determination “that the information necessary to advance a validated intelligence priority 

cannot reasonably be obtained by targeted collection.”

be necessary, “reasonable methods and technical measures” must be applied “to limit the 

nent information.”

See supra

Id

Id § 2(c)(ii)(A). The determination is made by “an element of the 

elements, or their designees.”

Id
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Each IC element must ensure that “significant incidents of non compliance” are 

Id

Id “ ”

be otherwise retained pursuant to the IC element’s minimization procedures. Off. of the Dir. of Nat’l Intel., 
Annual Statistical Transparency Report Regarding Use of National Security Surveillance Authorities, Calendar 
Year 2024

Id

Id

Id

https://www.dni.gov/files/CLPT/documents/2025_ASTR_for_CY2024.pdf
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III. REVIEW OF POLICIES AND PROCEDURES

This report analyzes the IC elements’ updated policies and procedures (implementing 

policies and procedures) to ensure that they are consistent with the Executive Order’s 

in coordination with ODNI’s CLPT. Eleven IC elements, including CIA, DEA ONSI, DHS I&A, 

activities governed by E.O. 14086 in accordance with NSA’s implementing policies and 

as IC elements’ supplemental guidance and trainings on E.O. 14086 implementation. PCLOB 

element of the IC, and PCLOB has assessed each element’s implementing policies and 

ODNI Releases Intelligence Community Procedures Implementing New Safeguards in Executive Order 14086
supra

’t Department of Defense Intelligence Community Element Compliance with Executive Order 
14086, “Enhancing Safeguards for United States Signals Intelligence Activities”

While “unevaluated,” or “raw,” signals intelligence is not uniformly defined across the IC, 
“ ”

See e.g., ’t DoD Manual S-5240.01-A, 
Procedures Governing the Conduct of DoD Intelligence Activities: Annex Governing Signals Intelligence 

https://www.intelligence.gov/assets/documents/702-documents/oversight/DoD_IC_Element_Compliance_with_E.O.14086.pdf
https://www.intelligence.gov/assets/documents/702-documents/oversight/DoD_IC_Element_Compliance_with_E.O.14086.pdf
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use, retention, and dissemination. It also examines the application of IC elements’ 

oversight, and IC elements’ ability to deviate and depart from th

rather it highlights key aspects of IC elements’ policies and procedures and explains where 

A. Collection

The IC elements’ process for the collection of 

IC elements’ implementing policies and procedures vary, but all comport with or exceed the 

Information and Data Collected Pursuant to Section 1.7(c) of E.O. 12333

see also infra 

Off. of the Dir. of Nat’l Intel., Intel. Cmty. Directive 204, National Intelligence Priorities Framework

See e.g Collection, Use and Dissemination of Signals Intelligence

IC elements’ implementing policies 

and procedures vary, but all 
comport with or exceed the signals 
intelligence collection safeguards 

set forth in E.O. 14086.

https://www.intelligence.gov/assets/documents/702-documents/declassified/Redacted%20Annex%20DODM%205240.01-A(1).pdf
https://www.intelligence.gov/assets/documents/702-documents/declassified/Redacted%20Annex%20DODM%205240.01-A(1).pdf
https://www.dni.gov/files/documents/ICD/ICD_204_National_Intelligence_Priorities_Framework_U_FINAL-SIGNED.pdf
https://www.dni.gov/files/documents/ICD/ICD_204_National_Intelligence_Priorities_Framework_U_FINAL-SIGNED.pdf
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— —

NSA is the primary IC element responsible for the collection of signals intelligence. NSA’s 

prioritize targeted over bulk collection. Specifically, NSA’s implementing policies and 

Director, determines that “the information cannot reasonably be obtained by targeted 

SIGINT”; that “the information is necessary to advance a 

validated intelligence priority”; and that “reasonable methods and technical measures to 

pertinent information, will be applied.”

Additionally, NSA’s implementing policies and procedures apply not only to the collection of 

signals intelligence but also to the development of “SIGINT collection techniques”—

developing collection techniques, NSA personnel are required “to consider

Nat’l Sec. Agency, NSA/CSS Policy 12-3 Annex C, Supplemental Procedures for the Collection, Processing, 
Querying, Retention, and Dissemination of Signals Intelligence Information and Data Containing Personal 
Information of Non-United States Persons

Id

Id

Id
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additional approvals or civil liberties and privacy protections are needed” beyond those 

explicitly required under the Executive Order, as well as “the USSS entities responsible for 

implementing those requirements.”

CIA’s supplemental guidance clarifies and elaborates upon the Executive Order’s collection 

Order’s requirement that “targeted collection shall be prioritized” by dire

Additionally, CIA’s supplemental guidance clarifies certain collection

15, and CIA’

Under CIA’s supplemental guidance, at the collection planning phase of the intelligence data 

“CIA prioritize[s] appropriate and feasible alternatives to signals 

to obtain intelligence of the nature, reliability, and timeliness required.”

Id

Collection, Use and Dissemination of Signals Intelligence supra

Id

Collection, Use and Dissemination of Signals Intelligence supra While NSA’s implementing policies and 

riority, including from diplomatic and public sources, NSA’s implementing policies and procedures do not 
NSA/CSS Policy 12-3 Annex C supra

Collection, Use and Dissemination of Signals Intelligence supra .
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While FBI has a role in the IC’s collection of Section 702 data, FBI does not otherwise collect 

that are in place under FISA Section 702, including FBI’s targeting, minimization, and 

querying procedures, FBI’s acquisition of information subject to E.O. 14086 has 

NSA’s role in FBI’s Section 702 collection also helps to ensure that FBI’s collection activities 

activities be conducted “only following a determination that a specific si

supra at 77 (citing Off. of the Dir. of Nat’l Sec., Annual Statistical Transparency 
Report Regarding the Intelligence Community’s Use of National Security Surveillance Authorities, Calendar Year 
2022 (“FBI queries 
of Section 702 data do not run against the entirety of the IC’s Section 

—
2023.”)). While FBI’s limit on accessing the Section 702

See
67 (2024). Congress’s action followed the recommendation for 

supra

Federal Bureau of Investigation Executive Order 14086 Implementing Policies 
and Procedures

Id.

https://www.dni.gov/files/CLPT/documents/2023_ASTR_for_CY2022.pdf
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advance a validated intelligence priority.”

Specifically, NSA must “reasonably assess, based on the totality of the 

and the Attorney General in the manner prescribed by section 702.”

— —

requirements of E.O. 14086. Though these IC elements’ implementing policies and 

B. Documentation

This new documentation requirement is intended “to facilitate the oversight process

the redress mechanism” established by E.O. 14086.

Procedures Used by the Federal Bureau of Investigation for Targeting Non-
United States Persons Reasonably Believed to be Located Outside the United States to Acquire Foreign 
Intelligence Information Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as 
Amended

Nat’l Sec. Agency, Procedures Used by the National Security Agency for Targeting Non-United States Persons 
Reasonably Believed to be Located Outside the United States to Acquire Foreign Intelligence Information 
Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as Amended

Id
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First, NSA added language clarifying the Executive Order’s statement that “[t]he content of 

any such documentation may vary based on the circumstances.” NSA’s implementing 

policies and procedures note that “[f]or example, the content of documentation will likely 

collection activity.”

Second, NSA’s implementing policies and procedures explicitly reference a pre

procedures state that, “consistent with existing requirements in A,” 

which, with limited exception, applies to activities conducted under E.O. 12333, “NSA/CSS 

Order 14086.”

NSA’s Section 702 targeting procedures also establish documentation requirements that are 

Id

NSA/CSS Policy 12-3 Annex C supra

Id

Each IC element that engages in signals 
intelligence collection has . . . established

documentation requirements that are 
consistent with E.O. 14086.
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CIA also incorporated the Executive Order’s documentation requirement into its 

For example, CIA’s supplemental guidance establishes additional requirements concerning 

otherwise required to document under Section 5 of CIA’s E.O. 12333 Attorney General

and “any other collection 

activity resulting in the acquisition of a quantity of information” that either “[e]xceeds the 

CIA’s capability to evaluate the information promptly for retention” or “is determined to 

within the set of collected information.”

tation requirements established by Section 5 of CIA’s E.O. 12333 Attorney 

documentation requirements established by CIA’s implementing policies and procedures.

PCLOB assesses that this limitation is reasonable, as it is consistent with E.O. 14086’s 

requirement that IC elements maintain documentation not in all cases, but only “to the extent 

collected.”

supra

See Retention, Handling, and Training Requirements for Data Acquired Through Signals 
Intelligence

See Central Intelligence Agency Intelligence Activities: Procedures Approved by the 
Attorney General Pursuant to Executive Order 12333

Central Intelligence Agency Intelligence Activities: Procedures Approved by the Attorney General Pursuant to 
Executive Order 12333 supra
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Despite the limited scope of application of the Executive Order’s documentation requirement 

E.O. 14086. CIA’s supplemental guidance not only requires that personnel include, “[t]o the 

ce priority,” as required by the 

Executive Order, but also requires the inclusion, “[t]o the extent reasonable” of “the factual 

is as tailored as feasible” 

and “does not disproportionately impact privacy and civil liberties.”

Unlike NSA and CIA, FBI omitted much of the language in the Executive Order’s 

operative part of the requirement, as it appears in FBI’s implementing policies and 

ures, states simply that “the FBI shall maintain appropriate documentation with 

the FBI’s Section 702 Standard Minimization Procedures, the FBI’s Section 702 Targe

Procedures, and the FBI’s Section 702 Querying Procedures.”

— —

documentation language in FBI’s implementing policies and procedures is reasonable. 

Retention, Handling, and Training Requirements for Data Acquired Through Signals Intelligence supra

Id.

supra

— supra
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C. Use

All IC elements’ implementing policies and procedures meet these use requirements as laid 

closely to the Executive Order’s requirements by adapting the language almo

Annual Statistical Transparency Report Regarding the Intelligence Community’s Use of National Security 
Surveillance Authorities, Calendar Year 2022 supra, at 22 (“FBI queries of Section 702 data do not run against 
the entirety of the IC’s Section 702 collection. Rather, they only run against the subset of collection available 

—approximately 3.2% of Section 702 targets, as of February 2023.”)).

Id.

Id.

Retention, Handling, and Training Requirements for Data Acquired Through Signals Intelligence, supra, 
supra, NSA/CSS Policy 12-3 Annex C supra

Dir. of Nat’l Intel., Office of the Director of National Intelligence Executive Order 14086 Policies and Procedures

Off. of Nat’l Sec. Intel. Executive Order 14086—Policy and Procedure

https://www.intelligence.gov/assets/documents/702-documents/oversight/ODNI_EO14086_PP.pdf
https://www.intelligence.gov/assets/documents/702-documents/oversight/ODNI_EO14086_PP.pdf
https://www.intelligence.gov/assets/documents/702-documents/oversight/DEA_ONSI_EO_14086.pdf
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collectors before dissemination of the relevant intelligence products.) Notably, NRO’s 

information collected through signals intelligence activities “when identifiable” 

performance of authorized duties in support of NRO’s mission, highlighting the fact that NRO 

All IC elements’ implementing policies and procedures meet the Executive Order’s 

procedures. NSA went beyond the E.O.’s requirements, however, by providing guidelines for 

Dep’t of Energy Off Policy and Procedures Implementing Executive Order 
14086 Regarding Use, Maintenance and Handling of signals Intelligence 

Dep’t of Homeland Sec Safeguarding Personal Information 
Collected from Signals Intelligence Activities

Dep’t of State Bureau of Intel
Executive Order 14086 – Policy and Procedures

; Nat’l Reconnaissance Off Executive Order 
14086 – Enhancing Safeguards for United States Signals Intelligence Activities

Dep’t of Treasury Off
Safeguarding Personal Information Collected Through Signals Intelligence

Procedures Implementing Enhanced Safeguards for Signals Intelligence 
Activities Under Executive Order 14086

supra

of Nat’l Intel., FISA Section 702: Finding the Foreign Intelligence Information,

https://www.intelligence.gov/assets/documents/702-documents/oversight/DEA_ONSI_EO_14086.pdf
https://www.intelligence.gov/assets/documents/702-documents/oversight/Energy_INPG_EO_14086_Policy.pdf
https://www.intelligence.gov/assets/documents/702-documents/oversight/Energy_INPG_EO_14086_Policy.pdf
https://www.intelligence.gov/assets/documents/702-documents/oversight/DHS_IA_EO_14086_PP.pdf
https://www.intelligence.gov/assets/documents/702-documents/oversight/State_INR_EO_14086_PP.pdf
https://www.intelligence.gov/assets/documents/702-documents/oversight/NRO_EO_14086_PP.pdf
https://www.intelligence.gov/assets/documents/702-documents/oversight/Treasury_OIA_EO_14086_Policy.pdf
https://www.intelligence.gov/assets/documents/702-documents/oversight/Treasury_OIA_EO_14086_Policy.pdf
https://www.intelligence.gov/assets/documents/702-documents/oversight/USCG_EO_14086_Signed.pdf
https://www.intelligence.gov/assets/documents/702-documents/oversight/USCG_EO_14086_Signed.pdf
https://www.intel.gov/assets/documents/fisa/Finding_Foreign_Intelligence_Information_Section_702_FISA_Resource_Library.pdf
https://www.intel.gov/assets/documents/fisa/Finding_Foreign_Intelligence_Information_Section_702_FISA_Resource_Library.pdf
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and residence, NSA has added a provision that queries “shall be designed to defeat, to the 

relevant, necessary, nor proportionate to advance a validated intelligence priority,” as listed 

D. Retention

However, rather than a requirement of deletion (E.O. 14086’s third requirement), PPD

specified a detailed retention framework for retaining “covered communications”

supra

Id

supra

“ ” is defined in the IAA as “nonpublic telephone or electronic communication 

electronic storage.” 50 U.S.C. § 1813. 

Id

All IC elements have complied with the 
requirements of E.O. 14086 by aligning
retention of non-U.S. person data to the 
same standards and timeframes as that 

of U.S. person data.
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Each IC element sets its own retention schedules, which are specified in the IC elements’ 

unevaluated, Section 702 data vs. other signals intelligence). All IC elements’ implementing 

policies and procedures comply with the Executive Order’s retention requirements, though 

of its relevant policy document, with some slight variations. CIA’s and FBI’s

substantive changes to adapt the Executive Order’s 

NSA’s implementing policies and procedures summarize the retention requirements from 

the “SIGINT Annex” for E.O. 12333, which are the same as the requirements under E.O. 

See Off. of the Dir. of Nat’l Sec.,
Intelligence Community Standard 107-01: Continued Retention of SIGINT Under PPD-28

FBI’s retention practices for such information are governed by its Section 702 minimization procedures and 
BI’s Section 702 minimization procedures, its retention schedule 

Minimization 
Procedures Used by the FBI in Connection with Acquisitions of Foreign Intelligence Information Pursuant to 
Section 702 of the Foreign Intelligence Surveillance Act of 1978, as Amended

“ ” in the same words: “retention shall mean the maintenance of 
signals intelligence in either hard copy or electronic format regardless of how the information was collected.” 

supra

NSA/CSS Policy 12-3 Annex C supra

https://www.dni.gov/files/documents/ppd-28/ICS%20107-1.pdf
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U.S. person’s foreign status. NSA, ODNI, DEA, NRO, 

E. Dissemination

information that may be disseminated. Specifically, it states that “[

.”

United States persons’ personal information collected

NSA/CSS Policy 12-3 Annex C, supra, supra
supra supra

supra
supra supra

supra supra

Id
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not disseminate this information “solely because of a person’s nationality or country of 

residence”; (2) may not disseminate this information “for the purpose of circumventing” 

“only if an authorized and appropriately trained individual has a reasonable belief that the 

information”; and (4) must “take due account of the purpose of the 

the potential for harmful impact on the person or persons concerned” before disseminating 

28 required that “IC elements
the dissemination and retention of personal information collected from signals intelligence activities.” The 
Directive also stipulated that “[p]ersonal information shall be disseminated only

12333.” PPD supra

Id

Id
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this information “to recipients outside the United States Government, including to a foreign 

government or international organization.”

As discussed below, every IC element included in PCLOB’s review has either established or, 

Order’s requirements are reflected 

in the approach IC elements took to operationalize the Executive Order’s 

Id

Id

Every IC element included in PCLOB’s 

review has . . . in place dissemination 
restrictions that fulfill, and in some cases 
exceed, the requirements of E.O. 14086.
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development, and one that is consistent with E.O. 14086’s authorization for “the application 

protective safeguards” than those required under th

CIA, for example, chose to apply not only the Executive Order’s dissemination requirements 

information. CIA’s supplemental guidance on E.O. 14086 implementati

collection constitutes a “use” of bulk signals intelligence.

collection for the first time, it must not only adhere to E.O. 14086’s dissemination 

—

—

plicitly prohibited in E.O. 14086. Each of these elements’ implementing policies and 

“authorized intelligence requirement.”

most IC elements omitted at least some of the Executive Order’s dissemination language 

Id

Collection, Use, and Dissemination of Signals Intelligence

Id

supra
supra supra

supra supra
supra supra

supra
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— —

“shall disseminate within the United States Government personal information collected 

appropriately trained

recipient has a need to know the information” (emphasis added).

include this “appropriately trained” language in the relevant section of its implementing 

PCLOB does not consider these omissions to represent deficiencies in IC elements’ 

elements’ existing FISA minimization procedures. Likewise, while NSA’s implementing 

policies and procedures do not explicitly incorporate E.O. 14086’s “appropriately trained” 

language, these policies and procedures do state that “non U.S. persons’ personal 

supra —
—

and procedures, supplemental guidance, or trainings. CIA alluded to Section 5(d)’s allowance for statutoril

persons’ personal information collected through signals intelligence if the dissemination of comparable U.S. 
Collection, Use, and Dissemination of Signals Intelligence

supra, at § 1(C)(1)(b)(1). DEA ONSI alluded to Section 5(d)’s allowance for the dissemination of crime

“[n]othing in these procedures shall prohibit or regulate DEA’s activities pursuant to its statutory criminal 
law enforcement and civil regulatory missions,” including “DEA’s responsibilities pertaining to law 
enforcement information related to the domestic or foreign activities of U.S. persons.” 

supra

Off. of the Dir. of Nat’l Sec., Basic and Raw FISA Training
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standards and directives.” These “existing requirements” include a requirement that 

sought to limit the “re mirroring” of pre

NSA’s implementing policies and procedures, as they did not want to have their analysts be 

“too far away from” the original language, and wanted to instead encourage them to refer to 

A third notable aspect of the approach IC elements took to implement the Executive Order’s 

dissemination requirements is that every IC element included in PCLOB’s review has 

and practical application of the order’s dissemination requirements. 

For example, all IC elements provided a definition of “dissemination” in their implementing 

— —

additional guidance for implementing the Executive Order’s requirements for disseminating 

discussed above, E.O. 14086 permits such dissemination “only if an authorized and 

e information.”

While E.O. 14086 does not specify what constitutes an “appropriately trained individual,” 

NSA/CSS Policy 12-3 Annex C supra

Dep’t DoDM 5240.01, DoD Intelligence Activities

Foreign Intelligence Surveillance Act and Standard Minimization Procedures 
Policy Guide Collection, Use and Dissemination of Signals Intelligence
supra supra

supra supra
supra supra

supra
supra

supra supra
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— —

Executive Order’s requirements for disseminating personal information collected through 

Specifically, “[f]or information being disseminated to a 

foreign or international organization,” CIA personnel are required to “[c]onsider the 

importance of the disclosure to the national security of the US” and to “[m]ake a 

entities whose safeguards do not meet our standards.”

F. Training

E.O. 14086 requires that “[e]ach element of the 

with applicable United States law.”

inter alia “limit access to such personal information to authorized personnel who

have received appropriate training on the requirements of applicable United States law.”

U.S. Dep’t of the Treasury Off. of Intel. and Analysis, E.O. 14086 Annual Training, at 7; U.S. Dep’t of State, INR 
Training for E.O. 14086

Collection, Use, and Dissemination of Signals Intelligence, supra

Id
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elements’ implementing policies and procedures, and supplemental guidance as applicable, 

following the launch of CIA’s updated E.O. 14086 training, CIA officers with access 

see Foreign Intelligence Surveillance Act and Standard 
Minimization Procedures Policy Guide, supra .

Significant variations in 
training requirements or 
lack of refresher training

could contribute to 
problematic gaps in 

implementation.
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personnel who have completed their respective IC element’s mandatory training, which 

intelligence know and understand the Executive Order’s requirements and the policies and 

G. Oversight

“to build on the oversight mechanisms that IC elements already have in place and to further 

rsight.”
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— —

NSA’s signals intelligence activities are overseen by NSA’s Inspector General, General 

FBI’s signals intelligence activities are overseen by FBI’s Assistant Director of the Inspection 

These activities are also overseen by Department of Justice (DOJ) officials, including DOJ’s 

CIA’s signals intelligence activities are overseen by CIA’s Inspector General, General Counsel, 

Id

All IC elements have implemented 
sufficient internal processes to ensure 
compliance, review, and oversight of 

signals intelligence activities 
conducted by IC element personnel.
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Each IC element’s implementing policies 

compliance to their chain of command, supervisor, and/or respective agency’s legal, 

t’s Intelligence Oversight Officer, 

IC element’s incident reporting tool. For instance, potential incidents of non

Id

Id

Nat’l Sec. Agency, Identify & Report Questionable Intelligence Activities & Significant or Highly Sensitive 
Matters

Id
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ODNI’s CLPO is in the process of implementing ODNI’s Security and Counterintelligence 

IC element’s legal, oversight, or compliance officials to the extent necessary to determine the 

IC element’s legal, oversight, or compliance officials determine that a significant incident of 

complete additional, remedial training on intelligence oversight to removing an individual’s 

presidential directive are reported on a quarterly basis to the President’s Intelligence 

Oversight Board, which is a committee of the President’s Intelligence Advisor

Id
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The Inspectors General for the IC elements are also authorized to evaluate the elements’ 

H. Departures and Deviations

Finally, it should be noted that each IC element included in PCLOB’s review allows for 

see e.g., Nat’l Sec. Agency, NSA Director of Civil Liberties and Privacy 
Office Report, NSA’s Implementation of Foreign Intelligence Surveillance Act Section 702

DNI are tasked with issuing semiannual assessments on compliance with IC elements’ targeting, 

See
FISC Rules of Procedure

Id

https://www.dni.gov/files/documents/0421/702%20Unclassified%20Document.pdf
https://www.fisc.uscourts.gov/sites/default/files/FISC%20Rules%20of%20Procedure.pdf
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A similar allowance was made in many IC elements’ 

as when an “official determines that a departure from these procedures 

property or to the national security.” Each IC element’s policies and procedures specify 

ts’ implementing policies and procedures establish at least some 

The IC’s allowance for departures from both their PPD

Order’s requirement that “[t]his order shall app
28’s application to such activities prior to PPD 28’s partial revocation by the national security 

memorandum issued concurrently with this order.” E.O. 14086 § 5(f).

NSA/CSS Policy 12-3 Annex C supra

IC elements’ implementing policies and procedures require, among other things, that personnel provide 

See e.g., Signals 
Intelligence Activities supra NSA/CSS Policy 12-
3 Annex C supra
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IV. RECOMMENDATIONS

RECOMMENDATION 1: 

IC elements should require regular training on their E.O. 14086 policies and 
procedures for all personnel with access to signals intelligence information.

IC personnel with access to signals intelligence “know and understand” the Executive Order’s 

IC element’s mandatory E.O. 14086 training. Failing that, an individual may be subject to 

RECOMMENDATION 2:

If IC elements update or change their E.O. 14086 policies and procedures, they should 
publicly release any updated version, to the maximum extent possible, consistent with 
the protection of national security.

policies and procedures they adopted pursuant to the Executive Order “in order to enhance 

the public’s understanding of, and to promote public trust in, the safeguards
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which the United States conducts signals intelligence activities.”

complied with this requirement. However, in order to most effectively enhance the public’s 

possible. Since IC elements’ signals intelligence authorities and practices may change over 
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V. CONCLUSION

Although IC elements’ approaches to drafting policies, procedures, and supplemental 

appropriately implement the Executive Order’s requirements. The IC elements have also 

continued compliance. Making public any updates to IC elements’ policies and procedures 




