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ABOUT THIS REPORT

The Privacy and Civil Liberties Oversight Board (“PCLOB” or “the Board”)’s Agency
Financial Report for fiscal year (“FY”) 2021 provides fiscal results and performance
highlights for the reporting period beginning October 1, 2020 and ending September 30,
2021. This report enables the President, Congress, and the American public to assess the
agency'’s fiscal accountability as the Board advances its mission of ensuring that efforts by
the executive branch to protect the nation from terrorism are balanced with privacy and
civil liberties.

The Agency Financial Report is one of the performance and financial reports required from
federal agencies, prepared in accordance with Office of Management and Budget (“OMB”)
Circulars A-11, Preparation, Submission, and Execution of the Budget; A-123, Management’s
Responsibility for Enterprise Risk Management and Internal Control; and A-136, Financial
Reporting Requirements. The Board’s Semi-Annual reports, Congressional Budget
Justifications, and Agency Financial Reports are available online at https://www.pclob.gov.
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How THIS REPORT IS ORGANIZED

The Agency Financial Report (“AFR”) presents the agency’s performance highlights and
accomplishments, fiscal accountability, and operational achievements and challenges for FY
2021. It begins with a message from the Members of the Board, followed by three sections
and one appendix:

Management’s Discussion and Analysis

This section provides general background about the agency and describes PCLOB's history
and mission, organizational structure, and projects. It provides an overview of summary-
level performance information, financial results, and management assurance regarding
internal controls. This section is not audited by the independent auditors.

Financial Information

This section details the agency’s financial position as of the fiscal year that ended
September 30, 2021. The agency’s FY 2021 audited financial statements and footnote
disclosures are presented in this section, along with the independent auditor’s report.

» The auditor’s report speaks to whether the financial statements are materially
correct in accordance with Generally Accepted Accounting Principles (“GAAP”). The
auditors found PCLOB’s FY 2021 financial statements to be materially correct in
accordance with GAAP.

» Financial statements provide actual financial results for the year and include the
balance sheet, the statement of net cost, the statement of changes in net position,
and the statement of budgetary resources. See the section that follows entitled “Key
Terms Used in This Report” for a brief description of each statement and its
purpose.

> Notes to the financial statements provide additional details and context concerning
the numbers reported.

Other Information

This section contains a summary of the financial statement audit, management assurances,
and required reporting related to the Board’s compliance with the Payment Integrity
Information Act, including the agency’s fraud reduction measures. This section is also not
audited.

Appendix

This section provides a glossary of acronyms used throughout this report.
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KEY TERMS USED IN THIS REPORT

Generally Accepted Accounting Principles - GAAP refers to a common set of accounting
principles, standards, and procedures issued for the U.S. Government by the Federal
Accounting Standards Advisory Board (“FASAB”), as designated by the American Institute
of Certified Public Accountants (“AICPA”). PCLOB follows the requirements for GAAP for
federal financial reporting.

Government Financial Statements - According to the U. S. Government Accountability
Office (“GAQ”), the objectives of federal financial reports are for agencies to demonstrate
their accountability, provide useful information, and help internal users of financial
information to improve the government's management. Federal Government financial
statement readers should bear in mind that our goal is to demonstrate good financial
stewardship over the assets entrusted to us, whereas private industry financial statement
users may have an interest in investing in a company and want assurances that the
information provided is timely, accurate, and can be relied upon.

Balance Sheet - The balance sheet shows the agency's assets and liabilities at a fixed point
in time - in this case, September 30, 2021 and 2020. Most of the terms on the balance sheet
are familiar to users of financial statements, (e.g. assets — such as accounts receivable,
property, and equipment — and liabilities — such as accounts payable). On a federal
balance sheet, there is one unique term: “fund balance with Treasury.” Like bank accounts,
the fund balances represent the amount of funding in the agency's accounts within the U.S.
Treasury that is available to spend for the purposes for which the funds were approved by
Congress.

Statement of Net Cost - The statement of net cost shows the results of operations for
PCLOB. A commercial company would call this type of document an income statement. As a
reflection that most federal programs generate little to no resources on their own,
expenses are offset by revenues to determine the net cost for the agency.

Statement of Changes in Net Position - The statement of changes in net position is similar
to a statement of changes in equity for a commercial firm. The statement reflects the impact
that changes in assets and liabilities have on the financial position of each fund. During FY
2021, PCLOB received appropriations and used appropriations.

FY 2021 AGENCY FINANCIAL REPORT [ iii ]
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Statement of Budgetary Resources - The statement of budgetary resources is unique to
the Federal Government, displaying the key components of the budgetary control process.
The statement shows the various sources of budgetary authority and resources provided to
fund agency activities. Private industry has no similar statement or set of requirements to
establish and control budgets in this manner.

Unobligated Balances - The unobligated balance is the portion of total budget authority
provided as financial resources, where no actions have been taken to spend or obligate
funding to pay for goods or services, nor bind the government to pay liabilities. Limitations
in laws also create further categorization of unobligated balances into amounts being
“available” to spend on new obligations, “unavailable” due to various limitations, or
“expired” and no longer available for new obligations.

Congress often provides agencies with funds to obligate or spend in one fiscal year
(starting October 1 and ending September 30). These funds are referred to a one-year
appropriation account, and the budget authority expires and can no longer be used to incur
new obligations after September 30 of the fiscal year the appropriation was made.

Congress may also provide agencies with authority to obligate funds over 2 or more years,
referred to as multi-year funds or may not limit the amount of time funding remains
available, known as no year funds. PCLOB currently operates with funds obligated over a
two-year period.

Cumulative Results of Operations - Cumulative results of operations are a component of
net position on balance sheets representing the historical total for a fund, summing
revenues, expenses, gains, losses, transfers of assets and liabilities from other agencies, and
other financing sources provided to a fund since its inception. It is similar in concept to
retained earnings for a commercial firm.

Appropriations - Appropriation means a provision of law (not necessarily in an
appropriations act) authorizing the expenditure of funds for a given purpose. See OMB
Circular A-11 at https://www.whitehouse.gov/wp-content/uploads/2018/06/s20.pdf for
a more detailed explanation of appropriations.

Outlays - An outlay means a payment to liquidate an obligation (other than the repayment
of debt principal or other disbursements that are "means of financing" transactions).
Outlays generally are equal to cash disbursements but also are recorded for cash-
equivalent transactions, such as the issuance of debentures to pay insurance claims, and in
a few cases are recorded on an accrual basis such as interest on public issues of the public
debt. Outlays are a primary measure of government spending.

FY 2021 AGENCY FINANCIAL REPORT [ iv ]
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MESSAGE FROM THE BOARD

On behalf of the Privacy and Civil Liberties Oversight Board, we are pleased to present the Fiscal
Year 2021 Agency Financial Report. This report presents the agency’s financial statements and
the opinion of our independent auditor regarding the Board’s financial statements and internal
controls. The performance and financial data in this report are both complete and reliable and
will allow the President, Congress, and the American people to assess our stewardship of the
resources entrusted to us.

The Privacy and Civil Liberties Oversight Board is an independent agency within the executive
branch, established in its current form by the Implementing Recommendations of the 9/11
Commission Act of 2007. The Board's mission is to ensure that the Federal Government's efforts
to prevent terrorism are balanced with the need to protect privacy and civil liberties. To do so,
the Board conducts oversight and provides advice regarding executive branch regulations,
policies, procedures, and activities related to efforts to protect the nation from terrorism.

The PCLOB adapted well to the uncertainties created by COVID-19, thanks in large part to the
coordination and cooperation of the agency’s leadership and staff. Last year’s efforts to enhance
the Board’s information technology systems have been key to continuing operations from afar as
the pandemic continued into another fiscal year and the majority of our staff safely teleworked
from home. The safety protocols set in place at the beginning of the pandemic last year
continued to ensure the health and safety of our workforce when mission projects required them
to report to the office to handle sensitive data. The conditions have been far from ideal, but we
have continued to achieve our mission and make progress in all capacities while keeping
everyone as safe as possible.

The agency has also experienced other challenges relating to changes in our leadership and the
way we achieve our mission. The Board lost its quorum in FY 2021 when three of our five Board
Member seats became vacant. Until new members are nominated and confirmed, we work
diligently to maintain our oversight and advisory roles in our individual capacities as the two
remaining Board Members. To ensure continuity and maintain oversight during the transition
period, we have appointed an acting Executive Director and detailed an acting General Counsel
from another agency while we continue to recruit and hire staff for vacancies that can be filled.

Notable accomplishments by the Board in FY 2021 include:
» Issuing public reports regarding executive branch activities related to counterterrorism
efforts, and

» Providing independent, expert advice in response to requests from Intelligence Community
elements and other agencies involved in counterterrorism.

FY 2021 AGENCY FINANCIAL REPORT [ 1 ]
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Ongoing Board projects include an examination of the use of facial recognition and other biometric
technologies in aviation security, a review of the Federal Bureau of Investigation’s (“FBI”) use of
open-source data for counterterrorism purposes, oversight of the FBI's querying of U.S. person data
obtained pursuant to the Foreign Intelligence Surveillance Act (“FISA”) Section 702, and monitoring
the terrorist watchlist.

The Board remains focused on achieving excellence in financial management and, as a result, has
received clean audit opinions on its financial statements from the independent external auditors for
the past three fiscal years. In FY 2021, the Board achieved a clean audit opinion with no findings or
required adjustments to our financial statements. The auditors found no material weaknesses,
significant deficiencies, or issues of noncompliance with laws and regulations. These results
confirm that our financial statements accurately present the financial position of our agency, are
free of material misstatements, and are in conformity with generally accepted accounting
principles. Based on our assessment of internal controls, we have also concluded that the Board'’s
internal controls and financial systems meet the Federal Managers’ Financial Integrity Act
objectives.

These achievements reflect the Board’s commitment to accountability and transparency in all facets
of our operations. We are grateful for the dedication, expertise, and hard work of the Board staff
who made these accomplishments possible. Thanks to their efforts, we are confident that the
agency will maintain the highest standard of financial accountability in years to come.

/s/ Edward W. Felten /s/ Travis LeBlanc
Edward W. Felten, Board Member Travis LeBlanc, Board Member
November 12, 2021 November 12, 2021

FY 2021 AGENCY FINANCIAL REPORT [ 2 ]




\\\\\\\\\\!\W%/r//////

%,

A\

PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD

=
-

S

\\\\HIMI////////

*5"'
\
A\

Z

W

)

MANAGEMENT’S DISCUSSION AND ANALYSIS

Vision, Mission, and Core Values

VISION

A nation that counters terrorism while safeguarding privacy and civil liberties.

The Board’s mission is to ensure that the executive branch’s efforts to prevent terrorism
are balanced with the need to protect privacy and civil liberties. Specifically, the Board’s
enabling statute, 42 U.S.C. § 2000ee, authorizes it to “analyze and review actions the
executive branch takes to protect the Nation from terrorism, ensuring that the need for
such actions is balanced with the need to protect privacy and civil liberties,” and to
“ensure that liberty concerns are appropriately considered in the development and
implementation of laws, regulations, and policies related to efforts to protect the Nation
against terrorism.”

The Board’s mission encompasses two core functions: providing advice and conducting
oversight.

Advice - Executive branch agencies can consult with the Board in the development and
implementation of legislation, policies, programs, guidelines, or regulations to ensure
privacy and civil liberties protections are appropriately considered in their design.

Oversight - The Board is charged with continually reviewing (1) regulations, policies,
procedures, and practices within the Board’s jurisdiction to ensure that privacy and civil
liberties are protected, and (2) other actions within the Board’s jurisdiction to ensure
that those actions appropriately protect privacy and civil liberties and are consistent
with governing laws, regulations, and policies regarding privacy and civil liberties.

CORE VALUES

Three key values guide the Board’s work:

Integrity - As an agency whose power lies in its persuasiveness, the Board regards the
preservation of its integrity and credibility as paramount. The Board approaches its
activities with objectivity and good faith. The Board strives to treat executive branch
agencies and other outside parties with evenhandedness and respect, and to evaluate a
wide range of data, viewpoints, and considerations.

FY 2021 AGENCY FINANCIAL REPORT [ 3 ]
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Transparency - The Board aims to inform the public about the impact of efforts to
protect the nation from terrorism on privacy and civil liberties. In addition, the Board
strives to conduct its own activities responsibly and transparently, to foster confidence
in its management of authorities, resources, and information. The Board promotes
transparency by holding public events and issuing public reports, to the greatest extent
that is consistent with the protection of classified information and applicable law, and by
soliciting input from the public and outside experts.

Rigor - The Board strives for the highest standard of quality in its analysis and
recommendations. When examining government programs, the Board takes care to
understand those efforts in all their complexity. In assessing whether such efforts are
consistent with the law and appropriately protect privacy and civil liberties, the Board
strives to be thorough and accurate and to account for the impact of new and emerging
technologies and institutional reforms. When recommending changes to those efforts,
the Board seeks to consider fully the foreseeable impact of its recommendations.

Board History and Authorities

The Board was created on the
recommendation of the National
Commission on Terrorist Attacks Upon the
United States (“the 9/11 Commission”) in its
2004 report. The 9/11 Commission
acknowledged  that many of its
recommendations  “callf[ed] for the
government to increase its presence in our
lives—for example, by creating standards
for the issuance of forms of identification, by
better securing our borders, by sharing
information gathered by many different
agencies,” and by consolidating authority
over intelligence agencies under a new
Director of National Intelligence.
Recognizing that “this shift of power and
authority to the government” would require
“an enhanced system of checks and balances
to protect the precious liberties that are
vital to our way of life,” the 9/11

should be a board within the executive
branch to oversee adherence to the
guidelines we recommend and the
commitment the government makes to
defend our civil liberties.”

FY 2021 AGENCY FINANCIAL REPORT [ 4 ]
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In response to the 9/11 Commission’s recommendation to create an oversight board,
President George W. Bush created the President’s Board on Safeguarding Americans’
Civil Liberties in 2004. The President’s Board ceased to meet following the enactment
later that year of the Intelligence Reform and Terrorism Prevention Act of 2004, which
created the Privacy and Civil Liberties Oversight Board within the Executive Office of the
President. Finally, in 2007, the Implementing Recommendations of the 9/11
Commission Act established the Board as an independent agency within the executive
branch.
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The Board'’s statute makes transparency an inherent part of its mission. Specifically, the
Board is required to inform the public about its work by holding public hearings, issuing
public reports to the extent consistent with the protection of classified information and
applicable law, providing semi-annual reports to the Congress, and appearing and
testifying before Congress upon request.

The Board also has designated roles under Executive Order 13636 (Improving Critical
Infrastructure Cybersecurity),
Presidential Policy Directive
28 (regarding the conduct of
signals intelligence activities
for foreign intelligence and
counterintelligence purposes),
and Section 803 of the
Implementing
Recommendations of the 9/11
Commission Act of 2007
(“Section 803”).
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Our Organization

PCLOB’s headquarters is in Washington, D.C. A bipartisan group of five Board Members
comprise the Board: a full-time Chairman and four part-time members, each appointed
by the President, with the advice and consent of the Senate, to staggered six-year terms.
The Board’s statute requires that Members come from different political parties and be
selected based on their professional qualifications, achievements, public stature,
expertise in civil liberties and privacy, and relevant experience.

At present, the Board has two Members and is in sub-quorum status, following the
expiration of one Board Member’s term and resignation by two Board Members in FY 21.
For more about the existing Board Members, see PCLOB’s website at
www.pclob.gov/Board/Index.

In addition to the five Board Member seats (and their respective counselors), the
agency'’s structure includes mission and operations staff.

('.t.;? -

Privacy and Civil Liberties Oversight Board
Organizational Chart

Board Member irm: Board Member Board Member

Mission Operations

Operations

Information

Officer/CISO et
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Performance Overview

PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD

OVERCOMING CHALLENGES TO ACHIEVE OUR STRATEGIC GOALS AND OBJECTIVES

BOARD LEADERSHIP

The agency is led by a bipartisan group
of five Board Members, each appointed
by the President, with the advice and
consent of the Senate. Terms are
staggered, and Board Members are
selected based on their professional
qualifications, achievements, public
stature, expertise in civil liberties and
privacy, and relevant experience. Since
Board Members are chosen with such
due diligence, vacancies can be slow to
fill. When the agency has less than the
statutory quorum of three Members,
the agency enters a sub-quorum
period.

In FY 2021, the Board lost its quorum
when one Member’s term expired, and
two Board Members resigned. Some of
the Board’s authorities are limited
while in sub-quorum, and the Board
may not initiate new oversight
projects, nor formally finalize existing
projects until a quorum of three
members has been reestablished.
Nonetheless, the Board continues to
function as an independent executive
branch agency, as staff continue their
work on existing projects and the
remaining Board Members continue
their oversight and advisory roles in
their individual capacities. The Board
will also continue to recruit and hire
staff to fill vacancies.

AGENCY SIZE AND WORKFORCE

PCLOB is a small agency, consisting of
less than 40 full-time employees. Due
to its small size, the agency must
achieve its mission and conduct
operations with limited resources. One
way the Board has compensated for its
small size is by using shared-service
providers for several key functions.
The continued use of shared services,
however, depends on the receipt of
two-year appropriations and requires
additional coordination with and
oversight by PCLOB staff to achieve the
highest standards of excellence.

The work performed by PCLOB’s
employees requires an agile and
diverse mix of talent equipped with
critical skills that align with the
evolving strategic workforce needs of
the agency. As funds have allowed each
year, the agency has sought to grow its
staff by recruiting skilled professionals
with backgrounds in intelligence,
counterterrorism, privacy and civil
liberties, oversight and investigations,
federal accounting, and information
technology. The Board is actively
recruiting for the positions that the
Board Members can fill and expect to
make hiring decisions in early FY 2022.

FY 2021 AGENCY FINANCIAL REPORT [ 7 ]
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RESPONDING TO THE ONGOING
CORONAVIRUS PANDEMIC

As the COVID-19 pandemic continues,
it is the Board’s priority to continue to
fulfill its oversight and advice functions
while ensuring the health and safety of
Board Members and staff, as well as the
many stakeholders and government
officials that have ongoing interactions
with the Board. The Board has been
continuously monitoring guidance
from the Centers for Disease Control
and Prevention (“CDC”) and OMB
directives relating to occupancy limits,
facial mask and social distancing
requirements, and other relevant
guidance and has  accordingly
implemented rigorous health and
safety protocols. As a result of these
measures, Board Members and staff
have been able to continue their work
on classified matters in the agency’s
Sensitive Compartmented Information
Facility (“SCIF”).

s

' —————

PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD

As FY 2021 drew to a close, the agency
continued preparing for the “new
normal” by submitting an agency
Reconstitution Plan and related
Federal Safety Plan to the OMB. The
final Reconstitution Plan will detail the
Board’s plans for re-entry of staff into
the workplace following the COVID-19
pandemic and capitalize on the
numerous lessons learned during the
pandemic. At year end, the agency was
working to incorporate all elements of
Executive Order 14043, Requiring
Coronavirus Disease 2019 Vaccination
for Federal Employees, into the PCLOB
Federal Safety Plan to ensure all
employees not legally entitled to an
accommodation were vaccinated by
the November 22, 2021 deadline.

As staff continue to work through the
complexities of the ongoing COVID-19
pandemic, the PCLOB is well-
positioned to continue pursuing its
oversight and advice agenda.

FY 2021 AGENCY FINANCIAL REPORT [ 8 ]
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The PCLOB continues to utilize the objectives and strategies defined in the 2019-2022
Strategic Plan to guide mission work and operational support and to achieve the agency’s
five strategic goals. The Board measures agency performance through accomplishments
recognized in its various advice, oversight, and other mission activities, as reported in
PCLOB’s semi-annual reports, annual Congressional Budget Justifications, and Agency
Financial Reports, available on the agency’s website at https://www.pclob.gov.

Privacy and Civil Liberties Oversight Board

PRIVACY AND
CIVIL LIBERTIES
OVERSIGHT
BOARD

STRATEGIC PLAN

AGENCY FINANCIAL
REPORT

FISCAL YEAR
2020

Privacy and
Civil Liberties
it Board

il
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Congressional Budget

Justification
Fiscal Year 2023

SEMI-ANNUAL

REPORT
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The Board’s Strategic Plan for fiscal years 2019-2022, published in January 2019, outlines
five strategic goals:

STRATEGIC GOAL 1:  Provide effective and timely advice regarding the protection of
privacy and civil liberties in the development and implementation of
legislation, regulations, and policies related to efforts to protect the
nation against terrorism.

Under its advice function, the Board is required to advise the President and executive
branch departments and agencies to ensure that laws, regulations, policies, and
programs related to efforts to protect the nation from terrorism are appropriately
balanced against the need to protect privacy and civil liberties and are subject to
appropriate guidelines and oversight.

STRATEGIC GOAL 2:  Conduct effective oversight of executive branch authorities, policies,
and activities related to efforts to protect the nation against
terrorism to ensure appropriate protection of privacy and civil
liberties.

Under its oversight function, the Board is required to “continually review” executive
branch regulations, policies, procedures, information-sharing practices, and other
actions related to efforts to protect the nation from terrorism to ensure that they
appropriately protect privacy and civil liberties and comport with governing laws,
regulations, and policies relating to privacy and civil liberties.

STRATEGIC GOAL 3:  Offer insights on the effects of new and emerging technologies on
the balance between government power and privacy and civil
liberties.

Given the potential implications of new and developing technologies for privacy and
civil liberties, their potential deployment should be accompanied by rigorous
independent consideration of privacy and civil liberties concerns, taking into
account the views of stakeholders inside and outside of government.

STRATEGIC GoAL4: To the extent consistent with the protection of classified
information and applicable law, promote transparency regarding
Board activities and issues within the Board’s jurisdiction.

The Board is committed to ensuring that its work is available and useful to the
public, in accordance with the Board'’s enabling statute.

STRATEGIC GOAL 5:  Continue to strengthen the Board'’s institutional capacity.

To achieve a standard of excellence in both mission and operational activities, the
Board must continuously develop its operational activities, including human
resources, financial management, and cybersecurity, in a manner consistent with its
small size and limited workforce.

FY 2021 AGENCY FINANCIAL REPORT [
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PERFORMANCE THROUGH PROGRESS

This section demonstrates how the achievements of the Board relate to defined goals and
objectives of the agency.

STRATEGIC GOAL 1: ADVICE

Provide effective and timely advice regarding the protection of privacy and civil liberties
in the development and implementation of legislation, regulations, and policies related
to efforts to protect the nation against terrorism.

OBJECTIVE 1.1:

Continue to serve as a trusted source of advice to the President and executive
branch departments, agencies, and elements on how to ensure efforts to protect the
nation from terrorism appropriately protect privacy and civil liberties.

OBJECTIVE 1.2:

Ensure that Board advice is constructive, practicable, and timely.

OBJECTIVE 1.3:

Maintain and strengthen the Board’s collaboration with agency privacy and civil
liberties officers.

The Board Members continue to perform their advisory roles, which entails responding
to requests from executive branch agencies for advice on matters within the Board’s
jurisdiction. Feedback from executive branch agencies suggests that the Board Members
advice continues to be trusted and valued by the Intelligence Community and other
agencies. For example, the Board has provided advice on every significant revision or
issuance by an Intelligence Community element of its Attorney General-approved
guidelines governing the handling of U.S. person information collected under Executive
Order 12333.

FY 2021 AGENCY FINANCIAL REPORT [ 11 ]
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Other notable functions that PCLOB has performed in FY 2021 include:

» Cybersecurity: Executive
Order 13636. Executive Order
13636 requires the Department
of Homeland Security (“DHS”)
to consult with the Board in
producing a public report,
required by Section 5(c) of the
order, that assesses the privacy
and civil liberties implications
of the functions and programs
undertaken by agencies
covered by the order. The
Board continued to engage with
DHS during this reporting
period. As required by
Executive Order 13636, DHS
periodically updates the Board
on the progress of agencies’
cybersecurity information-

sharing activities. Board staff
will continue to consult with DHS and provide necessary guidance for the final,
consolidated Executive Order 13636 Privacy and Civil Liberties Assessment
Reports.

» Coordination of Executive Branch Privacy and Civil Liberties Activities.
Section 803 of the Implementing Recommendations of the 9/11 Commission Act
of 2007 requires agencies’ Privacy and Civil Liberties (“P/CL”) officers to issue
semi-annual reports about their activities to their respective agency heads,
Congress, and the Board. The Board regularly receives and reviews Section 803
reports from federal departments and agencies.

The Board’s authorizing statute instructs the Board to advise executive branch
agencies on their efforts to protect privacy and civil liberties and to coordinate
those activities on relevant interagency matters. As such, the Board has regular
interactions with agency P/CL officers. Among other advantages, these
interactions promote information sharing and privacy best practices. Board
Members and staff work closely with P/CL officers.

FY 2021 AGENCY FINANCIAL REPORT [
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STRATEGIC GOAL 2: OVERSIGHT

Conduct effective oversight of executive branch authorities, policies, and activities
related to efforts to protect the nation against terrorism to ensure appropriate

protection of privacy and civil liberties.

OBJECTIVE 2.1:

Build and execute a diverse portfolio of oversight projects related to efforts to
protect the nation against terrorism and their implications for privacy and civil

liberties.

OBJECTIVE 2.2:

Conduct professional, fact-based oversight that yields practicable and constructive
findings and recommendations.

In line with the agency’s second
strategic goal, the Board has
conducted vigorous oversight of
efforts by the executive branch to
protect the nation against terrorism
through its work on both classified
activities and the following previously
disclosed oversight projects:

» During the past year, the Board
completed its examination of
counterterrorism activities
under Executive Order 12333.
The Board conducted three
classified deep dives into
specific counterterrorism-
related activities by the Central
Intelligence Agency ("CIA”) and
National  Security = Agency
(“NSA”), resulting in classified
reports and recommendations

FY 2021 AGENCY FINANCIAL REPORT [ 13 ]
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provided to the agencies and to Congress. The Executive Order 12333 Capstone
Report issued to the public can be found on the Board’s website:
https:\\www.pclob.gov.

» The Board also completed its examination of the Department of the Treasury’s
(“Treasury”) Terrorist Finance Tracking Program. The examination resulted in
classified briefings to Treasury and to Congress, the issuance of recommendations
to Treasury, and a public statement.

» Additionally, the Board concluded its examination of the DHS Data Framework.
Operational changes effectively transformed the Data Framework from a classified
counterterrorism vetting system to an unclassified platform designed to provide
reporting and analytic services to certain DHS customers.

» The PCLOB continues to work on several oversight projects and other active items
including:

FBI's querying of U.S. person information under Section 702 of FISA;
An examination of the use of facial recognition in aviation security;
A working group on domestic terrorism; and

FBI use of open-source information.

N B\T -

o O O O
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STRATEGIC GOAL 3: TECHNOLOGY

Offer insights on the effects of new and emerging technologies on the balance between
government power and privacy and civil liberties.

OBJECTIVE 3.1:

Rigorously analyze the potential implications of new and emerging technologies for
efforts to protect the nation against terrorism and the preservation of privacy and
civil liberties.

OBJECTIVE 3.2:

Ensure that the Board receives the technical input needed to conduct effective
oversight and provide informed advice on issues related to emerging technologies.

In addition to the examination of the use of
facial recognition in aviation security, the Board
is also working on several other items
including:

e An artificial intelligence and machine
learning working group;

e An emerging technologies working
group; and

e The Vulnerabilities Equities Process.

FY 2021 AGENCY FINANCIAL REPORT [ 15 ]
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STRATEGIC GOAL 4: TRANSPARENCY

To the extent consistent with the protection of classified information and applicable law,

promote transparency regarding Board activities and issues within the Board’s
jurisdiction.

OBJECTIVE 4.1:

Ensure that the Board’s work is available and useful to the public and other
stakeholders.

OBJECTIVE 4.2:

Maintain regular and constructive interaction with Congress, through both formal
and informal channels.

OBJECTIVE 4.3:

Engage directly with the public about the Board’s work and issues within the
Board'’s jurisdiction.

OBJECTIVE 4.4:

Identify appropriate opportunities for international engagement.

To achieve its goal of transparency, the Board has committed to ensuring that its work is
available, relevant, and informative for the public, Congress, and other federal agencies.
The Board'’s statute requires it to hold public hearings and otherwise inform the public of

its activities, as appropriate, and in a manner consistent with the protection of classified
information and applicable law.

FY 2021 AGENCY FINANCIAL REPORT [ 16 ]
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To foster a better understanding of its mission and work, Board Members and staff speak
at events hosted by other government agencies, as well as by a variety of groups and
organizations, including bar associations, business organizations, educational
institutions, and non-governmental organizations. Board Members and staff held several
briefings on Capitol Hill to provide updates on the Board’s work and, upon request, to
provide technical assistance on legislative matters as the agency strives to be a valuable
resource to Congress through its work and written reports, briefings, and testimony on
matters within the Board’s authority. While many of these interactions were virtual
during FY 2021 due to the COVID-19 pandemic, Board Members and staff also continued
their past practice of meeting with representatives of non-governmental organizations,
the private sector, international counterparts, and other entities with interest in issues
within the Board'’s jurisdiction.

STRATEGIC GOAL 5: COMPETENCE

Continue to strengthen the Board’s institutional capacity.

OBJECTIVE 5.1:

Optimize the Board’s use of shared-service providers.

OBJECTIVE 5.2:

Recruit and retain a workforce equipped with the skills to achieve the Board’s
mission.

OBJECTIVE 5.3:

Continue to strengthen the Board’s financial management capabilities and ensure
responsible stewardship of taxpayer funds.

OBJECTIVE 5.4:

Maintain a high standard of personnel and information security.

OBJECTIVE 5.5:

Continue to refine the Board’s internal policies and governance processes.

FY 2021 AGENCY FINANCIAL REPORT [
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The Board requires a strong foundation of administrative, managerial, and organizational
capabilities to operate as a freestanding agency and strategically drives for a stronger
institution by committing to achieving the highest standards for its workforce,
cybersecurity, financial management, operational capacity, and protection of classified
information. Despite its small size and limited workforce, the Board’s operational support
fulfilled an impressive list of accomplishments relating to the agency’s human resources,
financial management, cybersecurity, and physical/personnel security in FY 2021,
achieving the Board’s fifth strategic goal of strengthening the institutional capacity of the
agency. Some of the organizational and managerial successes include the following:

Human Resources and Financial Management

» Issuance of the Board’s first-ever AFR in November 2020, satisfying all relevant
statutory reporting requirements and demonstrating effective financial
management;

» Improved processes and increased efficiencies gleaned from services provided by
the financial, payroll, and procurement service providers the Board transitioned to
in FY 2020;

» Continued HR modernization in FY 2021 through information technology,
automating over 90% of HR processes;

» Increased accountability of the Board’s property, plant, and equipment upon
completion of a project to tag and track the agency’s assets; and

» Enhanced and improved analysis of potential contracts in the procurement
process to identify potential cost savings and maximize value.

Information Technology and Security of Agency Data, Personnel, and Assets

» Implemented stronger technical controls to ensure compliance with Federal
Information Security and Modernization Act (“FISMA”) requirements for
cybersecurity;

» Implemented DHS Emergency Directive 21-01, Mitigate SolarWinds Orion Code
Compromise, to remediate impacts of SolarWinds products on agency
infrastructure;

» Completed an independent penetration test that detected no critical or high
vulnerabilities across the network infrastructure;

FY 2021 AGENCY FINANCIAL REPORT [ 18 ]
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» Implemented DHS Binding Operational Directive, 20-01 Vulnerability Disclosure
Policy, to receive reports of network vulnerabilities from the public;

» Implemented Security Operation Center services and tools to monitor and
mitigate network incidents 24 /7 across agency platforms; and

» Received recognition from the National Insider Threat Task Force for achieving
full operating capability in the Board’s Trusted Access Program, in compliance
with standards established by Executive Order 13587, Structural Reforms to
Improve the Security of Classified networks and the Responsible Sharing of Classified
Information.

Financial Summary and Highlights

Sound financial management is integral to the execution of PCLOB’s mission. The
following pages provide a summary and overview of the financial position of the Board
and highlights some of the most significant financial achievements carried out, as well as
some financial management challenges, during FY 2021.

Audited Agency Financial Statements, FY 2018 to Present

Following the agency’s first financial statement audit in FY 2018 which resulted in the
auditor’s inability to render an audit opinion, the Board’s Office of the Chief Financial
Officer (“OCFO”) worked diligently to establish, document, and implement new
procedures and internal controls in various financial processes. With a solid foundation
of control activities, policies, and procedures in place, PCLOB was able to remediate most
of the previously identified audit weaknesses, obtaining an unmodified (clean) audit
opinion over the Board’s FY 2019 financial statements with no new audit findings and no
required audit adjustments.

The Board continued to seek areas for operational improvement and growth in FY 2020,
further refining and strengthening its accounting practices and internal controls by
completing its first full internal controls assessment, successfully procuring and
transitioning to two new shared service providers for financial and payroll services, and
fortifying the OCFO by appointing a Chief Financial Officer and hiring a full-time
accountant.

As evidence of the Board’s commitment towards strong financial management, the
agency has since received unmodified audit opinions over both the FY 2020 and FY 2021
financial statements, with no new findings or required audit adjustments. These audit
reports were included in PCLOB’s Agency Financial Reports, first issued in 2020 in
accordance with guidelines and requirements established by the Office of Management
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and Budget and other governing entities. The issuance of an AFR by the Board represents
a significant achievement for the agency, indicating significant growth in its capacity to
not only achieve sound financial management but to faithfully report to the public in full
compliance as well.

Financial Impact of COVID-19

The financial impact of COVID-19 on the PCLOB in FY 2021 was not significant, and no
additional budgetary resources were necessary for the Board to continue its mission.

Increased Accountability of Property, Plant, and Equipment

Following an audit recommendation to tag all agency assets, PCLOB embarked on the
project by procuring asset tagging equipment specifically designed for use in a SCIF. After
researching best practices and generally accepted accounting principles to develop new
procedures for tagging and accounting of property, the agency successfully tagged over
nearly 1,000 items for the first time in PCLOB’s history. A reconciliation of inventory
results to PCLOB’s asset records was performed, and accounting entries were made to
properly correct identified errors and remove disposed assets. These measures have
provided a greater ability to control agency assets, more reliable financial records, and
greater transparency over agency assets.

Strengthened Financial Management through Enhanced Internal Controls and
Improved Processes

The Board continued to reinforce its overall financial management in FY 2021 in a
number of ways:

e Inearly FY 2021, the OCFO reviewed all documented process control manuals and
desk guides and made updates to maximize efficiencies and better align with the
agency'’s service providers procured in FY 2020.

e Having established an effective internal control environment, the Board
performed a comprehensive internal controls risk assessment to identify and
analyze relevant risks associated with achieving agency objectives. PCLOB is using
the results of this risk assessment to develop and implement responses to
identified risks as well as plan ways to evaluate and monitor the performance of
those responses.

¢ Demonstrating its commitment to obtaining excellent service, responsiveness, and
value for taxpayer dollars, the OCFO continued to streamline the procurement
process, successfully identifying potential cost savings in both new and existing
contracts.

FY 2021 AGENCY FINANCIAL REPORT [ 20 ]
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OVERVIEW OF FINANCIAL POSITION

PCLOB’s financial statements are submitted to the OMB in compliance with the
Accountability of Tax Dollars Act of 2002. As presented in the “Financial Information”
section of this report, these statements support the agency’s objective to improve
financial management and provide accurate, reliable information for assessing
performance and allocating resources. Agency resources primarily consist of funds
appropriated by Congress and administered by the Treasury. The agency has the
authority to obligate these funds over a two-year period. In FY 2021, the agency received
$8.5 million in appropriations, operating under one general fund.

Overall, the Board’s financial position improved as a result of the FY 2021’s activities, as
presented in the agency principal statements:

» Balance Sheet,

» Statement of Net Cost,

» Statement of Changes in Net Position, and
>

Statement of Budgetary Resources.

The Board prepares its balance sheet, statement of net cost, and statement of changes in
net position on an accrual basis, in accordance with generally accepted accounting
principles; meaning that economic events are recorded as they occur, regardless of when
cash is received or disbursed. Agency management is accountable for the integrity of the
financial statements, which were prepared using the Board’s books and records in
conformity with GAAP, which are the standards prescribed by FASAB for federal entities.
The FY 2021 financial statements have been audited by an independent certified public
accounting firm, Castro & Company. These financial statements earned an unmodified
opinion and are included, along with accompanying footnote disclosures, in the “Financial
Information” section of this report.

FY 2021 AGENCY FINANCIAL REPORT [ 21 ]
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BALANCE SHEET

The balance sheet presents resources owned and managed by PCLOB that have future
economic benefits (assets) and amounts owed by the agency that will require future
payments (liabilities). The difference between assets and liabilities is the residual amount
retained by the Board (net position) that is available for future programs. The balance
sheet shows the major components of PCLOB’s assets, liabilities, and net position at the

end of FY 2021 and FY 2020.

Assets

COMPOSITION OF ASSETS AS OF 9/30/2021

Property, Plant, and
Fund Balance with Equipment
Treasury 8%
90%

. Advances '

1%

Assets are the amount of current and future economic benefits owned or managed by
PCLOB, which are used to achieve its mission. Total assets were approximately $20.3
million at the end of September 30, 2021, compared to $23.9 million from September 30,
2020. The fund balance with Treasury and property, plant, and equipment accounted for
90% and 8%, respectively, of overall agency assets in FY 2021. The fund balance with
Treasury are monies held within Treasury and represents the balance in agency
resources that are available for appropriated purposes to make future expenditures and

FY 2021 AGENCY FINANCIAL REPORT [ 22 ]
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pay liabilities. Property, plant, and equipment is comprised of tangible assets, such as
equipment and leasehold improvements owned by the agency.

Overall, asset balances decreased between FY 2021 and FY 2020. The fund balance with
Treasury decrease of $2.6 million (or 13%) from $20.7 million in FY 2020 to $18.1 million
in FY 2021 relates to approximately $2 million of cancelled funds which were returned to
Treasury at year-end. Net property, plant, and equipment balance decreased by nearly
$400 thousand (or 19%) from $2.1 million in FY 2020 to $1.7 million in FY 2021,
primarily due to depreciation expense recognized in FY 2021 of approximately $360
thousand, offset by additional IT equipment of nearly $50 thousand and net disposal
costs just under $90 thousand.

Other assets of approximately $420 thousand include accounts receivable and
prepayments for various contracted services and subscriptions. The Board’s receivables
balance decreased approximately $230 thousand (or 66%) from $355 thousand in FY
2020 to $124 thousand in FY 2021 as a result of the Board’s concentrated efforts to
reduce balances. PCLOB’s prepayments balances also decreased, from approximately
$750 thousand in FY 2020 to $300 thousand in FY 2021. The decrease of nearly $450
thousand (or 60%) is attributed to better management of prepaid accounts, as well as the
gradual transition to a new procurement service provider with contracts that do not
require advance payment.

Liabilities and Net Position

Liabilities are amounts owed by PCLOB for goods and services provided but not yet
paid—specifically, monies owed to the public and other federal agencies. Total liabilities
were approximately $900 thousand, relatively the same as the previous year’s balance.

Net position is comprised of unexpended appropriations and cumulative results of
operations. PCLOB’s net position decreased approximately $3.7 million (or 16%) from
$23.1 million in FY 2020 to $19.4 million in FY 2021.

FY 2021 AGENCY FINANCIAL REPORT [ 23 ]
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STATEMENT OF NET COST

The Statement of Net Cost reports the agency’s net cost of operations for a given fiscal
year. Net cost of operations is the difference between the costs incurred minus earned
revenue attributed to and permitted to be offset against these costs. The agency’s net cost
of operations increased $2.9 million (or 39%) from $7.5 million in FY 2020 to $10.4
million in FY 2021. The increase is mostly due to an increase in gross costs. Expenses
were attributable to strategic programs enhancement and employee payroll and benefits.

PCLOB’s earned revenues come from reimbursable agreements with other federal
agencies for temporary detail assignments of PCLOB employees. Earned revenues
increased approximately $105 thousand (or 140%), from approximately $75 thousand in
FY 2020 to nearly $180 thousand in FY 2021, primarily due to an increase in the number
of reimbursable detail assignments in FY 2021 compared to FY 2020.

STATEMENT OF CHANGES IN NET POSITION

The Statement of Changes in Net Position identifies the difference between all financing
sources available to and used by the PCLOB to support its net cost of operations.
Increases or decreases in an organization’s net financial position is the sum of two
components: unexpended appropriations and cumulative results of operations. Each
component is displayed separately to facilitate more detailed understanding of the
changes in net position as a whole.

The Board’s net position as of September 30, 2021, shown on both the Balance Sheet and
the Statement of Changes in Net Position, was $19.4 million, a decrease of approximately
$3.7 million (or 16%) from FY 2020’s net position of $23.1 million. This change was due
to decreases of $3.2 million (or 15%) in unexpended appropriations and nearly $430
thousand (or 32%) in the cumulative results of operations.
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STATEMENT OF BUDGETARY RESOURCES

PCLOB’s total budgetary resources consist of new budget authority and unobligated
balances of budget authority provided in previous years. New obligations and upward
adjustments result from an order placed, contract awarded, service received, or similar
transaction, which will require payments during the same or a future period. Net outlays
reflect the actual cash disbursed by Treasury for PCLOB obligations net of offsetting
collections. Total budgetary resources were $27 million for FY 2021, of which $8.5
million came from new budget authority, and $30.7 million for FY 2020, of which $8.2
million came from new budget authority. New obligations and upward adjustments
remained about the same as last year at $10.2 million in FY 2021 (compared to $10.3
million in FY 2020), while net outlays decreased slightly by about $400,000 (or 4%) from
$9.5 million in FY 2020 to $9.1 million in FY 2021.

LIMITATIONS OF THE PRINCIPAL FINANCIAL STATEMENTS

The principal financial statements
are prepared to report the financial
position, financial condition, and
results of operations, pursuant to
the requirements of 31 US.C. §
3515(b). The statements are
prepared from records of federal
entities in accordance with GAAP
and the formats prescribed by OMB.
Reports used to monitor and control
budgetary resources are prepared
from the same records. Users of the
statements are advised that the
statements are for a component of
the U.S. Government.
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Management Assurance

This section addresses PCLOB’s compliance with the Federal Managers’ Financial
Integrity Act of 1982, other applicable laws, and the agency’s financial management
system strategy.

Federal Managers’ Financial Integrity Act

The Federal Managers’
Financial Integrity Act
(“FMFIA”) mandates that
agencies establish effective
internal control to provide
reasonable assurance that (1)
obligations and costs are in
compliance with applicable
law; (2) funds, property, and
other assets are safeguarded
against waste, loss,
unauthorized use, or
misappropriation; and (3)
revenues and expenditures
applicable to agency
operations are  properly
recorded and accounted for to
permit the preparation of
accounts and reliable financial
and statistical reports and to
maintain accountability over
the assets.

FMFIA requires agencies to establish accounting and administrative controls over
program, operational, and administrative functions, in addition to accounting and
financial management. FMFIA also requires standards to ensure for the prompt
resolution of all audit findings and mandates for agency heads to annually evaluate
agency controls and provide an assurance statement on the adequacy of internal and
administrative controls (Section 2) and conformance of systems with government-wide
standards (Section 4).

FY 2021 AGENCY FINANCIAL REPORT [ 26 ]
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The FMFIA FY 2021 Unmodified Management Assurance Statement, included later in this
section, is consistent with the FY 2021 financial statement audit report, included in the
“Financial Information” section.

Enterprise Risk Management, Internal Controls System, and Implementation of
Federal Managers’ Financial Integrity Act

Guidance for implementing FMFIA (31 U.S.C. § 3512) is provided through OMB Circular A-
123, Management’s Responsibility for Enterprise Risk Management and Internal Control.
PCLOB took into consideration the best practices set out by the GAO as well as the
guidance provided by the OMB when developing the agency’s Internal Controls
Framework (“ICF”) Manual, issued in 2019 and updated in April 2021, with the goal of
ensuring sound financial and non-financial risk management while accounting for the
PCLOB’s small size and limited resources. The ICF Manual sets out the agency’s oversight
role and strategic decision-making over enterprise risk management and policies and
procedures for establishing, assessing, correcting, and reporting on internal control.

To ensure the agency continues to maintain a robust internal control framework and
continue meeting the guidelines established in the ICF Manual despite its small size,
PCLOB outsources with an independent contractor to provide internal controls support
services, such as risk assessment, testing, and remediation, with oversight from the Chief
Financial Officer.

In FY 2021, the Internal Controls (“IC”) Team conducted a comprehensive risk
assessment to identify agency risks and rate the likelihood and impact of each risk. The
results of the risk assessment were then used to develop remediation plans for the
Board’s consideration. The IC Team also updated documented key controls to address
risks and assessed the design and operating effectiveness of these controls through
detailed test procedures over all financial processes. No deficiencies were identified and
the Board’s internal controls were found to be operating effectively.

In summary, the agency’s internal control program is designed to ensure compliance with
the requirements of the Federal Managers’ Financial Integrity Act and other federal
regulations.
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Payment Integrity Information Act of 2019

The Payment Integrity Information Act of 2019 (“PIIA”) was enacted into law in spring
2020. The PIIA replaced the prior statutory regime concerning federal agency obligations
to prevent, identify, and annually report on, improper payments (e.g., payment of
incorrect amount, duplicate payment). Departing from its statutory predecessors, the
PIIA establishes a monetary threshold for “significance” determinations, requires
agencies to post improper payment reports on their respective websites, tasks OMB with
developing PIIA guidance for agencies, and also requires OMB to create a centralized
website for agencies’ improper payment reports concerning OMB-designated “high-
priority” programs. By definition, significant improper payments are defined as gross
annual improper payments exceeding both 1.5% of program outlays and $10 million of
all program or activity disbursements made during the fiscal year reported or $100
million (regardless of the improper payment percentage of total program outlays).

Detailed information on improper payments for the U.S. Government is available online at
https://www.paymentaccuracy.gov/. PCLOB is a small agency operating under one
program, with no activities that are susceptible to the threshold amounts stated in the
PIIA. Accordingly, PCLOB data is not included on this website.

Although the Board is not susceptible to significant improper payments, the agency has a
responsibility to implement certain financial and administrative controls relating to fraud
and improper payments and to report to Congress annually on the implementation of
controls to mitigate and detect fraud, identification of risks and vulnerabilities to fraud
with respect to applicable processes, and the strategies, procedures, and other steps used
by the agency to curb fraud. The Fraud Reduction and Data Analytics Act of 2015, now
incorporated into PIIA, was first signed into law in June 2016 to improve financial and
administrative controls and procedures to identify, assess, and address fraud risks.
Application of the agency’s internal controls framework strengthens the agency
effectiveness in meeting agency goals and objectives, while improving fraud prevention
and detection of federal resources. PCLOB is a full participant in the Treasury’s “Do Not
Pay” program operating through the Do Not Pay Business Center. Payees under
consideration for payment are reviewed for eligibility through the pre-award component
of the business center, payments are then re-verified in the pre-payment component,
followed by post-payment data matching reviews. See the PCLOB’s FY 2021 Fraud
Reduction Report in the “Other Information” section of this Agency Financial Report.
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Debt Collection Improvement Act

PCLOB does not currently manage debt but continues to monitor provisions of the Debt
Collection Improvement Act of 1996; OMB Circular A-129, Policies for Federal Credit
Programs and Non-Tax Receivables; the Controller Alert, Improving Collection of
Delinquent Debt, issued Jan. 4, 2013; and other relevant laws to ensure compliance.

Anti-Deficiency Act

The Anti-Deficiency Act (31 U.S.C. § 1341 and § 1517) prohibits federal agencies from
obligating and expending federal funds in excess of its appropriation. The agency’s
financial system was designed to prevent Anti-Deficiency Act violations through the
implementation of a zero-tolerance funds control check at the fund and office level. This
systematic control ensures that obligations are not recorded until monies are authorized
and allotted by the OCFO. Funds control is a critical tool in ensuring funds are managed
effectively across all levels of the agency.

Digital Accountability and Transparency Act

Digital Accountability and Transparency Act of 2014 (“Public Law. 113-101"), or DATA
Act, was signed into law in May 2014 to establish governmentwide, financial data
standards and increase the availability, accuracy, and usefulness of federal spending
information. DATA Act implementation, which is being led by Treasury and the OMB,
mandates federal agencies to report on procurement data to bring awareness to federal
spending. Pursuant to the statutory reporting requirements, PCLOB submits award-level
information for posting on usaspending.gov using the required standard data exchange
called the DATA Act Information Model Schema. Federal spending that is reported on
usaspending.gov is derived from financial and contract award information. The agency’s
financial system is updated with the most recent version of DATA Act Information Model
Schema to ensure that the submission of all required financial data elements is complete
and accurate. As for contract award data, the agency uses Procurement Information
System for Management (“PRISM”) for domestic contracts, which automatically updates
to Federal Procurement Data System-Next Generation, the central repository of
information for federal contracting. Validation issues between financial and award
information are reconciled to ensure that spending data is accurate.

FY 2021 AGENCY FINANCIAL REPORT [ 29 ]


https://usaspending.gov
https://usaspending.gov

/]
7

\\\\\\\\\\mup,..e", ‘ é’//

\d

"
IS

Z

W,

PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD

=

g,

oL

\

PCLOB does not have an Inspector General and therefore is not required to conduct an
annual audit to validate the accuracy of the agency’s DATA Act submission. However,
PCLOB’s financial service provider, the Bureau of Fiscal Service’s Administrative
Resource’s Administrative Resource Center (“ARC”), does have a Statement of Standards
for Attestation Engagements (“SSAE”) Number 18 audit each year, which inherently
provides assurance over internal controls related to the submission of DATA Act data.

Financial Management Systems Strategy

PCLOB strives to maintain and enhance financial management systems, processes, and
controls that ensure financial accountability and transparency, provide financial
management data and information to decision makers, and comply with federal laws,
regulations, and policy. Oracle is the agency’s system of record and is integrated with
various end-user applications to capture the agency’s financial transactions.

Federal Information Security Modernization Act

FISMA requires federal agencies to “develop, document, and implement an agency-wide
information security program to provide information security for the information and
information systems that support the operations and assets of the agency, including those
provided or managed by another agency, contractor, or other source.” In addition, FISMA
requires federal agencies to conduct annual assessments of their information security
and privacy programs, to develop and implement remediation efforts for identified
weaknesses and vulnerabilities, and to report compliance to OMB. The Board's Office of
Chief Information Officer (“OCIO”) performs a review of the Board’s compliance with
FISMA requirements each year. In accordance with FISMA and OMB Memorandum M-21-
02, Fiscal Year 2020-2021 Guidance on Federal Information Security and Privacy
Management Requirements, PCLOB submitted its FY 2021 metrics into the Department of
Homeland Security’s CyberScope application on October 29, 2021.
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Federal Managers’ Financial Integrity Act FY 2021 Unmodified
Management Assurance Statement

The management of the Privacy and Civil Liberties Oversight Board is responsible for
managing risks and maintaining effective internal control to meet the objectives of the
FMFIA.

The Board utilizes the services of the Department of Treasury Fiscal Services’
(“Treasury”) financial management system, Oracle Federal Financials. Annual
examinations of their system indicate that the system complies with federal financial
management systems requirements, standards promulgated by the Federal Accounting
Standards Advisory Board and the U.S. Standard General Ledger at the transaction level.

PCLOB has established internal controls over its agreements, disbursements, and end-
user controls, and relies on the controls over accounting, procurement, and general
computer operations that Treasury has in place. The Board obtained Treasury’s 2021
Statement on Standards for Attestation Engagements Number 18, Report on Controls at a
Service Organization Relevant to User Entities’ Internal Control over Financial Reporting
report and reviewed it to assist in assessing the internal controls over the Board’s
financial reporting. After a thorough review of the results, the Board did not discover any
significant issues or deviations in its financial reporting during FY 2021.

In FY 2021, the Board continued to develop its comprehensive Federal Information
Security Modernization Act program for its information systems. This program included
the implementation of a defined risk management framework that implements National
Institute of Standards and Technology defined security controls and requirement for
periodic audits. This has resulted in the Board’s ability to manage organizational risk and
maintain effective information security program.

We conducted an assessment of risks and evaluated internal control to support effective
and efficient programmatic operations, reliable reporting, and compliance with
applicable laws and regulations in accordance with Office of Management and Budget
Circular A-123, Management’s Responsibility for Enterprise Risk Management and Internal
Control. Through this assessment, the Board can provide reasonable assurance that the
objectives of Sections 2 and 4 of FMFIA have been achieved, and internal control over
operations, reporting, and compliance with laws and regulations were operating
effectively as of September 30, 2021.

/s/ Edward W. Felten /s/ Travis LeBlanc /s/ Raheel Baig
Edward W. Felten Travis LeBlanc Raheel Baig

Board Member Board Member Chief Financial Officer
November 12, 2021 November 12, 2021 November 12, 2021
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Forward-Looking Information

As noted previously, the Board lost its quorum in FY 2021. While some of the Board’s
authorities, such as initiating new oversight projects and formally closing existing projects,
are limited while in sub-quorum, the Board continues to function as an independent
executive branch agency. Staff continue their work on existing projects and the remaining
Board Members continue their oversight and advisory roles in their individual capacities.
Accordingly, in FY 2022, the Board will focus on key capabilities and anticipated
performance in the following areas:

» Providing effective and timely advice regarding the protection of privacy and civil
liberties in the development and implementation of legislation, regulations, and
policies related to efforts to protect the nation against terrorism;

» Conducting effective oversight of executive branch authorities, policies, and
activities related to efforts to protect the nation against terrorism to ensure
appropriate protection of privacy and civil liberties;

» Offering insight on the effects of new and emerging technologies on the balance
between government power and privacy and civil liberties;

» Promoting transparency regarding the Board’s activities and issues within its
jurisdiction, to the extent consistent with the protection of classified information
and applicable law;

» Continuing to build and strengthen relationships with agency P/CL Officers and to
coordinate the activities of those officers on relevant interagency matters;

» Continuing to strengthen the Board’s institutional capacity. This includes a
continued focus on recruiting and retaining highly qualified staff; maintaining
robust cybersecurity; and exercising effective financial management to ensure that
taxpayers dollars are spent wisely; and

» Continuing to implement the Board’s FY 2019-2022 Strategic Plan as new initiatives
for the next strategic plan are developed for Board consideration and approval once
a quorum has been restored.

FY 2021 AGENCY FINANCIAL REPORT [ 33 ]



\\\\\\\\\\Hl:'f//l///'//
‘é = PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD
¥ S

©

\\\\\\\

.

‘ N\\i\llﬂﬂ/@

i

The Board anticipates the following accomplishments in Fiscal Year 2022:
Workforce - The Board’s FY 2022 workforce anticipated performance objectives include:

» Continuing to encourage and facilitate staff participation in external training
programs to ensure the ongoing professional development of the PCLOB’s
workforce;

» Maintaining human-resource practices, policies, guidance, and workforce plans that
inspire and motivate employees and support mission success; and

» Increasing efficiency in operations and recruitment, as well as promoting employee
growth and development.

Financial Management - The Board will continue to further strengthen the agency’s
financial management capabilities in the upcoming fiscal year, with specific focus on the
following activities:

» Continuing to undergo regular external and internal audits, using any findings or
recommendations to further refine internal controls and improve accounting
practices;

» Continuing to use shared service providers to execute non-mission activities and
periodically reviewing those arrangements to ensure optimal performance,
responsiveness, and value for taxpayer dollars over the long term; and

» Continuing to conduct agency-wide planning that is linked and responsive to the
budget process.

Information Technology Systems and Cybersecurity - In FY 2022, the Board’s
information technology (“IT”) staff will remain focused on strengthening the agency’s
cybersecurity posture while implementing any additional tools and strategies deemed
necessary to respond to the COVID-19 pandemic work environment. In addition, the Board
will continue to leverage shared-service providers and contractor support to enhance its
boundary protection.

For FY 2022 and leading into FY 2023, the Board will continue to focus its efforts on
complying with federal standards and OMB’s Cross-Agency Priority Goals for cybersecurity.
These goals include managing asset security, protecting networks and data, and limiting
personnel access. The Board’s IT staff will implement, maintain, and document technical
controls to comply with FISMA requirements.

FY 2021 AGENCY FINANCIAL REPORT [
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Protecting Classified and Sensitive Information - The Board will remain focused on the
protection of classified information to achieve the highest standards of security for the
Board'’s cleared personnel, physical space, and classified systems. This includes continuing
the implementation of its Trusted Access Program and Controlled Unclassified Information
policy to maintain the agency’s robust self-inspection program, which ensures appropriate
derivative classification.

The Board plans to further strengthen its security and cybersecurity by:

» Leveraging the Board’s recently concluded FISMA audit to further refine
cybersecurity practices, policies, and documentation, and conduct annual FISMA
audits in FY 2022 and beyond;

» Continuing to implement the Cybersecurity Cross-Agency Priorities, including
continuous monitoring, anti-phishing defenses, and malware defenses;

» Training staff on cybersecurity, counterintelligence, and physical security threats;
and

» Ensuring compliance with supply chain risk management to sustain the protection
of systems.
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Message from the Chief Financial Officer

[ am honored to join the Board Members in issuing the FY 2021 Agency Financial Report for the
Privacy and Civil Liberties Oversight Board. This report demonstrates both the agency’s
commitment to excellent financial reporting as well as transparent and responsible
management of public funds entrusted to the agency.

While the Board remains committed to achieving its mission to ensure that the executive
branch’s efforts to prevent terrorism are balanced with the need to protect privacy and civil
liberties, the Board's Office of the Chief Financial Officer strives to cultivate a financial
management environment that drives innovation, ensures accountability, and effectively
manages risk related to the resources entrusted to the agency.

This fiscal year, the independent audit firm of Castro & Company issued the third consecutive
unmodified audit opinion of PCLOB’s financial statements. The Board has made significant
progress since electing to undergo its first audit over the fiscal year 2018 financial statements.
The disclaimer of opinion and challenging list of material weaknesses and audit
recommendations the agency received in 2018 immediately motivated the agency to make
significant changes to its financial management. With each passing year, the PCLOB has become
even more committed to sustaining the progress achieved through our changes in staffing,
processes, and enhanced internal control structure, and the agency continues to seek ways to
bolster the strength of our financial management capabilities. FY 2021 was no exception, as
PCLOB further refined documented processes to maximize efficiencies; completed a
comprehensive assessment to identify and address risk; and tagged agency assets to increase
accuracy and accountability. PCLOB also continued to recognize gains in functionality and
enhanced internal controls through its transitions to new payroll, financial, and procurement
service providers last year and is pleased with its improved access to reliable data and
enhanced reporting capabilities.

Despite the various challenges the agency faced this past fiscal year,
the agency staff exhibited tremendous dedication and resiliency to
ensure the mission and strategic goals were met. | deeply appreciate
their diligent efforts and am honored to lead in my capacity as Chief
Financial Officer.

/s/ Raheel Baig

Raheel Baig
Chief Financial Officer
November 12,2021
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Report of Independent Auditors

1635 King Street

Alexandria, VA 22314
CDlTlpElle Phone- 703.220 4440

Fax: 703.859.7603
Audiltors Advisors WWW CASTOC0.COMm

Independent Auditor’s Report on the Financial Statements
To the Members of the Board of the Privacy and Civil Liberties Oversight Board

We have audited the accompanying balance sheets of the Privacy and Civil Liberties Oversight Board
(PCLOB) as of September 30, 2021 and 2020 and the related statements of net cost, changes in net
position, and budgetary resources for the fiscal years then ended, and the related notes to the financial

statements.

Management’s Responsibility for the Financial Statements

Management 1s responsible for the preparation and fair presentation of these financial statements
accordance with U.S. generally accepted accounting principles; this includes the design,
implementation, and maintenance of internal control relevant to the preparation and fair presentation
of financial statements that are free from material misstatement. whether due to fraud or error.

Auditor’s Responsibility

Our responsibility 1s to express an opimion on these financial statements based on our audits. We
conducted our audits 1n accordance with the anditing standards generally accepted mn the Umted States
of America; the standards applicable to financial audits contained in Government Auditing Standards,
issued by the Comptroller General of the United States; and Office of Management and Budget (OMB)
Bulletin No. 21-04, Audit Requirements for Federal Financial Statements. Those standards require
that we plan and perform the audits to obtain reasonable assurance about whether the financial
statements are free from matenial misstatement.

An audit involves performing procedures to obtain audit evidence about the amounts and disclosures
in the financial statements. The procedures selected depend on the auditor’s judgment, mcluding the
assessment of the risks of material misstatement of the financial statements. whether due to fraud or
error. In making those risk assessments, the auditor considers intermal control relevant to the agency’'s
preparation and fair presentation of the financial statements in order to design audit procedures that
are appropriate in the circumstances, but not for the purpose of expressing an opmion on the
effectiveness of the agency’s internal control. Accordingly, we express no such opimnion. An audit
also includes evaluating the appropriateness of accounting policies used and the reasonableness of
significant estimates made by management, as well as evaluating the owverall presentation of the
financial statements. We believe that the audit evidence we have obtamned is sufficient and appropriate
to provide a basis for our opinion.

Opinion on the Financial Statements

In our opmien, the financial statements referred to above present fairly, 1 all material respects, the
financial position of the PCLOB as of September 30, 2021 and 2020, and the related statements of net
cost, changes in net position, and budgetary resources for the years then ended in accordance with
accounting principles generally accepted in the Umited States of America.
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Independent Auditor’s Report
Page 2

Required Supplementary and Other Information

U.S. generally accepted accounting principles require that the information in the Required
Supplementary Information, including Management's Discussion and Analysis, be presented to
supplement the basic financial statements. Such information. although not part of the basic financial
statements, 1s required by the Federal Accounting Standards Advisory Board. who considers 1t to be
an essential part of financial reporting for placing the basic financial statements in an appropnate
operational, economic. or historical context. The required supplementary mformation i1s the
responsibility of management and was derived from, and relates directly to, the underlying accounting
and other records used to prepare the basic financial statements. We have applied certain limited
procedures to the required supplementary information in accordance with auditing standards generally
accepted i the United States of America, which consisted of inquiries of management about the
methods of preparing the mnformation and comparing the information for consistency with
management’s responses to our inquiries, the basic financial statements, and other knowledge we
obtained during our audit of the basic financial statements. We do not express an opinion or provide
any assurance on the information because the limited procedures do not provide us with sufficient
evidence to express an opinion of provide any assurance.

The information presented in the Message from the Chairman. and Other Information. and Appendices
is presented for purposes of additional analysis and are not required as part of the basic financial
statements. Such information has not been subjected to auditing procedures applied by us in the audit
of the basic financial statements, and accordingly, we do not express an opinion or provide any
assurance on it.

Orther Reporiing Requived by Government Auditing Standards

In accordance with U.S. Government Auditing Standards and OMB Bulletin No. 21-04. we have also
1ssued our reports dated November 12, 2021, on our consideration of PCLOB s internal control over
financial reporting and the results of our tests of its compliance with certain provisions of laws.
regulations, and other matters that are required to be reported under Government Auditing Standards.
The purpose of those reports 1s to describe the scope of our testing of mternal control over financial
reporting and compliance and the results of that testing and not to provide an opinion on the mternal
control over financial reporting or on compliance. Those reports are an integral part of an audit
performed in accordance with U.S. Government Auditing Standards and OMB Bulletin 21-04 in
considering the PCLOB s internal control and compliance and should be read in conjunction with this
report in considering the results of our audit.

This report 1s intended solely for the information and use of management and the PCLOB, members
of the PCLOB board. OMB. U.S. Government Accountability Office, and Congress, and 1s not
intended to be and should not be used by anyone other than these specified parties.

Unalro & Loaganay, LLL

Alexandra, VA
November 12, 2021

FY 2021 AGENCY FINANCIAL REPORT [ 38 ]



\\\\\\\\\mrﬁw,//////

L4

%,

PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD

T\

\\\\l"l/////////

QW

W

Iy

astro 1635 King Street
Alexandna, VA 22314
C Company Phone: 703229 4440
Auditors v Advisars Fax: 703 8397603
WWW castroco.com

Independent Auditor’s Report on Internal Control over Financial Reporting Based on an
Audit of Financial Statements Performed in Accordance with
Government Anditing Standards

To the Members of the Board of the Privacy and Civil Liberties Oversight Board

We have audited the financial statements of the Privacy and Civil Liberties Oversight Board
(PCLOB), which comprise the balance sheets as of September 30. 2021 and 2020, and the related
statements of net cost. changes in net position, and budgetary resources for the years then ended,
and the related notes to the financial statements, and have issued our report therson dated
November 12, 2021. We conducted our audit in accordance with auditing standards generally
accepted in the United States of America; the standards applicable to financial audits contained in
Government Auditing Standards. 1ssued by the Comptroller General of the United States; and
Office of Management and Budget (OMB) Bulletin No. 21-04, Audit Requirements for Federal
Financial Statements.

Internal Control Over Financial Reporting

In planning and performing our audit of the financial statements as of and for the vear ended
September 30, 2021, we considered PCLOB's internal control over financial reporting by obtaining
an understanding of the design effectiveness of PCLOB's internal control. determining whether
controls had been placed in operation, assessing control risk, and performing tests of PCLOB's
controls as a basis for designing our auditing procedures for the purpose of expressing our opinion
on the financial statements, but not to express an opinion on the effectiveness of PCLOB's internal
control over financial reporting. Accordingly. we do not express an opinion on the effectiveness
of PCLOB's internal control over financial reporting. We limited our internal control testing to
those controls necessary to achieve the objectives described in the OMB Bulletin No. 21-04. We
did not test all internal controls relevant to operating objectives as broadly defined by the Federal
Managers' Financial Integnity Act of 1982 (FMFIA). such as those controls relevant to ensuring
efficient operations.

A deficiency in internal control exists when the design or operation of a control does not allow
management or employees. in the normal course of performing their assigned functions, to prevent
or detect and correct misstatements on a timely basis. A material weakness 1s a deficiency, or
combination of deficiencies, in internal control, such that there 1s a reasonable possibility that a
material misstatement of the financial statements will not be prevented, or detected and corrected.
on a timely basis. A signmificant deficiency 1s a deficiency, or a combination of deficiencies. 1n
internal control that 1s less severe than a material weakness, yet important enough to merit attention
by those charged with governance.

Our consideration of internal control over financial reporting was for the limited purposes
described in the first paragraph of this section and would not necessarily identify all deficiencies
in mternal control over financial reporting that might be material weaknesses or significant
deficiencies. Given these limitations, during our audit we did not identify any deficiencies in
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Independent Auditor’s Report on Internal Control
Page 2

internal control that we consider to be matenial weaknesses or significant deficiencies. However,
material weakness or significant deficiencies may exist that have not been identified.

Purpose of this Report

The purpose of this report 15 solely to describe the scope of our testing of internal control and the
result of that testing. and not to provide an opimion on the effectiveness of PCLOB’s internal
control. This report 1s an integral part of an audit performed in accordance with Government
Auditing Standards in considering PCLOB s internal control. Accordingly, this communication 1s
not suitable for any other purpose.

This report 1s intended solely for the information and use of the management and PCLOB board

members, OMB, the Government Accountability Office, and Congress. and 1s not intended to be
and should not be used by anvone other than these specified parties.

Q.b-gtwa ?A'D'“‘Q"‘"‘“’(‘ LLEA

Alexandrnia. VA
November 12, 2021
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1635 King Street

aS Alexandria VA 22314
COlTlpEiIly Phone: 703.229.4440

Fax: 703 8597603
Auditors Advisors e

Independent Auditor’s Report on Compliance and Other Matters Based on an Audit of
Financial Statements Performed in Accordance with Government Auditing Standards

To the Members of the Board of the Privacy and Civil Liberties Oversight Board

We have audited the financial statements of the Privacy and Civil Liberties Oversight Board (PCLOB).
which comprise the balance sheets as of September 30, 2021 and 2020, and the related statements of
net cost, changes in net position, and budgetary resources for the years then ended, and the related notes

to the financial statements, and have 1ssued our report thereon dated November 12, 2021. We conducted
our audit in accordance with the auditing standards generally accepted 1n the United States of America;

the standards applicable to financial audits contained in Government Auditing Standards, 1ssued by the
Comptroller General of the United States; and Office of Management and Budget (OMB) Bulletin No.

21-04, Audit Requirements for Federal Financial Statements.

The management of PCLOB is responsible for complying with laws and regulations applicable to
PCLOB. We performed tests of its compliance with certain provisions of laws and regulations,
noncompliance with which could have a direct and material effect on the deternunation of financial
statement amounts. and certain other laws and regulations specified in OMB Bulletin Neo. 21-04,
including the requirements referred to in the Federal Managers™ Financial Integnity Act of 1982, We
limited our tests of compliance to these provisions, and we did not test compliance with all laws and
regulations applicable to PCLOB.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the PCLOB’s financial statements are free
from material misstatement, we performed tests of its compliance with certain provisions of laws,
regulations, and contracts. noncompliance with which could have a direct and matenial effect on the
determination of financial statement amounts. However, providing an opinion on compliance with
those provisions was not an objective of our audit. and accordingly. we do not express such an opinion.
The results of our tests of compliance disclosed no instances of noncompliance or other matters that
are required to be reported herein under Government Auditing Standards or OMB Bulletin No. 21-04.

Purpose of this Report

The purpose of this report 1s solely to describe the scope of our testing of compliance and the results of
that testing. and not to provide an opinion on the PCLOB s compliance. This report 1s an integral part
of an audit performed in accordance with Government Auditing Standards in considening the PCLOB s
compliance. Accordingly, this communication 1s not suitable for any other purpose.

This report 1s intended solely for the information and use of PCLOB s management and Board, OMB.

Government Accountability Office. and Congress, and is not intended to be and should not be used by
anyone other than these specified parties.

mw, LLL

Alexandna, VA
November 12, 2021
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Audited Financial Statements

PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD
BALANCE SHEET
AS OF SEPTEMBER 30, 2021 AND 2020
(In Dollars)

Assets:
Intragovernmental:
Fund Balance with Treasury (Note 2) $ 18,141,311 $ 20,733,240
Accounts Receivable (Note 3) 122,424 354,355
Advances and Prepayments (Note 4) 188,507 620,652
Total Intragovernmental 18,452,242 21,708,247
With the Public:
Accounts Receivable (Note 3) 1,187 254
General Property, Plant, and Equipment, Net (Note 5) 1,707,695 2,100,865
Advances and Prepayments (Note 4) 104,007 132,372
Total With the Public 1,812,889 2,233,491
Total Assets $ 20,265,131 $ 23,941,738

Liabilities (Note 6):

Intragovernmental:
Accounts Payable $ 63,062 $ 202,552
Other Liabilities (Note 7) 58,151 51,178
Total Intragovernmental 121,213 253,730
With the Public:
Accounts Payable 146,481 77,217
Federal Employee [and Veteran] Benefits Payable 392,483 355,245
Other Liabilities (Note 7) 215,766 192,704
Total With the Public 754,730 625,166
Total Liabilities $ 875,943 $ 878,896

Net Position:

Unexpended Appropriations - Funds from Other than Dedicated Collections $ 18,482,485 $ 21,728,137
Cumulative Results of Operations - Funds from Other than Dedicated Collections 906,703 1,334,705
Total Net Position 19,389,188 23,062,842
Total Liabilities and Net Position $ 20,265,131 $ 23,941,738

The accompanying notes are an integral part of these financial statements.
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PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD

STATEMENT OF NET COST
FOR THE YEARS ENDED SEPTEMBER 30, 2021 AND 2020
(In Dollars)
Net Program Costs:
Gross Costs $ 10,547,084 $ 7,605,832
Less: Earned Revenue (179,061) (73,703)
Net Program Costs $ 10,368,023 $ 7,532,129

$§ 10,368,023 $ 7,532,129

Net Cost of Operations

The accompanying notes are an integral part of these financial statements.
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PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD
STATEMENT OF CHANGES IN NET POSITION
FOR THE YEARS ENDED SEPTEMBER 30,2021 AND 2020
(In Dollars)

2021 2020

Unexpended Appropriations:

Beginning Balances $ 21,728,137 $ 20,281,842
Appropriations Received 8,500,000 8,200,000
Other Adjustments (1,983,807) (15,487)
Appropriations Used (9,761,845) (6,738,218)

Net Change in Unexpended Appropriations (3,245,652) 1,446,295

Total Unexpended Appropriations: Ending $ 18,482,485 $ 21,728,137

Cumulative Results of Operations:

Beginning Balances $ 1,334,705 $ 1,921,800
Adjustments:

Corrections of Errors - (30,303)
Beginning Balances $ 1,334,705 $ 1,891,497

Appropriations Used 9,761,845 6,738,218

Imputed Financing (Note 9) 178,176 237,119
Net Cost of Operations (10,368,023) (7,532,129)
Net Change in Cumulative Results of Operations (428,002) (556,792)
Cumulative Results of Operations: Ending $ 906,703 $ 1,334,705
Net Position $ 19,389,188 $ 23,062,842

The accompanying notes are an integral part of these financial statements.
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PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD
STATEMENT OF BUDGETARY RESOURCES
FOR THE YEARS ENDED SEPTEMBER 30,2021 AND 2020
(In Dollars)

2021 2020

Budgetary Resources:
Unobligated balance from prior year budget authority, net $ 18,517,133 $ 22,449,319

Appropriations 8,500,000 8,200,000
Spending authority from offsetting collections 6,089 65,405
Total Budgetary Resources $ 27,023,222 $ 30,714,724

Status of Budgetary Resources:

New obligations and upward adjustments (total) $ 10,232,200 $ 10,340,419
Unobligated balance, end of year:

Apportioned, unexpired accounts 1,813,934 3,433,198

Unapportioned, unexpired accounts 96,369 260,228
Unexpired unobligated balance, end of year 1,910,303 3,693,426
Expired unobligated balance, end of year 14,880,719 16,680,879
Unobligated balance, end of year (total) 16,791,022 20,374,305
Total Budgetary Resources $ 27,023,222 $ 30,714,724

Outlays, Net:
Outlays, net (total)
Agency Outlays, Net

9,108,121
9,108,121

9,490,143
9,490,143

|
o |~

The accompanying notes are an integral part of these financial statements.
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Notes to the Financial Statements
NOTE 1 - SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES

A. Reporting Entity

The Privacy and Civil Liberties Oversight Board was established as an independent agency
within the executive branch under its enabling statute, 42 U.S.C. § 2000ee. The reporting
entity is comprised of a general fund, operating as a single entity under a single program.

PCLOB is a component of the U.S. Government. For this reason, some of the assets and
liabilities reported by the entity may be eliminated for government-wide reporting because
they are offset by assets and liabilities of another U.S. Government entity. These financial
statements should be read with the realization that they are for a component of the U.S.
Government.

B. Basis of Presentation

The financial statements have been prepared to report the financial position and results of
operations of PCLOB. The balance sheet presents the financial position of the agency. The
statement of net cost presents the agency’s operating results; the statement of changes in
net position displays the changes in the agency’s equity accounts. The statement of
budgetary resources presents the sources, status and uses of the agency’s resources and
follows the rules for the budget of the U.S. Government.

These financial statements are a requirement of the Accountability of Tax Dollars Act of
2002 and have been prepared from, and are fully supported by, the books and records of
PCLOB in accordance with the hierarchy of accounting principles generally accepted in the
United States of America, standards issued by FASAB, OMB Circular A-136, Financial
Reporting Requirements, as amended, and PCLOB accounting policies which are
summarized in this note. These statements, apart from the Statement of Budgetary
Resources, are different from financial management reports, which are also prepared
pursuant to OMB directives that are used to monitor and control PCLOB’s use of budgetary
resources. The financial statements and associated notes are presented on a comparative
basis. Unless specified otherwise, all amounts are presented in dollars.

The financial statements represent intragovernmental and public activities. The
intragovernmental balances, revenues, and costs reflect financial transactions between
PCLOB and other federal agencies, while public activities are those with non-governmental
customers, including employees, contractors, and vendors. The Board’s financial
statements reflect agency-only financial activities and do not require consolidation.
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C. Accounting Principles

Accounting principles encompass both accrual and budgetary transactions. Under the
accrual method, revenues are recognized when earned and expenses are recognized when
a liability is incurred, without regard to receipt or payment of cash. Under the budgetary
basis, fund availability is recorded based upon legal considerations and constraints. The
agency receives financing sources through direct appropriations from the general fund of
the Treasury to support its operations. “Appropriations Used” recognizes that
appropriation authority has been applied against received goods and services.

D. Budgets and Budgetary Accounting

The Board follows standard federal budgetary accounting policies and practices in
accordance with OMB Circular A-11, Preparation, Submission, and Execution of the Budget.
Budgetary accounting facilitates compliance with legal constraints and controls over the
use of federal funds.

Congress annually passes multi-year appropriations that provide the agency with authority
to obligate funds over a two-year period for necessary expenses to carry out operations.
After the right to create new obligations has expired, this two-year budget authority is
available for five additional years for adjusting obligations and for completing the
liquidation of open obligations, advances, and receivables. After the five-year period, all
open transactions for the respective fiscal year will be canceled and funds will be returned
to Treasury. Any valid claims associated with these funds after closure must be processed
against current year appropriations.

E. Revenues and Other Financing Sources

The Board receives the funding needed to support its operating costs and program
expenses through appropriations which are used exclusively for operational costs of the
Board, such as personnel costs, office rent, telephones, and service agreements with other
federal agencies for administrative support, publications, and supplies. For financial
statement purposes, appropriations are recorded as a financing source and reported on the
statement of changes in net position at the time they are recognized as expenditures.

Earned revenues as reported on the statement of net cost represent revenue from services
provided to another governmental agency through reimbursable agreements. No revenues
were earned by PCLOB outside of federal sources in FY 2021 or FY 2020.
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In certain instances, operating costs of the Board are paid out of funds appropriated to
other federal agencies. In accordance with Statement of Federal Financial Accounting
Standards (“SFFAS”) No. 5, Accounting for Liabilities of the Federal Government, all expenses
of a federal entity should be reported by that agency regardless of whether the agency will
ultimately pay those expenses. Amounts for certain expenses of the Board, which will be
paid by other federal agencies, are recorded in the statement of net cost.

A related amount is recognized in the statement of changes in net position as an imputed
financing source. The Board records imputed expenses and financing sources for employee
retirement plan contributions, group term life insurance, and health benefit costs, which
are paid by the Office of Personnel Management (“OPM”).

F. Personnel Compensation and Benefits

Salaries and wages of employees are recognized as accrued payroll expenses and related
liabilities as earned. These expenses are recognized as a funded liability when accrued.

Annual leave is accrued as it is earned by employees and is included in personnel
compensation and benefit costs. Since annual leave will be paid from future appropriations
when employees use the leave, an unfunded liability is recognized for earned but unused
annual leave and is based upon current pay rates for employees. Sick leave and other types
of leave that are not vested are expensed when used and no future liability is recognized
for these amounts.

The Board’s employees participate in the Federal Employees Retirement System (“FERS”)
retirement program which became effective on January 1, 1987. The Board and its
employees both contribute to this system. Although the Board funds a portion of the
benefits under FERS and makes the necessary payroll withholdings, it does not report
assets associated with this benefit plan, in accordance with SFFAS 5.

For FERS employees covered under FERS prior to January 1, 2013, the Board contributes
an amount equal to 16% of the employees’ basic pay to the plan. FERS employees covered
under FERS-RAE or FRAE hired on or after January 1, 2013, pay a higher percentage of
their pay for their retirement, and thus the Board contributes only 14.2% of each
employee’s basic pay to the plan.
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Employees are eligible to participate in the Thrift Savings Plan (“TSP”). The TSP is a defined
contribution retirement plan intended to supplement the benefits provided under FERS.
The Board contributes an amount equal to 1% of the employee’s basic pay to the TSP and
matches employee contributions up to an additional 4%.

OPM is responsible for reporting assets, accumulated plan benefits, and unfunded
liabilities, if any, applicable to FERS employees government-wide, including the Board’s
employees. The Board has recognized an Imputed Cost and Imputed Financing Source for
the difference between the estimated service cost and the contributions made by the Board
and its covered employees. The estimated cost of pension benefits is based on rates issued
by OPM.

Employees are entitled to participate in the Federal Employees Group Life Insurance
(“FEGLI") Program. Participating employees can obtain “basic life” term life insurance, with
the employee paying two-thirds of the cost and the Board paying one-third. Additional
coverage is optional, to be paid fully by the employee. The basic life coverage may be
continued into retirement if certain requirements are met.

OPM administers the FEGLI program and is responsible for the reporting of related
liabilities. Each fiscal year, OPM calculates the U.S. Government’s service cost for the post-
retirement portion of basic life coverage. Because the Board’s contributions to the basic life
coverage are fully allocated by OPM to the pre-retirement portion of coverage, the Board
has recognized the entire service cost of the post-retirement portion of basic life coverage
as an Imputed Cost and Imputed Financing Source.

G. Intragovernmental Assets and Liabilities

Intragovernmental assets and liabilities arise from transactions between the Board and
other federal entities. Fund balance with Treasury comprises the majority of the assets on
the Board’s balance sheet. Liabilities represent amounts that are likely to be paid by the
Board as a result of transactions that have already occurred. The accounts payable portion
of liabilities consists of amounts owed to federal agencies and commercial vendors for
goods, services, and other expenses received but not yet paid. Liabilities covered by
budgetary or other resources are those liabilities of the Board for which Congress has
appropriated funds, or funding is otherwise available to pay amounts due.
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H. Fund Balance with Treasury

Treasury processes the Board’s receipts and disbursements. The fund balance with
Treasury (“FBwT”) is the aggregate amount of the agency’s accounts with Treasury for
which the agency is authorized to liquidate obligations, pay funded liabilities, and make
expenditures. FBwT is increased through the receipt of non-expenditure Treasury
warrants for appropriations, positive non-expenditure transfers, and other expenditure
inflows of funds. FBWT is reduced through non-expenditure Treasury warrants for
rescissions, negative non-expenditure transfers, disbursements, and other expenditure
cash outflows of funds.

The Board’s FBwWT are cash balances from appropriations as of the fiscal year-end from
which the Board is authorized to make expenditures and pay liabilities resulting from
operational activity.

I. Advances and Prepayments

Advances are cash outlays made as required by reimbursable agreements to cover the
Board’s anticipated expenses or as advance payments for the costs of goods and services
acquired by a contracted agency. Prepayments are payments made by PCLOB to cover
certain periodic expenses before those expenses are incurred.

As goods and services are received, advanced and prepaid amounts are expensed. Any fees
charged for related contracting services are considered administrative overhead costs and
are expensed when paid.

J. General Property, Plant, and Equipment, Net

General Property, Plant, and Equipment (“PP&E”) represents furniture, fixtures,
equipment, and information technology hardware and software and are recorded at
original acquisition cost, which includes all costs incurred to bring the item to a form and
location suitable for its intended use (e.g., transportation, contract price, contract fee,
installation/labor, etc.). Major alterations and renovations are capitalized, while
maintenance and repair costs are expensed as incurred.

PCLOB’s capitalization threshold is $5,000 for individual purchases and bulk purchases.
Acquisitions that do not meet the capitalization criteria are expensed upon receipt.
Applicable standard governmental guidelines regulate the disposal and convertibility of
agency property, equipment, and software. All property (real and personal) is in PCLOB’s
possession and there is nothing held by others (see Note 5).

PCLOB’s PP&E is depreciated or amortized using the straight-line method over the assets’
estimated useful lives. The useful life classifications for capitalized assets are as follows:
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Description Useful Life
Leasehold Improvements Lease Term
Office Furniture 15 years
General Equipment 5 years
IT System/Network 5 years
Internal Use Software (1US) 3 years

The Board’s PP&E is presented net of accumulated depreciation on the balance sheet.

K. Accounts Payable and Other Liabilities

Liabilities represent amounts expected to be paid as the result of a transaction or event
that has already occurred. Liabilities covered by budgetary resources are liabilities
incurred and covered by realized budgetary resources as of the balance sheet date.
Available budgetary resources include new budget authority, spending authority from the
offsetting collections, recoveries of unexpired budget authority through downward
adjustments of prior year obligations, and unobligated balances of budgetary resources at
the beginning of the year. Unfunded liabilities are not considered to be covered by such
budgetary resources. Examples of unfunded liabilities are actuarial liabilities for future
Federal Employees’ Compensation Act payments and annual leave. The government, acting
in its sovereign capacity, can abrogate liabilities arising from other than contracts.

L. Net Position

Net position consists of unexpended appropriations and cumulative results of operations.
Unexpended appropriations represent amounts of budget authority to include unobligated
or obligated balances not rescinded or withdrawn. Cumulative results of operations are
comprised of the following: (1) the difference between revenues and expenses; (2) the net
amount of transfers of assets in and out without reimbursement; and (3) donations, all
since inception of the fund(s).
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M. Use of Estimates

The preparation of financial statements in conformity with GAAP requires management to
make certain estimates and assumptions. These estimates and assumptions affect the
reported amounts of assets, liabilities (including contingent liabilities), revenues, financing
sources, expenses and obligations incurred during the reporting period. These estimates
are based on management’s best knowledge of current events, historical experience and
other assumptions that are believed to be reasonable under the circumstances. Estimates
are subject to a wide range of variables, including assumptions on future economic and
financial events. Accordingly, actual results may differ from those estimates.

N. Reclassification

Certain fiscal year 2020 balances have been reclassified, retitled, or combined with other
financial statement line items for consistency with the current year presentation.

0. Classified Activities

Accounting standards require all reporting entities to disclose that accounting standards
allow certain presentations and disclosures to be modified, if needed, to prevent the
disclosure of classified information.

NOTE 2 - FUND BALANCE WITH TREASURY

Fund balance with Treasury account balances as of September 30, 2021 and 2020 were as
follows:

2021 2020

Status of Fund Balance with Treasury:

Unobligated Balance
Available $ 1,813,934 $ 3,433,198
Unavailable 14,977,087 16,941,107
Obligated Balance Not Yet Disbursed 1,350,290 358,935
Total $ 18,141,311 $ 20,733,240

No discrepancies exist between the FBwT reflected on the Balance Sheet and the balances
in the Treasury accounts.

The available unobligated fund balances represent the amount currently available for
obligation or commitment. At the start of the next fiscal year, this amount will become part
of the unavailable balance as described in the following paragraph.
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The unavailable unobligated fund balances represent the amount of appropriations for
which the period of availability for obligation has expired. These balances are available for
upward adjustments of obligations incurred only during the period for which the
appropriation was available for obligation or for paying claims attributable to the
appropriations.

The obligated balance not yet disbursed includes accounts payable, accrued expenses, and
undelivered orders that have reduced unexpended appropriations but have not yet
decreased the fund balance on hand.

NOTE 3 - ACCOUNTS RECEIVABLE

Accounts receivable balances as of September 30, 2021 and 2020, were as follows:

2021 2020

Accounts Receivable:

Intragovernmental $ 122,424 $ 354,355
With the Public 1,187 254
Total Advances and Prepayments $ 123,611 $ 354,609

Accounts receivable consists of amounts owed to PCLOB by other federal agencies and the
public. Intragovernmental accounts receivable consists of amounts earned, but not yet
reimbursed, through interagency reimbursable agreements with other federal agencies.
Accounts receivable with the public represents the gross amount of monies owed to the
Board by associate claims.

Historical experience has indicated that the majority of the agency’s receivables are
collectible, and, as such, allowance for doubtful accounts as of September 30, 2021 and
2020 were zero.

NOTE 4 - ADVANCES AND PREPAYMENTS

Advances and prepayments as of September 30, 2021 and 2020, were as follows:

2021 2020

Advances and Prepayments:

Intragovernmental $ 188,507 $ 620,652
With the Public 104,007 132,372
Total Advances and Prepayments $ 292,514 $ 753,024

Advance payments and prepayments represent cash outlays made to federal and non-
federal entities for future goods and/or services.
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NOTE 5 - GENERAL PROPERTY, PLANT AND EQUIPMENT, NET

Schedule of General Property, Plant and Equipment, Net as of September 30, 2021:

Accumulated
Acquisition Amortization/ Net Book
Major Class Cost Depreciation Value
Leasehold Improvements $ 2,181,935 $ 830,011 $ 1,351,924
‘Furniture & Equipment 566,952 211,181 355,771
Total $ 2,748,887 $ 1,041,192 $ 1,707,695

Schedule of General Property, Plant and Equipment, Net as of September 30, 2020:

Accumulated
Acquisition Amortization/ Net Book
Major Class Cost Depreciation Value
Leasehold Improvements $ 2,215,986 $ 577,211 $ 1,638,775
Furniture & Equipment 605,579 143,489 462,090
Total $ 2,821,565 $ 720,700 $ 2,100,865

NOTE 6 - LIABILITIES NOT COVERED BY BUDGETARY RESOURCES

The liabilities for PCLOB as of September 30, 2021 and 2020 include liabilities not covered
by budgetary resources. Congressional action is needed before budgetary resources can be
provided. Although future appropriations to fund these liabilities are likely and anticipated,
it is not certain that appropriations will be enacted to fund these liabilities.

2021 2020

Intragovernmental:

FECA $ - $ 63
With the Public:

Unfunded Leave 382,137 346,596

Actuarial FECA 288 -
Total Liabilities Not Covered by Budgetary Resources $ 382425 $ 346,659
Total Liabilities Covered by Budgetary Resources 493,518 532,237
Total Liabilities Not Requiring Budgetary Resources - -
Total Liabilities $ 875,943 $ 878,896

Federal Employees Compensation Act (“FECA”) liabilities represent the unfunded liability
for actual workers compensation claims and unemployment benefits paid on PCLOB’s
behalf and payable to the Department of Labor.
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Unfunded leave represents a liability for earned leave and is reduced when leave is taken.
The balance in the accrued annual leave account is reviewed quarterly and adjusted as
needed to accurately reflect the liability at current pay rates and leave balances. Accrued
annual leave is paid from future funding sources and, accordingly, is reflected as a liability
not covered by budgetary resources. Sick and other leave is expensed as taken.

NOTE 7 - OTHER LIABILITIES

Other liabilities account balances as of September 30, 2021 and 2020, entirely comprised of
currently due balances, were as follows:

Intragovernmental:
Employer Contributions and Payroll Taxes Payable (without reciprocals) $ 16,050 $ 14,345
Employer Contributions and Payroll Taxes Payable 42,101 36,770
Unfunded FECA Liability - 63
Total Intragovernmental Other Liabilities $ 58,151 $ 51,178
With the Public:
Accrued Funded Payroll and Leave $ 215,766 $ 192,704
Total Public Other Liabilities $ 215,766 $ 192,704
Total Other Liabilities $ 273,917 $ 243,882
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Operating Leases

PCLOB occupies office space under a lease agreement that is accounted for as an operating
lease. The lease term began on April 30, 2018 and expires on April 29, 2028. The total
operating lease expense relating to this agreement for fiscal years 2021 and 2020 was
$954,349 and $943,349, respectively. Below is a schedule of future payments for the term
of the lease.

Fiscal Year Total

2022 $ 969,409
2023 998,571
2024 1,035,451
2025 1,046,770
2026 1,058,428
Thereafter 1,673,768
Total Future Lease Payments $ 6,782,397

The operating lease amount does not include estimated payments for leases with annual
renewal options.

NOTE 9 - INTER-ENTITY COSTS

PCLOB recognizes certain inter-entity costs for goods and services that are received from
other federal entities at no cost or at a cost less than the full cost. Consistent with
accounting standards, certain costs of the providing entity that are not fully reimbursed are
recognized as imputed cost and are offset by imputed revenue. Such imputed costs and
revenues relate to business-type activities, employee benefits, and claims to be settled by
the Treasury Judgement Fund. However, unreimbursed costs of goods and services other
than those identified are not included in our financial statements.
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PCLOB recognizes as inter-entity costs the amount of accrued pension and post-retirement
benefit expenses for current employees. The assets and liabilities associated with such

benefits are the responsibility of the administering agency, OPM. For the periods ended
September 30, 2021 and 2020, respectively, inter-entity costs were as follows

2021

2020
Office of Personnel Management $ 178,176 $ 163,016
Treasury Judgment Fund - 74,103
Total Imputed Financing Sources

$ 178,176 $ 237,119
NOTE 10 - UNDELIVERED ORDERS AT THE END OF THE PERIOD

As of September 30, 2021, budgetary resources obligated for undelivered orders were as
follows:

Federal Non-Federal Total
Paid Undelivered Orders $ 188,507 $ 104,007 $ 292,514
Unpaid Undelivered Orders (5,238,403) 6,217,599 979,196
Total Undelivered Orders $ (5,049,896) $ 6,321,606 $ 1,271,710

As of September 30, 2020, budgetary resources obligated for undelivered orders were as
follows:

Federal Non-Federal Total
Paid Undelivered Orders $ 620,652 $ 132,372 $ 753,024
Unpaid Undelivered Orders 21,302 159,753 181,055
Total Undelivered Orders $ 641,954 $ 292,125 $ 934,079
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NOTE 11 - EXPLANATION OF DIFFERENCES BETWEEN THE STATEMENT OF
BUDGETARY RESOURCES AND THE BUDGET OF THE U.S. GOVERNMENT

The President’s Budget that will include fiscal year 2021 actual budgetary execution
information has not yet been published. The President's Budget is scheduled for
publication in February 2022 and can be found at the OMB Web site:
http://www.whitehouse.gov/omb/. The 2022 Budget of the U.S. Government, with the
"Actual" column completed for 2020, has been reconciled to the statement of budgetary
resources and there were no material differences.

(In Millions)
Obligations
Budgetary & Upward Net
Resources Adjustments Outlays
Unobligated Balance Not Available (17) -
Difference - Due to Rounding (D -
Budget of the U.S. Government $ 13 $ 10 $ 10

The differences between the Board’s Statement of Budgetary Resources (“SBR”) and the
Budget of the U.S. Government for budgetary resources, obligations incurred, and net
outlays are primarily due to rounding. A portion of the difference in the budgetary
resources is due to expired unobligated balances being reported in the SBR but not in the
Budget of the U.S. Government.
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The reconciliation of net outlays, presented on a budgetary basis, and the net cost,
presented on an accrual basis, provides an explanation of the relationship between
budgetary and financial accounting information.

Reconciliation of Net Cost to Net Outlays as of September 30, 2021:

RECONCILIATION OF NET COST TO NET OUTLAYS
BUDGET AND ACCRUAL RECONCILIATION
FOR THE YEARS ENDED SEPTEMBER 30, 2021

(In Dollars)
Intragovernmental With the Public Total
Net Operating Cost (SNC) $ 4,147,378 $ 6,220,645 $ 10,368,023
Components of Net Cost Not Part of the Budgetary Outlays:

Property, Plant, and Equipment Depreciation Expense - (355,291) (355,291)

Property, Plant, and Equipment Disposals & Revaluations - (82,653) (82,653)

Inventory Disposals and Revaluations - (82,653) (82,653)

Gains/Loses on All Other Investments - 82,653 82,653

Increase/(Decrease) in Assets:

Accounts Receivable, Net (231,930) 933 (230,997)

Other Assets (432,146) (28,365) (460,511)

(Increase)/Decrease in Liabilities:

Accounts Payable 139,490 (69,264) 70,226

Federal Employee and Veteran Benefits Payable - (37,238) (37,238)

Other Liabilities (6,973) (23,062) (30,035)

Financing Sources:

Imputed Cost (178,176) - (178,176)
Total Components of Net Cost Not Part of the Budgetary Outlays $ (709,735)  $ (594,940) $  (1,304,675)
Components of the Budget Outlays That Are Not Part of Net Operating Cost

Acquisition of Capital Assets - 44,774 44,774
Total Components of the Budget Outlays That Are Not Part of Net Cost $ - $ 44,774 $ 44,774
Misc Items

Differences Due to Rounding - (1) (1)
Total Other Reconciling Items $ - $ n (1)
Total Net Outlays (Calculated Total) $ 3,437,643 $ 5,670,478 $ 9,108,121

Budgetary Agency Outlays, Net (SBR 4210)
Budgetary Agency Outlays, Net $ 9,108,121
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Reconciliation of Net Cost to Net Outlays as of September 30, 2020:

RECONCILIATION OF NET COST TO NET OUTLAYS
BUDGET AND ACCRUAL RECONCILIATION
FOR THE YEARS ENDED SEPTEMBER 30, 2020

(In Dollars)
Intragovernmental With the Public Total
Net Operating Cost (SNC) $ 2451971 $ 5080158 $ 7,532,129
Components of Net Cost Not Part of the Budgetary Outlays:

Property, Plant, and Equipment Depreciation Expense - (354,181) (354,181)

Property, Plant, and Equipment Disposals & Revaluations - (109,311) (109,311)

Increase/(Decrease) in Assets:

Accounts Receivable, Net (6,596) 142 (6,454)

Other Assets (255,561) 132,372 (123,189)

(Increase)/Decrease in Liabilities:

Accounts Payable 2,845,393 95,197 2,940,590

Federal Employee and Veteran Benefits Payable - (125,753) (125,753)

Other Liabilities (14,077) (42,797) (56,874)

Financing Sources:

Imputed Cost (237,119) - (237,119)
Total Components of Net Cost Not Part of the Budgetary Outlays $ 2,332,040 $ (404,331) $ 1,927,709
Misc Items

Other Temporary Timing Differences - 30,303 30,303

Differences Due to Rounding - 2 2
Total Other Reconciling Items $ - $ 30,305 $ 30,305
Total Net Outlays (Calculated Total) $ 4,784,011 $ 4,706,132 $ 9,490,143
Budgetary Agency Outlays, Net (SBR 4210)

Budgetary Agency Outlays, Net $ 9,490,143
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OTHER INFORMATION

Summary of FY 2021 Financial Statement Audit and Management
Assurances

Summary of FY 2021 Financial Statement Audit

Audit Opinion Unmodified

Restatement No

Material Weaknesses Beginning New Resolved  Consolidated ~ Ending
Balance Balance

Total Material

Weaknesses e 0 0 0 0

Summary of Management Assurances

Effectiveness of Internal Control over Financial Reporting (FMFIA § 2)

Statement of Assurance Unmodified

Material Weaknesses Beginning New Resolved  Consolidated Ending
Balance Balance

Total Material

Weaknesses L 0 0 0 0

Effectiveness of Internal Control over Operations (FMFIA § 2)

Statement of Assurance Unmodified

Material Weaknesses Beginning New Resolved  Consolidated Ending
Balance Balance

Total Material

Weaknesses ¢ v v v v

Conformance with Federal Financial Management System Requirements (FMFIA § 4)

Statement of Assurance  Unmodified

Material Weaknesses Beginning New Resolved  Consolidated ~ Ending
Balance Balance

0 0 0 0 0

Total Material
Weaknesses
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Summary of Financial Statement Audit and Management Assurances,
Continued

Definition of Terms

Beginning Balance: = The beginning balance must agree with the ending balance from
the prior year.

New: The total number of material weaknesses/non-conformances
identified during the current year.

Resolved: The total number of material weaknesses/non-conformances that
dropped below the level of materiality in the current year.

Consolidated: The combining of two or more findings.

Reassessed: The removal of any finding not attributable to corrective actions
(e.g, management has re- evaluated and determined that a
finding does not meet the criteria for materiality or is redefined
as more correctly classified under another heading).

Ending Balance: The year-end balance that will be the beginning balance next
year.
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Payment Integrity Information Act of 2019

As stated in the Analysis of Systems, Controls, and Legal Compliance section of the
“Management’s Discussion and Analysis” of this AFR, the Board operates under one
program with no activities that are susceptible to the threshold amounts stated in the
Payment Integrity Information Act of 2019. The Board upholds its responsibilities to
improve financial and administrative controls and procedures to identify, assess, and
address fraud risks as required by PIIA, as described in the Fraud Reduction Report that
follows.

FY 2021 Fraud Reduction Act

The Fraud Reduction and Data Analytics Act of 2015 (Pub. L. 114-186, 31 U.S.C. § 3321
note), now incorporated into the PIIA, requires agencies to implement the GAO’s A
Framework to Managing Fraud Risks in Federal Programs. The GAO framework identifies
four steps that agencies should follow: 1) commit to creating an organization that is
conductive to manage fraud risk, 2) assess the fraud risks within the organization, 3)
design and implement controls that reduce risk of fraud, and 4) evaluate and adapt
assessment outcomes. PCLOB’s approach to managing fraud risk starts with a strong tone
at the top. This includes messaging from senior officials regarding the importance of a
culture committed to a high level of integrity and resources dedicated to ensuring that
ethics training is provided annually to all employees. PCLOB leverages its Senior
Assessment Team, which consists of senior executives from divisions/offices throughout
PCLOB who oversee the Board’s efforts to assess, address, and report on identified fraud
risks.

PCLOB has established a system of internal controls to support effective and efficient
operations that also helps to mitigate the risk of fraud. Such controls, which overlay formal
policies and procedures, typically deal with factors such as approval and authorization
processes, access restrictions and transaction controls, account reconciliations, and
physical security. These procedures often include the division of responsibilities and
checks and balances to reduce risk. To the extent that these controls affect financial
reporting, they are reviewed and tested by management on an annual basis. While strong
internal controls help to mitigate the risk of fraud, employees are strongly encouraged to
contact the General Counsel or the GAO’s FraudNet hotline should they suspect instances of
fraud.
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Analysis of results from testing performed and the overall business environment can lead
to additional training opportunities for which there is a heightened risk of fraud. For
example, PCLOB contracting officer representatives are required to take annual training
around the potential for fraud in the area of procurement.

Management recognizes that the assessment of fraud is an ongoing process and that
mitigation strategies need to change as business processes and the overall environment

evolve.
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Appendix: Glossary of Acronyms

AFR Agency Financial Report

AICPA American Institute of Certified Public Accountants
ARC Bureau of Fiscal Service’s Administrative Resource Center
CDC Centers for Disease Control and Prevention

CIA Central intelligence Agency

COVID-19 Coronavirus Disease-19

DATA Act Digital Accountability and Transparency Act

DHS Department of Homeland Security

FASAB Federal Accounting Standards Advisory Board

FBI Federal Bureau of Investigation

FBwT Fund Balance with Treasury

FECA Federal Employees Compensation Act

FEGLI Federal Employees Group Life Insurance

FERS Federal Employees Retirement System

FISA Foreign Intelligence Surveillance Act

FISMA Federal Information Security Management Act
FMFIA Federal Managers’ Financial Integrity Act

FY Fiscal Year

GAAP Generally Accepted Accounting Principles

GAO U. S. Government Accountability Office
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APPENDIX: GLOSSARY OF ACRONYMS, CONTINUED

IC Internal Controls

ICF Internal Controls Framework

IT Information Technology

NSA National Security Agency

OCFO Office of the Chief Financial Officer

ocCIo Office of the Chief Information Officer

OMB Office of Management and Budget

OPM Office of Personnel Management

P/CL Privacy and Civil Liberties

PP&E Property, Plant, and Equipment

PCLOB Privacy and Civil Liberties Oversight Board

PIIA Payment Integrity Information Act of 2019

PRISM Procurement Information System for Management
SBR Statement of Budgetary Resources

SCIF Sensitive Compartmented Information Facility
SFFAS Statement of Federal Financial Accounting Standards
SSAE Statement of Standards for Attestation Engagements
TSP Thrift Savings Plan

Treasury Department of the Treasury

U.S.C. United States Code
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